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ABSTRACT

We explore the use of the timed test generator tool TTG as an au

tomatic generator of observers for monitoring Web servigesr
starting point is a service behaviour specified as a netwioflkneed
Automata written in IF language. From the latter an obseis/au-
tomatically synthesized. The observer checks whether zeseg
of observations conform to the specification. We appliechoeithod
on some non conforming traces generated from a holiday hgoki

web service example. The non conformance was detected using 2.

continuous time semantics.

1. INTRODUCTION

In this paper we study the problem of monitoring real time Web
services. Monitoring of runtime service behaviour has ssvab-
jectives, from checking if the functionality has been inmpénted
correctly with respect to a given specification, to meaguper-
formance and quality-of-service parameters. There has bae
ongoing interest in the research community to develop tiecies
that bridge the gap between formal verification and testRgn-
time verification or monitoring assures the correctnesoftfare
execution at runtime with respect to a formal requiremeercEp
cation. While other verification techniques, such as tgstimodel
checking, and theorem proving, aim to ensure universalectrr
ness of programs, the intention of runtime monitoring is éted
mine whether the current execution preserves specifiecepiop
and identifies possible unwanted behaviours.

In this paper our objective is to automatically synthesiseon-
itor, that observes a trace of web service behaviour gestbrait
runtime and infers whether the service satisfies a certaioifspa-
tion. The service to be monitored is a black box i.e. no imglem
tation details of the service are available. Our methodoledjes
on recording the observable behaviour generated by thé&cset/
runtime and checking conformance against a given speddicat

We propose the use GfTG tool [I0] for monitoring of web ser-
vices. TTG tool is a timed test generator. It is built on top of the IF
environment[[B]. The IF modeling language allows to spesify-
tems consisting of many processes communicating througst me
sage passing or shared variables and includes featuregasoér-
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archy, priorities, dynamic creation and complex data tyféwese
features of the language make it suitable for modellingisesvfor
monitoring.

We are inspired by the methodology presentedin [4]. Our-tech
nique is illustrated in Figuld 2. It consists of the follogiphases:

1. Deriving a timed-automaton specification from the servic
description.

Automatic generation of an observer from the timed-aattom
specification.

3. Instrumentation of the service.
4. Execution and testing of the instrumented service.

In the figure, solid arrows represent model and program fivans
mations and dashed arrows represent data flow (output)inyue
elaborate on each of the above phases in detail in sddtiore4l- W
lustrate our methodology by monitoring the behaviour of kday
booking service and report on experimental results.

The remaining part of the paper is structured as follows.- Sec
tion[d defines the timed automaton model. Sedfion 3 desctfilges
holiday booking case study. Sectidn 4 discusses our melibggo
in detail. Sectiol5 gives a brief introduction on the usafjthe
timed test generatof TG. Sectior[ b summarizes the obtained re-
sults. Sectiofill7 discusses the related work. Finally, 8eficon-
cludes the paper and gives directions for future work.

2. TIMED AUTOMATA
We use timed automatil[1]with deadlines.

DEFINITION 1. A timed automaton oveAct is a tuple A =
(Q7 qo, X7 ACt7 E), where:

e () is afinite set ofocations
e ¢y € ( is the initial location.
e X is afinite set otlocks
e Eis afinite set obdges
Each edge is a tupl@y, ¢’, ¢, r, d, a), where:
e ¢q,q' € Q are the source and destination locations.

e ¢ is theguard a conjunction of constraints of the forp#c,
wherez € X, cis aninteger constant angl € {<, <,=,>
, >}

e r C X is a set of clocks toesetto zero.
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Figure 1: Monitoring Architecture.
e d € {lazy, delayable, eager} is thedeadline e If a booking request is received, it has to be replied within 3

. . days.
e a € Act is the action. 4

e If a cancellation message is received 24 hrs before check-in

A timed automator defines an infinitéimed labeled transition S .
refund paid is 80% of the booking fee.

system(TLTS) which is denoted. 4. Its states are paits= (g, v),

whereg € Q andv : X — Riis a clockvaluation 0 is the o If the message is received between 24 and 12 hrs refund paid
valuation assigning to every clock ofA. S4 is the set of all states is 50% of the fee. In all other cases between 12 hrs and
A 500 L .
andsy = (o, 0) is the initial state. . scheduled check in time, refund paid is 30% of the fee.
Discrete transitions are of the forfy,v) — (¢’,v"), where
a € Act and there is an edggy, ¢, %, r, d,a), such that sat- e In case of a no show, th€L is not refunded.

isfiesy) andv’ is obtained by resetting to zero all clockssirand

leaving the others unchanged. Timed transitions are of dha f
(¢;v) = (q,v+t), wheret € R,t > 0 and there is no edge
(¢,q",%,r,d,a), such that: eithed = delayable and there exist

e In case of a cancellatiof{ B pays 5% of the fee t&'H as
compensation. The compensation has to be paid before the
C'L is refunded.

0 <t <ty < tsuchthat + ¢ | ¢ andv + &2 = o); or e After making a cancellation request, tie. has to wait be-

d = eager andv = . tween 2 to 5 weeks for the refund, if any, to be processed.

3. CASE STUDY: A HOLIDAY BOOKING In the following sections, we show how the behaviour of the
WEB SERVICE composed system can be monitored using TTG.

In this section, we present as our case study, the simpliged v
sion of a holiday booking service. The example is a compmsiti 4. METHODOLOGY

of the client(C'L), the hotel booking servicel{ B) and a car hire The first step is to derive a timed automaton, or a network of

service C'H). Car hire is a complementary service provided by the timed automata (TA) from the service description. In the \web

hotel to its clients. vice domain, WSBPELIT13] and OWL-$L7], are some popular
The sequence of messages exchanged between the serviees is iand widely used standards for describing service behavibair

lustrated in FigurEl2. The interaction is initiated by & sending composition and interaction protocols. Due to space wgiris,

a room availability request té/ B. If H B confirms the availabil- we do not discuss the issues of mapping between these standar

ity, C'L proceeds with the booking. On confirmatiaff,B books and the IF language, and focus on the non trivial monitoréait

a complimentary car through’H for C L. For a room to be re- nique as presented below.

served, the&’' L has to pay an upfront fee. The fees are refundable = Having obtained the TA specificatiof, the next step consists in
in case of a cancellation. The refun@d. can expect are defined  generating automatically abserveifor A. The observer is a mon-

as part of the booking terms and conditions. The interastima itoring device. It observes the service and checks whelteetrace

tween the services are governed by these conditions as svillea generated by the service conformsA4o The observed traces are

arrangements betwe&hH andH B. sequences of observable events and associated time-stdings
In this paper our objective is to monitor the behaviourFbB, accuracy of the time-stamps depends on the accuracy ofdbkscl

under constraints defined for the interactions. We are fpaity of the observer.

interested in the scenario, when a confirmed booking fronCthe There are mainly two types of observers (we follow the termi-

is cancelled. We outline below some of the key propertieseto b nology of [4]). Analogobservers, which can observe real-time pre-
encoded as part of the behaviour specificatiomda® for such a cisely, anddigital observers, which measure time with a clock tick-
scenario. ing at a given period.
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Figure 2: Interaction of messages between client and holiday booking service

Digital-clock observers are clearly more realistic to ierpkent,
since in practice the observer will only have access to aefinit
precision clock. However, analog-clock observers aréstiful,
for instance, when the implementation is discrete-timeitsutme
step is not known a-priori. In this work, we restrict ourg=to the
case of digital observers.

An observed trace conforms tbif it can possibly be generated
by A. Notice thatA is typically modeled as a network of timed
automata, which induces non-determinism and internal conim
cation between the automata. These are artifacts of thelmode
evant to the external behavior and to the specificationfit3&lus,
we “hide” them, by considering them as unobservable evditiis.
means that the observer checks if the observed trace is #lgoss
observation resulting from some traceAf

The third step is the instrumentation of the service. It aahs
interfacing the latter with the testing device (the obsgrvadwo
possibilities exist here. Either testing is performmathe-fly(or
on-line), that is, during execution of the service, which is conedct
to the observer at real-time. Or it is performefi-line, that is,
by first executing the service multiple times to obtain a $dbg-
traces then feeding these traces to the observer.

In both cases, the service must be able to expose a set of/ebser
able events to the observer. In the case of testing off-thee ser-
vice must also record the time-stamps of these events. Btinge
on-line, time-stamping can be done by the service or by the ob
server. In the latter case, possible interfacing delay< meisaken
into account.

Instrumentation can be done manually or automatically.e€Dep
ing on the complexity of the service, it can be a non-trivesk.
Care should be taken so that the instrumentation does ®etftats
ter the behavior of the service. For instance, the overhéadded
code should be minimal, so as not to affect execution timebef
tasks in the service. These are problems inherent in anyimsn-
tation process, and are beyond the scope of this work.

The final step is the testing procedure per-se. The tracesr-gen
ated by the service are fed to the observer, either in reed-{for
on-the-fly testing) or off-line. The observer checks confance

of each trace. If a trace is found non-conforming to the djmeci
tion, the service is non-conforming. Otherwise, no coriclugan
be made. However, confidence to the correctness of the sdsvic
increased with the number of tests.

5. TIMED TEST GENERATOR: TTG

TheTTG tool may be used for both test generation and monitor-
ing purposes. Four generation modes are possible:

1. Interactive the user guides the test generation algorithm, re-
solving the non deterministic points (whether to issue &n ou
put or wait for an input, which output if many are possible,
when to stop generating the test, etc.).

. Randomthe non-deterministic points are resolved randomly.

. Exhaustive all possible tests are generated up to a user-
defined depth.

. Coverage a set of tests that achieves a user-defined coverage
criterion is generated.

Test generation is beyond the scope of this work. More detall
about the test generation mode are to be foundih [11].

TTG is written in C++. It works on linux iX86 platforms. It is
built on top of the IF environmenE]6]. The IF modeling langea
allows to specify systems consisting of many processes agormim
cating through message passing or shared variables andiéscl
features such as hierarchy, priorities, dynamic creatiwh @m-
plex data types.

The IF tool-suite includes a simulator, a model checker and a
connection to the untimed test generator TEV [BITG is imple-
mented independently from TGY.TG uses the basic libraries of
IF for parsing and symbolic reachability of timed automatishw
deadlines. For using TG, one shall proceed as follows:

o Write your specificatidhin the IF syntax and save into a text
file with “.if” extension (e.qg., “spec.if”).

specification = model of the SUT + model of the digital clock of
the tester + priority rules.



e Run command “runttg.sh spec.if” (or “runttg.sh spec” for
short) to generate the “TTG” executable file.

e Run the executable file “TTG".

6. RESULTS

In this section, we present the results of monitoring thédagl
web service using TTG. The behaviour of the hotel and client i
illustrated in Figur€B and Figuf@ 4 respectively.

6.1 ThelF mode

e “dt=0": in this case the client will be occupying state “13”.
Either action “no_show(id)!” or “check_in(id)!” will be ob
served then.

In the first three cases, before the refund is paid back tatdie
two actions “cancel_c(id)” (cancelling the car booking)d&ine-
fund_c(id)!" (paying compensation to the car hire serviae ob-
served consecutively.

Finally the clock “rft” guarantees that the refund is paictha
within a period between two to five weeks at any case the “can-
cel(id)!” action is observed. State “18” is a particulartstaThe
process is destroyed as soon as this state is reached. Right b

We modelled our case study in IF language. The model is made the destruction of the process a “kill(self)!” signal is semthe ho-

up of three processes: the hotel process (Fiilire 3), thet gie-
cess (Figurgl4) and the digital-clock process (Fifilire 5).

The IF code for the hotel process has two states “1” and “2".
State “1” (the initial state) is when the hotel is not fullydk®d and
state “2" is when it is fully booked. The process moves betwee
these two states when it receives either the input-actiof?*f
or the input-action “not_full?” from the environmetft. When
the hotel process occupies state “1” it can receive an iaptibn
“check(id,d)?” from the environment. The parameter “id’Hes
sponds to the identifier of the new client which has sent the re
quest. The parameter “d” corresponds to the number of dags af
which the client will check in. As soon as a request is reakihe
hotel process creates a new client process “Xx” unless threrdur
number of clients “nc” is greater or equal to “N”. The latterthe
maximal number of client processes which can be handledéy th
hotel process. When a new client process is created the erount
“nc” is incremented by one. Either at state “1” or state “2"amha
“kill(x)?” request is received the hotel process kills thegess “x”
and decrements “nc” by one.

The IF code of the clock process has only one state “1”. It isode
a digital periodic clock which sends a “tick” action afterchaone
time unit. The elapsed time is measured using the continuats
able “tc”. A “tick” happens as soon as the guard “tc=12" beesm
true l The variable “tc” is reset to zero when a “tick” happens. The
time unit considered in our example is equal to twelve hours.

The IF code of the client being too lengthy, we do not include i
in the paper. It is made of 18 states. State “1” is the initiates
The process has three clocks “rt”, “dt” and “rft”. The “rt"adk
guarantees a “confirm(id)!” action to be sent at most threesda
after a “book(id)!” request is received. Then immediateliea
confirmation a car booking request "book_c(id)!" is sente Tlock
“dt” measures the time remaining before checking in. It defin
four periods:

e “dt<-24": while this guard is true the process will be oc-
cupying state “4” until a “cancel(id)!” action is observed o
until the guard in no longer true due to time advance. If “can-
cel(id)!” is observed an 80% refund will be paid back.

e “-24<dt<-12": for this guard the process will be occupying
state “5”. If “cancel(id)!" is observed a 50% refund will be
paid back.

e “-12<dt<0": if this guard is true the client process will be
occupying state “9”. A “cancel(id)!” action results in a 30%
refund.

2The “?” and “I” marks are used to distinguish between input-
actions and output-actions, respectively.

3We choose 12 since it is the smallest time constant appearing
the other processes.

tel process in order to update “nc” the current number of gsees.

6.2 Monitoring properties

The method we propose is mainly based on the possibility of
considering partial observability. The key idea is thedaling. We
dispose of a moded of the functional behaviour of the service. We
are also given a propertywhich has to be satisfied by the service.

Two cases are then possible:

e Either S already satisfieg. In this case, we keep the model
S asitis.

e Or ¢ is not satisfied bys. In this case, we have to “improve”
our model. We consider a new modg||¢. That is the re-
striction of S satisfyinge.

For simplicity, we assume that our model already satisfies th
property in hand. Our goal is to monitor the implementatiathw
respect to this property. For this purpose, we proceed el
First, we identify the set of (observable) events implidaite the
property¢. Call it Act,. Second for each given (timed) trace
to monitor, we projectr on the set of observable actionsAwt,,.
That is we erase the actions@fwhich are not irAct,. We obtain
a new tracer,. Finally, we applyTTG on the obtained trace,
with respect to the seéfct,.

In this manner, we are guaranteed to satisfy both the prpgert
and the functional behaviour of the service. Each time werare
terested in a different property and a different tracg we simply
compute the corresponding sktt,, and trace3,, and applyT TG
on them.

6.3 Experimental results

In this section we report on the obtained experimental tesul
We consider four properties to monitor:

P1 Checking the functional behaviour of one client: We first
consider the following tradg

trace = check(1,27)?
book(1)!
tick!®
confirm(1)!
tick!*
cancel(1)!
tick!3¢
refund80(1)! .

The corresponding set of observable actions is

“We write “tick!?” instead of “tick! tick!”, “tick! 3" instead of “tick!
tick! tick!” and so on.



lazy
provided(ne<N)

check(id,d)? ﬂﬁl'&y)i’,b'e
x:=fork Client nc:=nc-1
nc:=nc+1
delayable delayable
full? not_full?
kill(x)?
delayable ne=nc-1

Figure 3: The hotel agent process.

obs = { tick! , P3 Checking the hotel confirmation time-response: The tiace
check(,)? , monitor is
book()! ,
confirm()t trace = check(1,27)?
cancel()! , book(1)!
refund30()! tick!2
refund50()! check(2,26)?
refund80()! }. book(2)!
tick!®
Second we consider the trace“tratwhich is a slight mod- confirm(1)!
ification of “trace”. That is tick!®
confirm(2)!
trace = check(1,27)?
book(1)! The corresponding set of observable actions is
tick!®
confirm(1)! obs = { tick! ,
tick!* check(,)?
cancel(1)! book()! ,
tick!3¢ confirm¢)! 1.
refund30(1)! .
P4 Checking the hotel refunding time-response: The trace to
The set of observable actions for this trace is ‘Gkes well. monitor is
P2 Checking the functional behaviour of sevral clients: ffaee tracg = check(1,27)?
we consider is book(1)!
tick!'6
trace, = check(1,27)? gigﬁeﬁ'(l)!
book(1)! :
tick!? refund30(1)!
check(2,26)? . . .
book(2)! The corresponding set of observable actions is
tick!® .
! ob = tick! ,
qonflrm(l)! ® { check(,")?
tICk!. book()! ’
confer(Z)! cancel()!
el [
tick! | refund30()!
Ealr:lczel(l). refund50()!
ick! |
cancel(2)! refund80()! }.
: 6
t'cfk! 430(2)! The obtained results for the all considered traces are slmowa-
re ulgo (@) ble[. The first colon gives the property to check; the secahohc
t'cfk' | the trace to monitor; the third colon the set of observabtmas;
refund80(1)! . the fourth colon tells whether the considered trace is aedepr

not; the fifth colon gives the execution time in millisecorasl the
The corresponding set of observable actions is still {8bs sixth colon the depth of the found error if so.



®
lazy
book(id)!
dt:=(-d*24)
rt:=0

O,
delayable
rt<3*24

confirm(id)!
rt:=0

)

eager
rt=0
book_c(id)!

~

~

lazy \1_1/7

r<-24
Cféti_rl%el(ld)! eager eager
= -24<dt<-12 | -12<dt<0

| (=)
azy

-24< rt|(<d)12
cancel(id)!
rft:=0 ea_ger
lazy dt=-12
-12<rt<0
cancel(id)!

© O =

delayable delayable delayable eager
rft<840  [rft<840 | rft<840  |dt=0
cancel_c(id)! cancel_c(id)! cancel_c(id)!
eager

dt=0
© @ @ @
delayable delayable delayable cager

ft<840 | rft<840  |rt<ga0 |90
refund_c(id)! refund_c(id)lrefund_c(id)! no_show(id)

rft:=0
ONNG ()
delayable |delayable |delayable |eager eager
336<rft<840336<rft<840336<rft <840rft=0 dt=0

refund80(id)! refund50(id)! refund30(id)! charge(id)! |check_in(id)!
kill(self)! kill(self)! kill(self)! kill(self)! kill(self)!

(=)

Figure4: Thetravel agent process.




eager f\ tick!
tc =12 tc:=0

Figure5: Thedigital clock process.

process Hotel(1);

var nc nclts :=0;
var x pid;

var id clientid;
var d clientdelay;

state 1 # start ;

deadline lazy;

provided(nc< N);

input check(id,d);
x := fork Client(self);
task nc := (nc + 1);
task (Clientx).id :=id;
task (Clientx).d :=d;
nextstate 1;

deadline eager;

input kill(x);
task nc := (nc - 1);
nextstate 2;

deadline eager;
input full();
nextstate 2;

endstate;
state 2 ;
deadline eager;
input kill(x);
task nc := (nc - 1);
nextstate 2;
input not_full();
nextstate 2;

endstate;

endprocess;

Figure6: ThelF code of the hotel process.




process Clock(1);
var tc clock;
state 1 # start ;

deadline eage

when tc=1;

output tick();
set tc:=0;
nextstate

endstate;
endprocess;

r

1

Figure7: ThelF code of thedigital clock process.

P | Trace to monitor| Observable actions y/n | Time (ms) | Error depth
P1 trace obs yes 128 -

P1 trace obs no 144 48

P2 trace obs, no 24 27

P3 trace obs no 8 14

P4 trace obs; no 476 36

Table1: Summary of experimental results.




7.
Mo

RELATED WORK

nitoring service behaviour has been an active area oéreke

Several efforts[[16][2][16] [T¥][[TR][IB] have investigatedried

formalisms and frameworks for the monitoring of functiomald
non functional properties of services. Talle 2 presentsed gum-

mary.

Two approaches which also use timed automata for monitoring
and are closely related to our methodology, [18], [7]e @b-

thors
to be

monitor SLAs for web services using TAs. Each constrai
monitored is expressed first as a formula in TCTL and then

compiled into a TA. SOAP messages exchanged by the serviees a
time stamped. Violations of constraints is detected by kingcthe
acceptance of a timed word by the automata. The advantage our
approach has is that all possible behaviours of the servickid-

ing th

ose to be monitored, are encoded as a single netwoirkeflt

automata in the IF language. This also opens up the posgibfli
monitoring other behaviours of the service at a later staggj-
nally not considered critical.

8. CONCLUSION AND FUTURE WORK

In this paper we have shown, how automatic observers can be

generated for monitoring real time web services using tmedi
test generator tool, TTG. The service behaviour is specded

timed

-automaton, compiled into the IF language.

The main contributions of this work are the following:

We

We model the whole behaviour of the service. We assume
that this model satisfies all properties of interest. Theehod
is written in IF language. The latter allows to consider dy-
namic creation of processes.

Monitoring a trace against a given property (satisfied by the
model) is simply achieved by applyingTG with respect to
the set of observable actions appearing within the corsitler
property.

We consider digital-clocks which are modeled as timed au-
tomata as well. More precisely, the model of the digitale&lo

is given as a separate IF process. The digital-clock may be
periodic or not, deterministic or not, etc. Even though we
use digital-clocks, we still consider the analog contirsiou
semantics of the model of the system.

are currently working on extending our monitoring apptoa

to identify patterns of service failure. The basic idea ipto-
vide a long term solution to service developers, wherebitfan
service behaviour recorded over a period of time can be sedly
and the service implementation suitably modified. We are ials
vestigating the possibility of synthesizing “self healimgtelligent
observers, for dealing with failures of services in the shem.
Finally, we propose to report on the mapping between wehicerv
standards and the IF language in the near future.
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Approach Properties Monitoring spec Web service speq

18] general ITL-formulae OWL-S

2] boolean, time-related and statistic propertles RTML BPEL, java

<] general Algebraic specification BPEL

[y protocols Automata, EaGLe -

2] general Event calculus BPEL

€] timeouts, external errors, contracts Assertions languages BPEL, C#
5] SLAs TCTL & Timed automata SOAP

Table2: Summary of monitoring approaches.
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