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Abstra
tIn this thesis we are aiming at two main goals. First, we intend to provide a theory forthe formal spe
i�
ation and veri�
ation of 
ommuni
ation proto
ols. Algebrai
 spe
i�
ationsand temporal formulas are 
ombined to spe
ify data stru
tures and data 
ows in a uni�edframework. The algebrai
 approa
h is used to spe
ify the stru
ture of data whi
h will beex
hanged between the 
omponents of a distributed system. The 
ommuni
ation rules that
ontrol the data 
ow in the system will be des
ribed in terms of temporal logi
. The se
ondgoal is to provide a methodology whi
h supports the hierar
hi
al development of proto
olsin a modular style. The appli
ation of the theory and the development methodology areillustrated through the spe
i�
ation and veri�
ation of some sele
ted proto
ols.
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Chapter 1Introdu
tionThis thesis presents a formal method for the spe
i�
ation and veri�
ation of 
ommuni
ationproto
ols based on two well-known te
hniques: algebrai
 spe
i�
ation and temporal logi
.It has long been evident that neither informal methods nor testing are reliable enough toestablish the 
orre
tness of programs, espe
ially 
on
urrent programs whi
h generally ex-hibit extremely 
ompli
ated behavior. The appli
ation of formal methods to establish the
orre
tness of programs began with the work of Floyd [Flo67℄, using 
ow 
harts, and Hoare[Hoa69℄, using a 
ompositional proof system for while-programs. The problem of proving thata program should satisfy its spe
i�
ation was �rst re
ognized by Turing [Tur49℄ in 1949. Ingeneral, the veri�
ation of a program's 
orre
tness, that is the program meets its spe
i�
ation,is a very diÆ
ult task. In order to simplify this task, it is mandatory that the veri�
ationis started in the early stages of the design pro
ess of a program. A promising approa
h toguarantee the 
orre
tness of a program is to develop it step by step from its spe
i�
ationusing suitable transformation rules. The method presented here deals with the veri�
ation ofproto
ols in the early stages of development.A 
ommuni
ation proto
ol 
onsists of a set of rules designed to enable data ex
hange betweenthe agents of a distributed system. In this 
ontext, the formal spe
i�
ation of a 
ommuni-
ation proto
ol requires the des
ription of two aspe
ts of 
ommuni
ation: data aspe
t andbehavioral aspe
t. There are many well-established formal methods for the spe
i�
ation andveri�
ation of data types, e.g. VDM [BJ87℄, Z [Abr85℄, and algebrai
 spe
i�
ations [EM85℄.As a rule, behavioral aspe
ts are spe
i�ed using pro
ess des
ription methods su
h as CSP[Hoa85℄, Petri nets [Pet62℄, �nite-state ma
hines [BS80℄, and temporal logi
 [Kr�o87, MP91℄.All these methods have a solid theoreti
al ba
kground and have been applied su

essfullyin di�erent kinds of pra
ti
al appli
ations. In the majority of proto
ol spe
i�
ations, dataaspe
ts and behavioral aspe
ts are treated separately. However, with an eye to pra
ti
al appli-
ations in the development of proto
ols, it turned out to be important to apply a spe
i�
ationte
hnique whi
h supports pro
ess des
ription as well as data-type spe
i�
ations. One of theprominent examples is the spe
i�
ation language LOTOS [Inf87℄, whi
h is a 
ombination ofthe algebrai
 spe
i�
ation language ACT ONE [EFH83℄ and the behavioral des
ription 
al
u-lus CCS [Mil80℄. Other approa
hes are the algebrai
 high-level nets [EPR93℄, whi
h 
ombinealgebrai
 spe
i�
ations and Petri nets, and temporal Z [DS89℄, whi
h integrates temporalformulas in the framework of Z. 3



CHAPTER 1. INTRODUCTION 4In our opinion, applying a spe
i�
ation te
hnique that des
ribes data aspe
ts as well asbehavioral aspe
ts in a uni�ed framework fa
ilitates the development of proto
ols in the sensethat the user has to follow a single development pro
ess instead of two separate pro
esses.Moreover, we believe that proto
ols have to be spe
i�ed in a 
omplete manner su
h that severallayers 
an be des
ribed within the same spe
i�
ation. For example, it is very importantto spe
ify the 
onne
tion-establishment proto
ol and the data-transfer proto
ol together,be
ause they 
onstitute the overall transport proto
ol. In addition, the use of a separatespe
i�
ations requires a suitable notion for 
omposing them whi
h may be very intri
ate.For these reasons, we apply a 
ombination of algebrai
 spe
i�
ations and temporal logi
 as alanguage for spe
ifying proto
ols; we import these two well-established te
hniques in order todes
ribe data aspe
ts and behavioral aspe
ts of proto
ols in a uni�ed framework. Apart fromthe advantages o�ered by formal languages, su
h as unambiguity and pre
ision, the adequateintegration of temporal logi
 in algebrai
 spe
i�
ations has the following 
hara
teristi
s whi
hmake it a suitable method for spe
ifying and verifying 
ommuni
ation proto
ols.� It allows us to abstra
t from implementation details. It is widely known that algebrai
spe
i�
ations are suitable for de�ning abstra
t data types. Temporal logi
 provides amore abstra
t way to des
ribe proto
ol properties than transition systems and behav-ioral des
ription te
hniques su
h as CCS and CSP.� It supports formal reasoning about proto
ol properties and thus the formal veri�
ationof proto
ols be
ause it is based on the mathemati
al foundations of algebra and on therigorous proof systems of temporal logi
.� It provides a powerful formalism whi
h is 
apable of expressing a wide range of proto
olproperties. It is widely re
ognized that the formalism of temporal logi
 is an appropriatetool for 
apturing interesting safety and liveness properties of 
ommuni
ation proto
ols.In 
omparison to other te
hniques, temporal logi
 is one of the few in whi
h livenessproperties 
an be expressed in a simple and elegant way.� It o�ers simpli
ity and usability. Temporal formulas as well as algebrai
 spe
i�
ationsare easy to use and understand. Moreover, in 
ontrast to other te
hniques, su
h as �nite-state ma
hines, where the size of the proofs in
reases exponentially with the number ofstates, temporal logi
 proofs remain 
ompa
t and 
lear.A major goal of this work is to provide a methodology for developing 
ommuni
ation pro-to
ols. Su
h a methodology will enable us to develop design spe
i�
ations from requirementspe
i�
ations using transformations and re�nements. In the 
ontext of distributed systems,it is important that the methodology allows the independent development of system 
ompo-nents. In order to be able to 
onstru
t su
h a methodology, it is ne
essary to have a modularspe
i�
ation language. Unfortunately, temporal logi
 in its elementary form is non-modular.In general, a system 
omponent 
an neither be spe
i�ed nor veri�ed independently of its en-vironment [BKP84℄. The reason is that temporal formulas are global, i.e. temporal formulasin a system spe
i�
ation refer to all system 
omponents. In this approa
h, the modularity oftemporal logi
 is a
hieved by indexing temporal operators with identi�ers for system 
ompo-nents. In des
ribing systems, one 
an sele
t the parti
ular system 
omponent whi
h shouldsatisfy a temporal formula. In this way, one system 
omponent 
an be spe
i�ed independentlyof the other 
omponents.



CHAPTER 1. INTRODUCTION 5Apart from the la
k of modularity, we have to deal with some expressiveness problems: wewill show that a large 
lass of proto
ol properties 
annot be spe
i�ed using 
lassi
al temporallogi
. The la
k of expressiveness is due to the inability of temporal logi
 to uniquely identifymessages on streams. In order to over
ome these expressiveness problems, we extend thesemanti
 model by providing a me
hanism that enables unique identi�
ation of messages onstreams. We introdu
e \
olors" (they may be viewed as an abstra
tion of time-stamps) whi
hserve as identi�ers on streams. It turns out that we need a hierar
hy of equivalen
e 
lasses of
olors in order to express desired properties of proto
ols.Based on the modular temporal logi
, we will provide a methodology for developing proto
olspe
i�
ations. The methodology enables the stepwise development of a design spe
i�
ationfrom an abstra
t spe
i�
ation des
ribing the requirements put on the proto
ol. In order toensure the 
orre
tness of the �nal produ
t, we de�ne a set of rigorous rules for 
omposing andre�ning spe
i�
ations. Moreover, we de�ne a satisfa
tion relation between the spe
i�
ationsinvolved during the development a
tivities. We will show that our re�nements are relationswhi
h are transitive and 
ompatible with the 
omposition of spe
i�
ations. A

ordingly, weobtain a methodology that supports the hierar
hi
al development of proto
ols in a modularstyle. It should be stressed that in our methodology we follow prin
iples and strategiessu

essfully applied in the KORSO-methodology [PW94℄.In order to demonstrate the appli
ability of the theory and the development pro
ess, someproto
ols su
h as the Alternating Bit proto
ol, a transport proto
ol in
luding the data-transferand the 
onne
tion-establishment parts, and a CSMA/CD proto
ol are spe
i�ed and veri�ed.This thesis is organized as follows. Chapter 2 de�nes the language that we use to spe
ifyproto
ols. First, we des
ribe the aspe
ts 
onsidered in a spe
i�
ation. Next, we show howalgebrai
 spe
i�
ations and temporal formulas 
an be embedded into a 
ommon algebrai
framework. A semanti
 model for the spe
i�
ation language is also given. The temporal logi
that we apply in our spe
i�
ations is introdu
ed in Chapter 3. We begin this 
hapter with abrief overview of the history and the development stages of temporal logi
. After presentingan informal interpretation of the usual temporal operators, we 
onsider an indexed version oftemporal logi
. Then, a formal interpretation of the indexed temporal operators and a proofsystem are given.In Chapter 4 an extension of the temporal logi
 is 
onsidered, with a view to augmentingthe expressive power of the language. First, we dis
uss the 
auses of the expressivenessproblems. Then, we extend the logi
 step by step. We illustrate the extended temporallogi
 by spe
ifying some servi
es provided by the Internet proto
ol. Chapter 5 presentsa development methodology for 
ommuni
ation proto
ols. We �rst introdu
e a notion ofpro
esses, in order to be able to reason about 
ompositionality, modularity, and re�nement ina rigorous way. Next, 
omposition of spe
i�
ations is investigated and a justi�
ation rule isgiven. We then ta
kle re�nements and present a proof rule for verifying them. Finally, we givesome guidelines for developing design proto
ol spe
i�
ations from requirement spe
i�
ations.We illustrate the methodology presented in this thesis in Chapter 6. Three proto
ols are
onsidered. First, we develop a spe
i�
ation for the Alternating Bit proto
ol. Then, wespe
ify a CSMA/CD proto
ol. Finally, we develop a spe
i�
ation of a transport proto
ol.



Chapter 2The Spe
i�
ation LanguageA distributed system 
onsists of a set of agents that exe
ute independently and intera
t withea
h other in order to ex
hange data. The programs whi
h are responsible for the realizationof a reliable data ex
hange within a distributed system are 
alled 
ommuni
ation proto
ols.Usually, 
ommuni
ation proto
ols exhibit extremely intri
ate behavior, be
ause they must
ope with the possibility of failures in the physi
al 
omponents of the system. Due to their
omplexity, the development of proto
ols is 
onsidered a diÆ
ult task and should followrigorous formal te
hniques in order to ensure 
orre
t implementations. In this 
ontext, theformal spe
i�
ation of proto
ols is of parti
ular importan
e, be
ause it forms the basis of a
orre
t implementation.In spe
ifying 
ommuni
ation proto
ols there are two aspe
ts of 
ommuni
ation that should be
onsidered, namely the 
ommuni
ation rules and the stru
ture of the data to be transmittedwithin the system. Many di�erent formal languages have been developed for and applied tothe des
ription of proto
ols. The most important approa
hes are �nite-state ma
hines [BS80℄,CSP [Hoa85℄, CCS [Mil80℄, Petri nets [Pet62℄, and temporal logi
 [Kr�o87, MP91℄. However,the majority of existing languages 
onsider only the des
ription of the behavioral aspe
tof a proto
ol, whereas the aspe
t of data representation is treated separately using otherspe
i�
ation methods, su
h as Z [Abr85℄, VDM [BJ87℄, or algebrai
 spe
i�
ations [EM85℄.In our opinion, this separation may lead to some diÆ
ulties during the development pro
ess,be
ause in order to be able to derive the 
orre
tness of the proto
ol implementation from the
orre
tness of the implementations of the data part and the behavioral part, a suitable notionof 
omposition of the spe
i�
ation languages is required. Moreover, the user has to followtwo development pro
esses based on di�erent kinds of transformation rules, rather than justone pro
ess based on one sort of rules. For these reasons, we think that a formal spe
i�
ationlanguage for proto
ols should be 
omplete, in the sense that it 
overs all relevant aspe
ts ofa proto
ol.In this 
hapter, we propose a uni�ed framework for spe
ifying proto
ols in a 
omplete fashion.A spe
i�
ation in
ludes a des
ription of the data types, the network topology and the des
rip-tion of the system behavior. To spe
ify the data types and the network topology we applyalgebrai
 te
hniques, while the behavior is supported by a suitable temporal language. Ourformalism is obtained by 
ombining temporal logi
 and algebrai
 spe
i�
ations. The majordi�eren
e to LOTOS is that our language is not only a disjoint union of two formalisms, but6
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Agent

InChan1

InChan2

OutChan1

OutChan2Figure 2.1: A Single Agentalso an integration of the one into the other; we integrate temporal formulas into the algebrai
framework. Moreover, be
ause temporal logi
 des
ribes the behavior in a more abstra
t waythan CCS, the integration of temporal spe
i�
ations in the algebrai
 framework, as presentedin this 
hapter, provides a formalism by whi
h proto
ols 
an be spe
i�ed in a more abstra
tway than by LOTOS.This 
hapter is organized as follows. Se
tion 2.1 presents the abstra
t model of distributedsystems that we use to des
ribe proto
ols. In Se
tion 2.2 we give a brief overview of algebrai
spe
i�
ations, as des
ribed by Ehrig and Mahr [EM85℄ and Wirsing [Wir90℄. Then, in Se
tion2.3, the spe
i�
ation language for proto
ols is de�ned: we show how spe
i�
ation of data typesand temporal formulas 
an be embedded into a 
ommon algebrai
 framework. Finally, thesemanti
 model based on algebras and event stru
tures is given.2.1 How to Spe
ifyIn our approa
h, a distributed system is modeled by a family of intera
ting agents whi
hrepresent the logi
al units of the system, e.g. sender, re
eiver, or transmission medium. Oneof the main 
hara
teristi
s of an agent is that it does not operate in isolation, but ex
hangesdata with its environment via unidire
tional 
hannels. A 
hannel is 
onsidered to be anabstra
t interfa
e of an agent to its environment. So ea
h agent is asso
iated with a �niteset of distin
tly named input and output 
hannels (see Figure 2.1). An agent may be viewedas an entity whi
h re
eives and sends data on its input and output 
hannels. Basi
ally, thisrepresentation 
orresponds to the CSP model proposed by Hoare [Hoa85℄.A network of agents is formed by linking some input 
hannels of some agents to some output
hannels of other agents in one-to-one manner. A network may be pi
torially represented asin Figure 2.2. In su
h a network, we distinguish two kinds of 
hannels, namely internal andexternal 
hannels. An internal 
hannel is a 
onne
tion between exa
tly two agents; it is usedby the one for input and by the other for output. External 
hannels provide a boundarybetween the system and the outside world. They may be used to embed one system intoanother or to extend the original system by adding further agents.However, it is important not to 
onfuse 
hannels and physi
al transmission lines; 
hannelsare 
on
eptual representations of 
ommuni
ations between agents. Semanti
ally, 
hannelsare 
onsidered as streams of data elements. Thus, they are absolutely reliable, in 
ontrastto physi
al transmission media whi
h, in general, may lose, dupli
ate, or permute messages.In our approa
h, we model a transmission medium by an a
tive agent, in order to des
ribehow it transmits messages. A 
omparison between a \real-world" 
ommuni
ation net and itsabstra
t model 
an be shown by the following simple example. Consider two 
omputers Aand B 
onne
ted by a wire, whi
h is the a
tual transmission medium (see Figure 2.3). This
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 Agent1

Agent2

Agent3

Agent4S

X Y

V U

R

Figure 2.2: A Network of Agents
omputer network is modeled by three a
tive agents, the 
omputers A and B, and the agentWire representing the transmission medium. The interfa
es between the 
omputers A and Band the wire are represented by the 
hannels S and R, whi
h re
e
t the data 
ow over timefrom the 
omputer A into the wire and from the wire into the 
omputer B, respe
tively.
A B

  wire

A  Wire B
S R

real world

abstract modelFigure 2.3: Modeling a Real-world SituationFor any given network, we have to des
ribe the 
ommuni
ation rules that 
ontrol the dataex
hange between the agents. These rules must be respe
ted by the agents, in order to a
hievethe desired 
ommuni
ation servi
e. A

ordingly, we spe
ify the behavior of the agents su
hthat the rules of 
ommuni
ation are respe
ted and the desired servi
e is provided. In essen
e,a spe
i�
ation 
onsists of a set of requirements put on the behavior of the agents. However,we do not 
onsider any details relating to the internal stru
ture of the agents, that is, an agentis viewed as a bla
k box that passes messages from its input to its output 
hannels. From thispoint of view, the spe
i�
ation of a system is restri
ted to the des
ription of its observableinput-output behavior, 
hara
terized by a relation between the 
ommuni
ation a
tions whi
ho

ur during a system run; this relation is often 
alled the 
ausality relation. This behavioralaspe
t will be 
overed by temporal logi
. Thus the behavior of a system 
omprises a set oftemporal formulas whi
h express safety and liveness properties of the system. We will studythe syntax and the semanti
s of our temporal language in detail in the next 
hapter.Apart from the behavioral aspe
ts of a system, we will also des
ribe the stru
ture of messages
arried along the 
hannels, as well as the operations available to the agents to treat them, i.e.we will spe
ify the data types of messages. In order to a
hieve this in an abstra
t way, weapply the formalism of algebrai
 spe
i�
ations, be
ause this is parti
ularly suitable for thespe
i�
ation of abstra
t data types.To this end, a proto
ol spe
i�
ation should take into a

ount the two aspe
ts mentioned above,viz. the data types of messages and the behavior of the agents. Con
eptually, these aspe
ts are



CHAPTER 2. THE SPECIFICATION LANGUAGE 9quite di�erent, and the 
hoi
e of di�erent te
hniques to spe
ify them follows good prin
iplesof software engineering. In order to des
ribe these aspe
ts in a uni�ed framework, we needto relate these formalisms. Therefore, we also integrate temporal formulas into algebrai
spe
i�
ations. The spe
i�
ations obtained are 
alled algebrai
-temporal spe
i�
ations.2.2 Algebrai
 Spe
i�
ations: An OverviewAlgebrai
 spe
i�
ations provide a formalism for des
ribing data types inan abstra
t way without 
onsideration of any implementation details. The basi
 idea of thealgebrai
 approa
h is to des
ribe data types by giving the names of the data sets, the namesof the operations, and theproperties that should be satis�ed by the operations. The 
ombination of the names of thedata sets (sorts) and the names of the operations with their fun
tionalities 
onstitutes thesignature of this data type. Formally, a signature � is a pair hS; F i where S is a set of sortsand F is a set of fun
tion symbols, ea
h of whi
his asso
iated with a fun
tionality : for any f 2 F thefun
tionality of f is an element from S� � S expressing the type of f . The properties ofthe operations are formulas expressed in a spe
i�
 logi
al system. In the 
lassi
al algebrai
spe
i�
ations (e.g. as de�ned by the ADJ-group [GTW78℄) the operation properties are givenby a set of equations over the signature. In this approa
h, a spe
i�
ation is a pair h�; Ei,where � is a signature and E is a set of equations over �. One of the prominent algebrai
languages based onequational logi
 is ACT ONE [EFH83℄. But there are also algebrai
 spe
i�
ation languagesbased on other logi
al formalisms, su
h as Horn-
lause equational logi
, �rst-order logi
[Wir90℄, or higher-order equational logi
 [M�ol85℄. For instan
e, the spe
i�
ation languageSPECTRUM, de�ned in [BFG+93℄, is based on�rst-order logi
.The semanti
s of algebrai
 spe
i�
ations is based on the mathemati
al 
on
ept of algebras.An algebra 
onsists of a 
olle
tion of 
arriers (sets of data) and operations on them. To anysignature � one 
an asso
iate an algebra(
alled �-algebra) by assigning a 
arrier set to ea
h sort in �, and an operation on thesesets to ea
h operation symbol in �. Formally, let � = hS; F i be a signature. A �-algebra A
onsists of a family of 
arrier sets fAsgs2S and a fun
tion fA : As1 � : : : � Asn �! As forea
h f : s1; : : : ; sn �! s 2 F . In the 
lassi
al algebrai
 approa
h the fun
tions in a �-algebraare 
onsidered to be total. However, indes
ribing data types of programs it is important to be able to spe
ify partial fun
tions toobe
ause, in general, we have to deal with error 
ases and non-terminating algorithms (e.g.re
ursive fun
tions). Although totalapproa
hes are simple to work with, they pose diÆ
ulties if data types with partial fun
tionshave to be spe
i�ed. Many approa
hes have been developed to provide a formalism for partialfun
tion handling. For instan
e, partial algebras deal with error situations and 
ontinuous



CHAPTER 2. THE SPECIFICATION LANGUAGE 10algebras (based on �xpoint theory) provide a semanti
s for non-terminating algorithms.For any algebrai
 (data) spe
i�
ation Dspe
 = h�; Ei a Dspe
-algebra is a �-algebra thatsatis�es the properties E. Looking to the semanti
 models of algebrai
 spe
i�
ations, wedistinguish two main approa
hes: loose and initial semanti
s. In the loose approa
h, thesemanti
s of a spe
i�
ation is given by the 
lass of all Dspe
-algebras, denoted by Alg(Dspe
).In the initial approa
h only parti
ular algebras are 
onsidered; those whi
h are initial in the
lass Alg(Dspe
). Roughly speaking, an initial algebra of a spe
i�
ation Dspe
 satis�es onlyformulas whi
h are valid in all Dspe
-algebras. Initial algebras are 
hara
terized uniquelyup to isomorphism by the property that there is a unique homomorphism to ea
h algebrain Alg(Dspe
) [EM85℄. The initial approa
h provides a simple and elegant basis for thesemanti
s of abstra
t data types. However, it is not always possible to asso
iate an initialsemanti
s to algebrai
 spe
i�
ations; it is possible to show that, taking an arbitrary �rst-order logi
 as a formalism to express the properties of the operations, an initial algebrain the 
lass of Dspe
-algebras does not always exist [EM85℄. The main di�eren
e betweenloose and initial semanti
s is that in the initial semanti
s a spe
i�
ation is represented by aunique (up to isomorphism) model, whereas the loose semanti
s allows di�erent models for aspe
i�
ation. This makes loose semanti
s more appropriate for the development of programsusing spe
i�
ation transformations and re�nements, be
ause the loose approa
h allows theuser to add design de
isions during a development pro
ess whi
h starts from an abstra
tspe
i�
ation.Apart from the extensions of the 
lassi
al algebrai
 approa
h to model important features ofsequential programs, algebrai
 spe
i�
ations have been extended in order that they 
an sup-port the des
ription of 
on
urrent systems as well. From a methodologi
al point of view, wedistinguish two main approa
hes. The �rst approa
h is a pure algebrai
 te
hnique, where pro-
esses are 
onsidered as spe
ial data types [AGR88℄. In the se
ond approa
h, the spe
i�
ationlanguage is a 
ombination of te
hniques like CCS [Mil80℄ and Petri nets for the des
riptionof the behavioral aspe
t of pro
esses, with algebrai
 languages like ACT ONE [EFH83℄ usedfor the spe
i�
ation of abstra
t data types, for example the language LOTOS [Inf87℄ and thealgebrai
 high-level nets [EPR93℄.As mentioned above, the logi
al formalisms applied to express the properties of systems spe
i-�ed in an algebrai
 framework are not restri
ted to equational logi
. In general, the axioms ofa spe
i�
ation may be formulated in �rst-order logi
, Horn-
lause logi
, higher-order logi
, ortemporal logi
. Usually, the 
hoi
e of the logi
 depends on the parti
ular area of appli
ation.For example, equational logi
 is appropriate for des
ribing abstra
t data types, Horn 
lausesare usually applied in 
onne
tion with logi
 programming, and temporal logi
 is suitable for
apturing safety and liveness properties of 
on
urrent systems. In this 
ontext, it is very use-ful to have a relation between logi
al systems, su
h that interesting results (su
h as provingprogram properties) whi
h are a
hieved in one logi
 
an be translated to another one. Forthis reason, the 
on
ept of institutions was introdu
ed by Goguen and Burstall [GB84℄ toprovide a foundation for making interesting results 
ompletely independent of the underlyinglogi
al system. Informally, an institution 
onsists of a 
olle
tion of signatures with signaturemorphisms together with, for any signature �, a set of �-senten
es, a set of �-models, anda satisfa
tion relation between �-senten
es and �-models, su
h that when one 
hanges sig-natures (by a signature morphism), satisfa
tion of senten
es by models 
hanges 
onsistently[GB84℄. That is, using institutions one 
an translate formulas from one logi
 to another logi
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h a way that soundness is preserved. Furthermore, institutions make program develop-ment 
on
epts su
h as 
omposition, veri�
ation, and re�nement of spe
i�
ations independentof the logi
 in whi
h the spe
i�
ations are expressed (for these and other theoreti
al results,see [GB92℄).2.3 The Uni�ed Algebrai
 FrameworkAs mentioned in Se
tion 2.1, a proto
ol spe
i�
ation in
ludes the spe
i�
ation of the messagesthat will be ex
hanged between the agents as well as the behavior of these agents. In spe
ifyingthe behavior of agents, we also 
onsider the network topology of the system so that we have a
ommuni
ation stru
ture telling us how agents are related to ea
h other. This se
tion presentsa uni�ed algebrai
 framework in
orporating all these aspe
ts.2.3.1 Spe
i�
ation of MessagesAlgebrai
 spe
i�
ations, as introdu
ed in Se
tion 2.2, 
an also be applied in the 
ontextof 
ommuni
ations. We make use of the 
lassi
al algebrai
 approa
h to des
ribe the datatypes of messages and use the following s
hema for representing algebrai
 spe
i�
ation. Ourterminology is in
uen
ed by the s
hema used for representing spe
i�
ations of OPAL programs(see, e.g. [DFG+94℄) .spe
ifi
ation � name �import � other spe
i�
ations �signature � 
olle
tion of sorts and operation de
larations �properties � list of axioms (usually equations) des
ribing the operations �The import list makes some sorts and operations de�ned in other spe
i�
ations available inthe new spe
i�
ation. This is very useful in des
ribing data types, be
ause repetitions areavoided and spe
i�
ations are more stru
tured. A
tually, the import part enri
hes the sorts,the operations, and the equations of the 
urrent spe
i�
ation by the sorts, the operations,and the equations of the imported one.In our 
ontext, the signature 
omprises the sorts of messages to be transmitted within thesystem, as well as operations, su
h as splitting messages into pa
kets, adding (or sele
ting)fragments to pa
kets (e.g. destination address, sequen
e number or error dete
tion 
ode), andbuilding 
omplete messages from individual pa
kets.In this algebrai
 framework, we 
an deal with topi
s relevant in the 
ontext of proto
ols, su
has error dete
tion, segmenting, reassembling, address resolution, routing, and so forth. Manyapproa
hes handle these topi
s at a very low level dealing with bit positions and en
odings
hemes. Obviously, these issues in
lude many implementation details whi
h do not need tobe 
onsidered at the highest level of proto
ol spe
i�
ation. Indeed, algebrai
 spe
i�
ationsprovide the appropriate formalism for des
ribing these topi
s independently of implementationdetails. Moreover, using a suitable development methodology, implementation details (e.g.en
oding s
hemes and bit positions) 
an be added in later re�nement steps.



CHAPTER 2. THE SPECIFICATION LANGUAGE 12As an example, we 
onsider the following situation: we have to realize a message transmissionover a pa
ket transmission medium. On the sender side, an in
oming message should besplit into pa
kets, whereas on the re
eiver side, pa
kets should be re
ombined into messages.A

ordingly, we have to spe
ify two operations: split and 
ompose. The main property ofinterest is that the original message is yielded by the re
ombined pa
kets. In our terminology,this is given by the following spe
i�
ation:spe
ifi
ation Split-Composeimport Messages only messageimport Pa
kets only pa
ketsignaturefun split : message �! Set[pa
ket℄fun 
ompose : Set[pa
ket℄ �! messageproperties m : messageaxm 
ompose(split(m)) = mIn general, pa
kets have, in 
ontrast to messages, a �xed size. Thus, when messages are splitinto pa
kets, the number of yielded pa
kets is not 
onstant; it depends on the size of themessage. For this reason, we spe
ify split as a fun
tion whi
h assigns to ea
h message a(�nite) set of pa
kets, and not a list of a �xed length of pa
kets. Moreover, in splitting amessage into pa
kets, information - other than the data part - needed for reassembling shouldbe added to the pa
kets, i.e. a sequen
e number, or a 
ode identifying the last pa
ket of amessage. All these details are irrelevant at the algebrai
 level. Indeed, the property (AXM)is suÆ
ient to ensure the proper fun
tioning of the \split-re
ombine" routines.2.3.2 Spe
i�
ation of the BehaviorIn spe
ifying the behavior of a system we have to take the network topology, whi
h des
ribeshow the agents are 
onne
ted to ea
h other, into 
onsideration. In general, networks arerepresented graphi
ally. But in our algebrai
 framework we have to deal with a more formalrepresentation of networks. Be
ause graphi
al representations are simpler (than their formaldes
ription) to work with, in our spe
i�
ations we will use the graphi
al representation ofnetworks as an abbreviation for their formal des
ription, be
ause (as we will see) there is aone-to-one 
orresponden
e between them.In order to �t graphi
al representations into algebrai
 spe
i�
ations, we adopt a model pro-posed, among others, by Broy (see [Bro88℄) in whi
h agents are viewed as stream-pro
essingfun
tions and 
hannels are seen as streams of messages. Based on this setting, an agent is(algebrai
ally) represented by an equation of the form A(S1; : : : ; Sn) = (R1; : : : ; Rm), whereA is the agent, S1; : : : ; Sn are the input, and R1; : : : ; Rm the output 
hannels of A. Fromthis point of view, a network of agents is de�ned by a set of re
ursive stream equations. Forexample, the following network:
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A

C

B

U V

S RTFigure 2.4: Graphi
al Representation of a Network
orresponds to the following three equations:A(S; T ) = UB(V ) = (R; T )C(U) = VNote that su
h a network 
orresponds exa
tly to one graphi
al representation in whi
h ex-ternal 
hannels o

ur only on one side of the equations, and internal 
hannels o

ur on bothsides.Be
ause we also 
onsider the data type of messages 
arried on the 
hannels of a system,a network is de�ned in 
onne
tion with a given signature spe
ifying the sorts of messagesex
hanged within the network. Formally, we de�ne a network as follows:De�nition 2.3.1 [Network℄Let � be a signature. A �-network Net = (Ag; St; Eq) 
onsists of a 
olle
tionAg of agent names, a 
olle
tion St of stream variables over the sorts of �, anda set Eq of equations of the form A(S1; : : : ; Sn) = (R1; : : : ; Rm). The set ofequations in
ludes exa
tly one equation for ea
h agent. A network has to satisfya 
ompleteness property whi
h states that ea
h name in St is either an input oroutput 
hannel of an agent, or a 
onne
tion between two agents.In a network of agents, the basi
 a
tions that may o

ur are transmission of messages; theiro

urren
es are expressed by predi
ates su
h as[A r
vm on S℄ The agent A re
eives the message m on the 
hannel S.[U xmtm℄ The 
hannel U transmits the message m.[B sndm on T ℄ The agent B sends the messages m on the 
hannel T .We omit the on-part if this is 
lear from the 
ontext. For example, we write [A r
vm℄ ifthe agent A has only one input 
hannel. Moreover, we use the abbreviation [A r
v ℄ if noreferen
e to the message is needed (\A re
eives some message").These predi
ates 
onstitute the atomi
 formulas of the spe
i�
ation language; their formalmeaning will be given later in 
onne
tion with temporal logi
. We should mention thatthe networks we are 
onsidering exhibit strongly 
oupled 
ommuni
ation: su
h networks are
hara
terized by the equalities (referring to the network in Figure 2.4)[A sndm on U ℄ � [U xmtm℄ � [C r
vm on U ℄
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ipline of temporal logi
 as the formalism for spe
ifying the behavior of a system.The spe
i�
ation of the behavior is given by a set of temporal formulas expressing safetyand liveness properties of the system. By 
ombining temporal operators and transmissionpredi
ates, we are able to express interesting properties of 
ommuni
ation proto
ols. Forexample, the liveness property saying that an agent A eventually sends what it has re
eived
an be expressed by the formula ([A r
vm℄) � [A sndm℄), where `� ' is a temporal operatormeaning \eventually". The temporal logi
 applied here will be presented in detail in the next
hapter.2.3.3 Algebrai
-Temporal Spe
i�
ationsThe spe
i�
ation of the behavioral aspe
ts of proto
ols is now given in algebrai
-temporalspe
i�
ation. Following the idea that agents are represented by stream-pro
essing fun
tions,and 
hannels by streams, we embed temporal formulas in the framework of algebrai
 spe
i�-
ation1 in the following way:spe
ifi
ation � name �import � other spe
i�
ations �signature � 
olle
tion of agents and their fun
tionalities; su
h as �fun A : stream� stream ! streamfun B : stream ! stream � streamnetwork � a 
ommuni
ation network for the given agents; su
h as �
A B

S R
X

Yproperties � temporal formulas des
ribing the behavior of the agents �A
tually, the graphi
al representation of the network is merely synta
ti
 sugar for the tempo-ral formulas. As mentioned above, a graphi
al representation 
orresponds to a spe
i�
 systemof equations. The above network is therefore a shorthand version of the following extensionof the property part:properties 8 S ; X ; Y ; R : streamA(S ; X) = Y ^ B(Y) = (X ; R)) � temporal properties �This entails that our spe
i�
ations usually introdu
e and 
hara
terize a 
ertain set of agents,whereas the names of the streams are bound and thus ex
hangeable.Using parametrized algebrai
 spe
i�
ations (see, e.g. [EM85℄), one 
an deal with typedstreams, su
h as streams of messages, pa
kets, or frames. In this way, and by using theabove algebrai
 framework, one 
an easily integrate the spe
i�
ation of messages into thespe
i�
ation of the behavior. We obtain a uni�ed framework in whi
h several aspe
ts ofproto
ols 
an be des
ribed at a high level of abstra
tion.1In the terminology of Goguen and Burstall [GB84℄, we use the institution of temporal logi
.
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i�
ations in a rigorous way, we formally de�ne spe
i�
ations asfollows:De�nition 2.3.2 [Spe
i�
ation℄A spe
i�
ation S 
onsists of a spe
i�
ation Dspe
 = (�; E) of the data part, a�-Network Net = (Ag; St; Eq) (as de�ned in 2.3.1), and a set Pr of temporalformulas. The network together with the set of temporal formulas represents thefollowing axiom:(8S1 : stream[s1℄; : : : ; Sn : stream[sn℄ : ( ^e2Eq e))) Prwhere fS1; : : : ; Sng = St and ( Ve2Eq e) is the 
onjun
tion of all equations in Eq.This de�nition, in whi
h we separate the temporal formulas from the network representation,fa
ilitates the de�nition of the semanti
s and it is suitable for de�ning development steps.2.4 The Semanti
 ModelIn this se
tion, we de�ne the semanti
 model for algebrai
-temporal spe
i�
ations. Like thesyntax, the semanti
s refers to two aspe
ts: it 
ombines a model for data types and a modelfor system behavior. Semanti
 models for both algebrai
 spe
i�
ations and temporal logi
have already been established and shown to be suitable for reasoning about the aspe
ts ofdata types and system behavior, respe
tively.As mentioned in Se
tion 2.2, models for algebrai
 spe
i�
ations are based on the notion ofalgebra. Models for distributed systems are usually based on either states or events. Ina state-based approa
h, a system exe
ution is a sequen
e of states, where ea
h state is anassignment of values to the variables of the distributed program that implements the system.Many models for temporal logi
 are based on states: the most popular is the logi
 presentedby Manna and Pnueli in [MP91℄. Generally, states are global, i.e. a state 
omprises the valuesof all variables of the distributed program. Reasoning about distributed systems using state-based temporal logi
 for
es us to atta
h temporal formulas to the global states of distributedprograms. In our opinion, the globality of states prevents the 
ompositionality of temporallogi
s based on su
h models.In the event-based approa
h, one is interested in the 
ommuni
ations performed by the system
omponents without taking program variables into 
onsideration. This approa
h has beenused e.g. by Hoare [Hoa85℄ to model CSP pro
esses. Here, we make use of the event-basedapproa
h to model distributed systems. Generally, the o

urren
es of 
ommuni
ations duringa system run are partially ordered by a 
ausality relation, be
ause two 
ommuni
ations inseparate lo
ations may o

ur 
on
urrently. Usually, the 
ausality is modeled by a linear order,in other words: 
on
urren
y is modeled by non-deterministi
 interleaving. Obviously, takingpartial orderings as the \time stru
ture" for the interpretation of temporal formulas yieldsa logi
 that is more expressive than linear-time logi
. For some appli
ations, partial ordersare needed to express desired properties that 
annot be expressed in linear models; examples
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on
urren
y properties investigated in [Rei88℄. However, as long as su
h propertiesare not relevant for the des
ription of the intended systems there is no loss of expressivenessin 
onsidering linear-ordered sets of events. This is be
ause a partial ordering is 
ompletelyequivalent to the set of total orderings 
onsistent with it.In this work, we restri
t our attention to the interleaving semanti
s for two reasons. First,linear temporal logi
 is powerful enough to express properties of the proto
ols we intend tospe
ify. Se
ond, we think that linear-time formulas are better understood and, therefore,easier to work with. In the interleaving semanti
s, the behavior of a distributed system
onsists of the set of its possible runs, where ea
h run is a sequen
e (maybe in�nite) ofevents. An event represents the o

urren
e of a send, re
eive, or transmission a
tion during asystem run. Sin
e ea
h send or re
eive a
tion is \equivalent" to a transmission a
tion on the
orresponding 
hannel, we may model an event by a pair (
; m), where 
 is a 
hannel nameand m the message.A model M = (Alg; (E ; �)) 
onsists of an algebra Alg and a linear-ordered set E of events,satisfying the property that the messages in the events of E are data elements of the algebra.Given a spe
i�
ation S = (Dspe
; Net; Pr), we say M is a model for S i� Alg is a Dspe
-algebra and the temporal properties in Pr are satis�ed by M. The validity relation betweentemporal formulas and models will be de�ned in the next 
hapter.For a given spe
i�
ation S = (Dspe
; Net; Pr) and a Dspe
-algebra Alg, we de�ne the seman-ti
s of S w.r.t. the algebra Alg as the 
lass of all models over this algebra, that is the 
lassof all event sequen
es over Alg whi
h satisfy the properties Pr. Formally,[[S℄℄Alg def= fM = (Alg; (E ; �)) jM j= PrgThe semanti
s of a spe
i�
ation S is given by the 
lass of all models whi
h satisfy the spe
i-�
ation S, this 
orresponds to the union of all �xed-algebra semanti
s of S:[[S℄℄ def= fMjM j= Prg = [Alg2Alg(Dspe
) [[S℄℄AlgThat is, we 
onsider loose semanti
s. As mentioned before, in the 
ontext of algebrai
 spe
i-�
ations, we distinguish another kind of semanti
s, namely the initial semanti
s. In 
ontrastto loose semanti
s, whi
h allows di�erent models for a spe
i�
ation, initial semanti
s 
on-siders only one model (up to isomorphism) as semanti
s for a spe
i�
ation, whi
h 
an beuniquely (up to isomorphism) determined. One of the major advantages of initial semanti
sis that it makes reasoning about systems intuitive and simple. However, taking one modelas semanti
s is not adequate with spe
i�
ation-building operations, su
h as enri
hment andre�nement. Loose semanti
s, in 
ontrast, allows the user to add design de
isions during adevelopment pro
ess. Be
ause, we are aiming at a development methodology that supportsstepwise re�nement, we adopt loose semanti
s. In a development pro
ess, we starts with anabstra
t spe
i�
ation allowing all possible models (implementations) that ful�ll all require-ments pla
ed on the desired system, and then we 
onstru
t step by step a design spe
i�
ationby adding axioms that 
orrespond to design de
isions. Obviously, these axioms 
onstrain the
lass of models and, therefore, redu
e the number of models at ea
h step.



Chapter 3Temporal Logi
There are basi
ally two 
lasses of 
omputer programs. In the �rst 
lass, a program is viewedas a fun
tion from an initial to a �nal state, a relation between initial and �nal states in the
ase of nondeterminism. This 
lass in
ludes, for example, programs whi
h a

ept inputs atthe beginning of their exe
ution and yield outputs at the termination. In reasoning aboutthis kind of programs, it suÆ
es to refer to the initial and the �nal state of a program. Oneof the prominent formalisms for the spe
i�
ation and veri�
ation of su
h programs is theHoare logi
. The other 
lass 
onsists of programs whi
h are designed to run permanently,su
h as 
ommuni
ation proto
ols, 
ontrol programs, operating systems, et
. These programsare not intended to yield �nal results, but rather to maintain some intera
tion with theirenvironment. Clearly, su
h programs 
annot be adequately des
ribed by referring only to theinitial and �nal state. An adequate des
ription must refer to all states that 
an arise during aprogram exe
ution. Temporal logi
 is one of the suitable te
hniques for the spe
i�
ation andveri�
ation of this kind of program, be
ause it provides a formalism for reasoning about states(or events) of a program exe
ution and their relation in time. Its semanti
s distinguishesbetween the stati
 aspe
ts of a program, represented by states, and the dynami
 aspe
ts,represented by the relation (in time) between states. Temporal logi
 is a simple and elegantextension of propositional logi
 (predi
ate logi
 in the 
ase of �rst-order temporal logi
) whi
his still powerful enough to express interesting properties of the programs di�erentiated above.This 
hapter is organized as follows. The next se
tion presents a brief overview of the historyand the development stages of temporal logi
. It also gives an overview of the various modelsof temporal logi
 and their appli
ation areas. In Se
tion 3.2, we de�ne the temporal logi
that we use to spe
ify proto
ols, and investigate how interesting properties of proto
ols 
an beformulated in this logi
. In Se
tion 3.3, we 
onsider an extension of our temporal logi
 neededto support modular spe
i�
ation and veri�
ation. A proof system for the propositional partof this temporal logi
 is presented in Se
tion 3.4. We 
on
lude this 
hapter by proving sometemporal theorems and rules.3.1 The History of Temporal Logi
Temporal logi
 belongs to the 
lass of modal logi
s, sin
e long a subje
t of resear
h. In modallogi
, we distinguish basi
ally between propositions that must be true and propositions that17



CHAPTER 3. TEMPORAL LOGIC 18may be true. A proposition that must be true is 
alled ne
essary, one that may be trueis 
alled possible. The notion of possibility and ne
essity are dual, i.e. if a proposition isne
essarily true then its negation is not possible and vi
e versa. There are two operators todenote the modalities1: � interpreted as \it is ne
essary that" and � interpreted as \it ispossible that". In the modal logi
, the modal operators � and � are used in addition to theusual propositional operators, su
h as :; ^ ; _ ;), and , .The theory of the modalities ne
essary and possibly was even studied by the an
ient Greeks,e.g. by Megarian and Stoi
, and later was developed by medieval Arabian logi
ians, e.g.Avi
enna (see [RU71℄). The modern revival of modal logi
 in the 1920s 
an be attributed toC.I. Lewis. Lewis was dissatis�ed with the material impli
ation (the ) of the propositionallogi
); in his opinion, \p implies q", as used in ordinary dis
ourse, meant more than just \it isnot the 
ase that (p and not q)". He proposed a stronger impli
ation, 
alled stri
t impli
ation(�); p � q means \it is impossible that (p and not q)". To formulate the stri
t impli
ationhe used the modal operator � . The stri
t impli
ation is de�ned as:p � q def= :� (p ^ :q)In 1932, Lewis proposed �ve axiom systems for reasoning about stri
t impli
ation:S1; S2; S3; S4, and S5. These and other modal systems are des
ribed by Hughes and Cress-well [HC68℄.A formal semanti
s for modal logi
 was �rst proposed by Kripke in 1963 [Kri63℄. Kripke gavethe most famous 
on
ept of models for modal logi
: the possible world semanti
s. He de�neda model stru
ture as a triple hG; K; Ri, where K is a set of all possible worlds, G 2 K isthe \real world", and R is a rea
hability relation between worlds. Given a model stru
turehG; K; Ri, a model is a fun
tion that assigns to ea
h atomi
 formula (proposition variable)p a truth-value (true or false) in ea
h world w 2 K. The model proposed by Kripke enablesus to formalize the interpretation of the modalities. The formula � p is true in a world w i�the formula p is true for all worlds w0 rea
hable from w. Similarly, � p is true in a world w i�p is true in at least one world w0 rea
hable from w (see [Kri63℄). Kripke required that R hasto be re
exive: every world should be rea
hable from itself. Depending on the axiom systemin question, further 
onditions are required of R, e.g. working with the axiom system S4, therea
hability relation should also be transitive. A relationship between several modal systemsand the properties of the rea
hability relation 
an be found in [HC68℄.A temporal interpretation of the modal operators � and � was �rst given by Prior in 1957.He de�ned a time stru
ture as a linear-ordered set of time instants su
h that at ea
h timeinstant a proposition is assigned a truth value (true or false). Prior interpreted � and �as \always" and \eventually", respe
tively [Pri57℄. The axiomatization of Prior's logi
 yieldstwo axiom systems, S4:3 and D, depending on whether the time stru
ture is 
ontinuous ordis
rete. The system S4:3 models 
ontinuous time, whereas the system D models dis
retetime (see [HC68℄). Considerations about dis
rete time stru
tures gave rise to the introdu
tionof a new temporal operator: \next-time". A 
omplete axiom system for a temporal logi
that in
ludes the operators \always" and \next-time" was given in [Pri67℄. Another binaryoperator, \until", was introdu
ed by Kamp in [Kam68℄. A 
omplete axiomatization of thisoperator 
an be found in [Bur82℄.1Many authors, e.g. Hughes and Cresswell (see [HC68℄), use L and M for � and � , respe
tively.



CHAPTER 3. TEMPORAL LOGIC 19In 1977, Pnueli proposed the appli
ation of modal logi
 in reasoning about 
on
urrent andnondeterministi
 programs in his paper \The Temporal Logi
 of Programs" [Pnu77℄. The ideaof applying modal logi
 in program spe
i�
ation and veri�
ation had already been suggestedby Burstall 1974 [Bur74℄. This idea was later elaborated by other authors, e.g. Kr�oger [Kr�o76℄.Kr�oger, in 1978 [Kr�o78℄, investigated a temporal logi
 for program veri�
ation with threeoperators: \next-time", \always", and \eventually". Sin
e that time, numerous attemptshave been made to demonstrate the usefulness of temporal logi
 in spe
ifying and verifying
on
urrent programs. Today, temporal logi
 is one of the most widely used formal te
hniquesin the development of 
omputerized systems; it has been applied in the spe
i�
ation andveri�
ation of a large 
lass of systems, su
h as rea
tive, real-time, and hybrid systems, (see,e.g. [MP91℄, [MP93℄,and [AH89℄).The appli
ation of temporal logi
 in the �eld of program veri�
ation is based on the ideaof 
onsidering program exe
utions as time stru
tures to interpret the temporal operators.Due to the di�erent views of how the states of a program are related (in time) to ea
hother, we distinguish di�erent types of temporal logi
s. The most 
ommon are linear-timeand bran
hing-time logi
s. The linear approa
h adopts a linear ordering as a model fortime, whereas the bran
hing-time approa
h uses tree-stru
tured time. The main di�eren
ebetween linear- and bran
hing-time logi
s is that the former reasons about deta
hed programexe
utions, while in the bran
hing-time approa
h all exe
utions are taken in a single stru
ture(tree) distinguishing the states at whi
h a nondeterministi
 
hoi
e has been made. In theliterature we �nd di�erent variants of bran
hing-time logi
s. A simple variant is the uni�edsystem of bran
hing-time (UB) presented in [BAPM81℄. The most expressive bran
hing-time logi
 is The Computational Tree Logi
 (CTL�), de�ned by Emerson and Halpern in[EH86℄. This logi
 subsumes the other bran
hing-time logi
s and the linear-time logi
 aswell. The answer to the question whether linear time or bran
hing time should be applieddepends on the type of programs 
onsidered and on the properties one wishes to formalize.Linear temporal logi
, for example, is more suitable (and simpler) for spe
ifying and verifyingproperties that must be satis�ed by all exe
utions. However, if one is interested in formulasthat must be satis�ed only by some 
omputations (due to nondeterministi
 
hoi
es), thenbran
hing-time logi
 is re
ommended. For a 
omparison between linear-time and bran
hing-time temporal logi
, see [Lam80, EH86℄. Apart from linear-time and bran
hing-time logi
,there are temporal logi
s based on partially ordered stru
tures, for example, the partial-ordertemporal logi
 presented in [PW84℄ and the temporal logi
 for sub
lasses of event stru
turespresented in [LT87℄. Partial-order temporal logi
s are required when properties dealing withtrue 
on
urren
y whi
h 
annot be be expressed in linear-time or bran
hing-time logi
s are tobe spe
i�ed [Rei88℄.The temporal logi
s listed above are designed for quantitative reasoning about 
on
urrentand distributed systems; they are inadequate for reasoning about time-
riti
al systems wherequantitative reasoning is required. Temporal logi
 has been extended so that quantitativeproperties 
an be expressed as well. A simple approa
h is the temporal logi
 of Alur andHenzinger [AH89℄, whi
h uses expli
it 
lo
k variables to express time 
onstraints. Otherapproa
hes adopt temporal frames based on intervals instead of points, for example TheInterval Temporal Logi
 de�ned by Moszkowski (see [MM84, Mos85℄ for hardware veri�
ation,and the Interval Logi
 of S
hwarz et al. (see [SMSV83℄) for proto
ol spe
i�
ation. Moreover,there exist temporal logi
s whi
h deal with 
ontinuous temporal frames, su
h as the TheDuration Cal
ulus [CHR91℄ and The Hybrid Temporal Logi
 [KHMP94℄.



CHAPTER 3. TEMPORAL LOGIC 203.2 The Temporal Logi
The logi
 we wish to 
onsider in this thesis is a temporal logi
 for quantitative reasoning about
ommuni
ation proto
ols. This temporal logi
 is an event-based linear-time logi
; a timeframe is 
onsidered to be an in�nite, dis
rete and linear-ordered set of events. Looking in theliterature, we �nd a wide variety of temporal operators for linear-time logi
 that 
an be usedfor spe
i�
ations. In general, these operators 
an be de�ned in terms of two basi
 ones. Forour language we adopt temporal operators taken from several sour
es [LPZ85, Kr�o87, MP91℄.We 
onsider temporal operators that refer to the past and the future. The future operatorsin
lude the following unary operators:� (always or hen
eforth); � (eventually); Æ (nexttime)and the binary operator until (until operator). Informally, these temporal operators havethe following meaning (where P and Q are again temporal or propositional formulas):ÆP P holds at the next point in time�P P holds at some future point in time (in
l. the present)�P P holds at every future point in time (in
l. the present)P until Q P holds at all following time-points up to a point in time at whi
h Q holdsAmong the past operators are symmetri
 
ounterparts to ea
h of the future operators; theyin
lude the unary operators:� (always in the past); � (on
e); � (previous)and the binary operator sin
e (sin
e operator). These operators have the following informalmeaning:�P P held at the previous point in time�P P held at some point in time in the past (in
l. the present)�P P held throughout the past up to (and in
luding) the present time-pointP sin
e Q P holds sin
e the last point in time when Q heldA temporal formula whi
h in
ludes only future operators is 
alled a future formula. A tem-poral formula that at most 
ontains past operators but no future operators is 
alled a pastformula. Future formulas des
ribe properties that hold at the future fragment, whereas pastformulas des
ribe properties that hold at the past fragment. The main di�eren
e betweenpast and future is that the past fragment is 
onsidered to be �nite. That is, we 
onsideran initial point in time whi
h 
orresponds to the start of a 
omputation. This point 
an besynta
ti
ally 
hara
terized by the formula \� false": this means that the proposition \false"held at the point in time pre
eding the initial point.Note that as long as the past fragment is �nite, past operators do not in
rease the expressivepower of the temporal logi
; this fa
t has been proved by Li
htenstein, Pnueli, and Zu
k in



CHAPTER 3. TEMPORAL LOGIC 21[LPZ85℄ where they introdu
ed the notion of initial equivalen
e of formulas; two formulas Pand Q are said to be initially equivalent if the following holds: (� false ) (P ,Q)). Theyproved that for any formula P with past operators there is a purely future formula Q, su
hthat P and Q are initially equivalent.Although past operators do not in
rease the expressive power of the spe
i�
ation language,their appli
ation has some advantages. There are many properties whi
h have a more naturalexpression when past operators are used. For example, the fa
t that every P is pre
ededby a Q is easily expressed using the past operator (on
e): � (P ) �Q). Moreover, pastoperators enable a smooth synta
ti
 
hara
terization of the basi
 notions of safety and livenessproperties.There follows a list of formulas whi
h are widely used and an informal interpretation of ea
h.They are intended to a
quaint the reader with the style of expression in temporal logi
.Assume that P and Q are temporal formulas:� (P ) �Q) Every P is followed by a Q.��P P holds in�nitely often.��P Eventually permanently P ; :P holds only �nitely many times.�� false There is an instant in the past whi
h has no prede
essor. This is the initialpoint in time.��P There is a point in time in the past, present, or future at whi
h P holds.��P P holds throughout the past, present, and future.��P ) ��Q An in�nite o

urren
e of P entails an in�nite o

urren
e of Q. This formulais often used to express a strong fairness property.�P ) ��Q A permanent o

urren
e of P implies an in�nite o

urren
e of Q. Thisformula expresses a weak fairness property.P ) Æ:�P If on
e P then never P . Su
h a formula is often used to express that amessage is uniquely transmitted.If we 
ombine temporal operators with predi
ates that refer to the a
tivity of transmittingmessages, we obtain formulas like:� [S xmtm℄ Eventually the 
hannel S transmits the message m.�� [S xmtm℄ The message m will be in�nitely often transmitted by S.[T xmtm℄ ) Æ [S xmtm℄ If the 
hannel T transmits a message m, then the next time Stransmits m.Safety and Liveness Properties: From a methodologi
al point of view, it is importantto 
lassify the properties one wishes to spe
ify. Su
h a 
lassi�
ation fa
ilitates the pro
essof 
he
king the 
ompleteness of a spe
i�
ation, in the sense that all (informal) requirements
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i�
ation [MP89℄. One important 
lassi�
ation of properties ofsystems distinguishes between safety and liveness properties. An intuitive de�nition of safetyand liveness properties has been given by Lamport [Lam77℄: a safety property states thatsomething bad never happens; a liveness property states that some good thing eventuallyhappens. Many attempts have been made to give a formal de�nition of safety and livenessproperties. A 
hara
terization based on semanti
 models 
an be found in [Lam85℄ and [AS85℄.In the 
ontext of temporal logi
, safety and liveness properties 
an also be synta
ti
ally
hara
terized. Siestla de�ned safety properties in [Sis85℄ as formulas that 
an be 
onstru
tedfrom atomi
 formulas by applying positive boolean 
onne
tions ( ^ ; _ ) and the temporaloperators � and unless (weak until). He also gave a 
hara
terization of a sub
lass ofliveness properties whi
h does not, however, apply to the full 
lass. A signi�
ant synta
ti
al
hara
terization of the safety and liveness 
lasses is given by Li
htenstein, Pnueli, and Zu
kin [LPZ85℄. They suggest the following 
lassi�
ation:� A formula represents a safety property i� it is initially equivalent to a formula of theform:�P for some past formula P� A formula represents a liveness property if it is representable in one of the forms:�P; ��P; ��P for some past formula PNote that any positive boolean 
ombination of su
h formulas again yields safety and livenessformulas, respe
tively.However, the various formal de�nitions of safety and liveness properties are not all equivalent.Comparing, for example, the 
hara
terization given above to the one given in [AS85℄, weobserve that the de�nition of the liveness properties a

ording to [AS85℄ is stronger thanthe de�nition given above. For instan
e, in [LPZ85℄, the property (P until Q) is 
onsidereda liveness property, while a

ording to [AS85℄, it represents neither a safety nor a livenessproperty. Here, we adopt the 
lassi�
ation proposed in [LPZ85℄.In the following, we list some safety and liveness properties often used in the spe
i�
ation of
ommuni
ation proto
ols. A

ording to the de�nition in [LPZ85℄, the formula([A sndm℄) � [A r
vm℄)is 
onsidered a safety property be
ause it is representable as � ([A sndm℄ ) � [A r
vm℄).It states that the agent A only sends what it has re
eived,The following formula is also 
onsidered a safety property stating that the agent A sendsmessages in the same order as they have been re
eived:(� [A sndm℄ ^ [A snd n℄)) � (� [A r
vm℄ ^ [A r
v n℄)A

ording to [LPZ85℄, the formula ([A r
vm℄ ) � [A sndm℄), whi
h 
laims that the agentA eventually sends what it has re
eived, is 
onsidered a liveness property, be
ause it is rep-resentable as (�:[A r
vm℄ _ �� [A sndm℄). Another liveness property is the formula(�� [A r
v ℄), 
laiming that the agent A a

epts an in�nite number of messages.In our spe
i�
ations, we will distinguish between safety and liveness properties, and 
onsidera proto
ol spe
i�
ation as a 
ombination of properties of both 
lasses.



CHAPTER 3. TEMPORAL LOGIC 233.3 Indexing Temporal OperatorsTemporal logi
 in its elementary form does not support the development of systems in amodular style. The reason is that temporal logi
 des
ribes systems in their entirety [BKP84℄;in a spe
i�
ation, temporal formulas refer unrestri
tedly to all pro
esses in the system. Thus,whenever a new pro
ess is added to the system all existing formulas should apply to thispro
ess, and vi
e versa, all formulas spe
ifying the new pro
ess should be satis�ed by theexisting system as well. Consider, for example, the following two agents A and B with input
hannels S and U and output 
hannels R and V , respe
tively.
A B

S R U VWe spe
ify A and B as two bu�ers, ea
h of 
apa
ity one. That is, ea
h agent 
ontains at mostone message at a time. Hen
e, ea
h agent should deliver an already re
eived message beforere
eiving the next one. Obviously, the send and re
eive a
tions of ea
h agent alternate. Thisleads to the following spe
i�
ations:Properties of A: Properties of B:[A r
vm℄) Æ [A sndm℄ [B r
vm℄) Æ [B sndm℄[A snd ℄) Æ [A r
v ℄ [B snd ℄) Æ [B r
v ℄Clearly, one 
an �nd implementations that satisfy the properties of the agents A and B,respe
tively, provided that they work separately. However, if we link the input of B to theoutput of A, we may have some problems, be
ause the 
omposite system should satisfy thefollowing formula:[A r
vm℄) ÆÆ ([A r
v ℄ ^ [B sndm℄)In fa
t, this formula 
an never be satis�ed, be
ause only one a
tion 
an be performed at onepoint in time (see Se
tion 3.3.1).Several attempts have been made to extend temporal logi
 in order to a
hieve modularity,su
h as in [BKP84℄, [NGO86℄, and [AL89℄. These extensions depend, in general, on the modelson whi
h the temporal logi
 is based. For example, in the approa
h presented in [BKP84℄,Barringer et al. introdu
ed auxiliary variables in order to be able to distinguish betweena
tions performed by the system and those performed by the environment.In our approa
h, we make the temporal logi
 modular by indexing the temporal operatorswith (�nite) sets of 
hannel names, where su
h a set of 
hannels 
orresponds to a spe
i�
 partof a system. In other words, temporal operators are 
onstrained to spe
i�
 parts of a system'sbehavior. An indexed temporal formula is interpreted as referring only to the part de�ned byits index. Thus, a system spe
i�
ation may 
ontain formulas whi
h need only be satis�ed bysele
ted 
omponents, rather than by all 
omponents during a system run. Consequently, the
omposition of system 
omponents is a
hieved trivially by 
onjun
tion: this will be provedlater in Se
tion 5.2.



CHAPTER 3. TEMPORAL LOGIC 24Let M be a subsytem (a set of 
hannels) and P be a temporal formula. We say M is a
tiveat a point in time if a transmission a
tion is taking pla
e within the system M . Informally,our indexed temporal operators have the following meaning:ÆM P P holds at the next point in time at whi
h M will be a
tive.�M P P holds at every future point in time at whi
h M is a
tive (in
l. the present).�M P P holds at some future point in time at whi
h M is a
tive (in
l. the present).P MuntilN Q P holds at all following points in time at whi
h M is a
tive up to a point intime at whi
h Q holds on N .The (indexed) past operators have analogous meanings to the ones given above for the (in-dexed) future operators.For reason of greater uniformity, we introdu
e an operator 4M (possibly now on M), whi
hrefers expli
itly to the present. Informally, the formula 4M P means that P holds now ifthe subsystem M is a
tive. Obviously, this is a weak operator, be
ause it does not entailthat P holds now. Thus, we add to our temporal language a strong version of this operator:4+M (now on M). The formula4+M P means that M is now a
tive and P holds. These twooperators o�er the possibility of formulating the propositions \the subsystem M is ina
tive"and \the subsystemM is 
urrently a
tive" in a simple and ni
e way. They 
an be formulatedby 4M false and4+M true, respe
tively.We omit the index if it in
ludes all 
hannel names in the system. In this 
ase, temporaloperators refer impli
itly to the whole system behavior and are thus equivalent to the 
lassi
aloperators presented in Se
tion 3.2. Moreover, if the index is a single item we omit the bra
kets,thus, we write �R P instead of �fRg P , where R is a 
hannel name.To enhan
e readability, we prefer to write �R [R xmtm℄ instead of �R [ xmtm℄, althoughthe former 
ontains redundan
y, be
ause the formula �R [R xmtm℄ 
an only be satis�ed ifR is transmitting; the formula �R [S xmtm℄ 
an never be satis�ed.It is important not to 
onfuse the formula � [S xmtm℄ with �S [S xmtm℄. The formermeans that the a
tivity \S transmits m" takes pla
e at every future point in time, whereasthe formula �S [S xmtm℄ says that whenever S is transmitting, it transmits the message m.3.3.1 Semanti
sAs mentioned in Se
tion 2.4, a model M = (Alg; (E ; �)) for our temporal formulas 
onsistsof an algebra Alg, and a linear-ordered set (E ; �) of events, where ea
h event represents theo

urren
e of a send, re
eive, or a transmission a
tion during a system run. A linear ordering(E ; �) represents a time frame in whi
h ea
h event is 
onsidered as an atomi
 point in time.Every point in time represents a world (in the sense of Kripke) in whi
h atomi
 formulas 
anbe interpreted.Before giving the semanti
s of the temporal language, we will introdu
e some abbreviations.



CHAPTER 3. TEMPORAL LOGIC 25Let (E ; �) be a linear ordering, S a 
hannel name and M be a set of 
hannel names.ES def= fe 2 E j there exists a message m s.t. e = (S; m)gEM def= SS2M ESThat is, ES denotes the subset of all those events that 
on
ern the 
hannel S, and EM is the
orresponding generalization to sets of 
hannels.The interpretation of temporal formulas 
ontaining free variables depends on an assignment� whi
h assigns a value to ea
h message variable. We denote by M; e j=� P the fa
t thatthe temporal formula P is valid for the modelM at the point e w.r.t. the assignment �. If Pis a 
losed formula we omit �, be
ause the validity of P does not depend on an assignment.This leads to the following semanti
 de�nition of the temporal operators:� Present OperatorsM; e j= 4+M P i� e 2 EM and M; e j= PM; e j= 4M P i� e 2 EM implies M; e j= PObviously, the operators4+ and 4 are dual, that is for any set of 
hannels M and forany formula P ,4+M P � :4M :P holds, and vi
e versa.� Future OperatorsM; e j= ÆM P i� M; e0 j= P for the least e0 2 EM with e < e0if su
h e0 exists, otherwise the formula is validM; e j= �M P i� for every e0 2 EM with e � e0; M; e0 j= PM; e j= �M P i� there exists e0 2 EM with e � e0 and M; e0 j= PM; e j= P MuntilN Q i� for some e0 2 EN with e � e0; M; e0 j= Q andfor every e00 2 EM with e � e00 < e0;M; e00 j= P� Past OperatorsM; e j= �M P i� M; e0 j= P for the greatest e0 2 EM with e0 < eif su
h e0 exists, otherwise the formula is validM; e j= �M P i� for every e0 2 EM with e0 � e; M; e0 j= PM; e j= �M P i� there exists e0 2 EM with e0 � e and M; e0 j= PM; e j= P Msin
eN Q i� for some e0 2 EN with e0 � e; M; e0 j= Q andfor every e00 2 EM with e0 < e00 � e;M; e00 j= P
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 formulas are predi
ates that refer to the a
tivities of transmitting messages.These predi
ates are de�ned byM; e j=� [S xmtm℄ i� e = (S; �(m))M; e j= [S xmt ℄ i� there is v 2 Alg su
h that e = (S; v)A
tually, the indexed next-time operator de�ned above is a weak operator, be
ause ÆM P doesnot entail that P eventually happens; ÆM P is satis�ed in a sequen
e of events in whi
h Mwill never be a
tive. However, it is useful to also have a next-time operator whi
h guaranteesthat the desired a
tion will eventually o

ur. The same holds for the previous operator. Forthis reason we introdu
e the operators eÆ (strong next-time) and e� (strong previous) de�nedas: eÆM P def() :ÆM :Pe�M P def() :�M :PFrom this de�nition it follows immediately:eÆM P ) ÆM P ^ �M Pe�M P ) �M P ^ �M PApart from these operators, we add the unary operators �+ (later or stri
t eventually), andthe binary operators before and unless (weak until), whi
h will be frequently used in ourspe
i�
ations; they are de�ned as:�+M P def() Æ�M PP MunlessN Q def() �M P _ P MuntilN QP MbeforeN Q def() (:Q)NunlessM PA temporal formula is valid in the model M, denoted by M j= P , if M; e j= P for everye 2 E . P is valid, denoted by j= P , if M j= P for every model M. The validity of a formulaP is thus de�ned by requiring that P holds at all points in time in all models. This kindof interpretation yields the so-
alled 
oating version of temporal logi
. There is anotherversion 
alled an
hored (see [MP89℄), in whi
h the validity of a formula depends only on itsinterpretation at the initial point in time.It should be stressed that indexing temporal operators does not in
rease the expressive powerof the original temporal language; indexing is no more that synta
ti
 sugar to a
hieve morestru
tured spe
i�
ations, yet it is also a simple route to modularity. We have, for example,�M P , � (a
tive(M)) P )�M P , � (a
tive(M) ^ P )eÆM P , Æ (ina
tive(M)until (a
tive(M) ^ P ))where a
tive(M) is an abbreviation for the formula ( WS2M [S xmt ℄), stating that at leastone of the streams of the subsystem M is transmitting. As shown above, a
tive(M) 
anbe formulated by the temporal formula 4+M true. The predi
ate ina
tive(M) stands for:a
tive(M), whi
h 
an be formulated by 4M false.



CHAPTER 3. TEMPORAL LOGIC 273.4 The Proof SystemIn this se
tion we present a sound and 
omplete proof system for the propositional part ofthe temporal logi
. The proof system 
onsists of three parts, 
on
erning present, future, andpast formulas. Restri
ted to the future and past parts, our rules and axioms are indexedversions of the general proof system presented in [LPZ85℄. In our proof system, we 
onsider(impli
itly) axioms and theorems taken from the theory of sets. These axioms and theoremsare needed in order to be able to derive formulas su
h as �M P ) �N P , if N is a subset ofM .� Present Part{ Rule(mp) : P; P ) QQ{ AxiomsAx1: All tautologies of the propositional logi
.Ax2: 4M P ,:4+M :PAx3: 4+M P ) 4M PAx4: 4M P ^ 4N P ,4M[N PAx5: �M4+M P , �M P for � 2 feÆ ; Æ ;� ;� ;4 ;4+ ;� ;� gAs mentioned in Se
tion 3.3, the operators 4 and4+ are introdu
ed for te
hni
al rea-sons. Axiom (Ax5) states that they 
an be eliminated from most formulas. Althoughthere are (
omplete) proof systems for 
lassi
al propositional logi
, in axiom (Ax1) we
onsider all tautologies of this logi
, be
ause we are only interested in proving temporaltheorems.� Future Part{ Rule(� -Gen) : P�M PThis rule states that if P is derivable, then so is �M P for an arbitrary set M .Consequently, the dedu
tion theorem from 
lassi
al propositional logi
, 
laimingthat (P ` Q i� ` P ) Q), is not valid, be
ause P ) �M P is not a validformula.



CHAPTER 3. TEMPORAL LOGIC 28{ AxiomsFAx1: eÆM P ,:ÆM :PFAx2: 4+M P ) ÆM e�M PFAx3: eÆM P ) ÆM PFAx4: ÆM (P ) Q)) (ÆM P ) ÆM Q)FAx5: ÆM P ,Æ (4M P ^ (4M false ) ÆM P ))FAx6: �M P ,:�M :PFAx7: �M P ) (4M P ^ ÆM �M P )FAx8: �M (P ) Q) ) (�M P ) �M Q)FAx9: � (P ) ÆM P ) ) (P ) �M P )FAx10: P MuntilN Q,4+N Q _ (4M P ^ Æ (P MuntilN Q))FAx11 P MuntilN Q ) �N Q� Past Part{ Rule(� -Gen) : P�M P{ AxiomsPAx1: e�M P ,:�M :PPAx2: 4+M P ) �M eÆM PPAx3: e�M P ) �M PPAx4: �M (P ) Q)) (�M P ) �M Q)PAx5: �M P ,� (4M P ^ (4M P ) �M P ))PAx6: �M P ,:�M :PPAx7: �M P ) (4M P ^ �M �M P )PAx8: �M (P ) Q) ) (�M P ) �M Q)PAx9: � (P ) �M P ) ) (P ) �M P )PAx10: P Msin
eN Q,4+N Q _ (4M P ^ � (P Msin
eN Q))PAx11: �� falseThe �niteness of the past 
an be shown by axiom (PAx11), whi
h states that the initialpoint is always rea
hable.It should be noted that an axiom, su
h as (�M P ,:�M :P ), represents an axiom s
hemethat holds for any formula P and any index M ; so P 
an be substituted by any temporalformula and M 
an be repla
ed by an arbitrary set of 
hannels. In parti
ular, M 
an be
onsidered as the set of all 
hannels, and then the formula (�P ,:�:P ) be
omes an axiom.This entails that the proof system presented in [LPZ85℄ is in
luded in our proof system, andthe rules and axioms there are spe
ial 
ases of our rules and axioms.The proof system presented above is sound and 
omplete with respe
t to the semanti
s givenin the last se
tion. The validity of the axioms and rules 
an be trivially 
he
ked from the se-manti
s of the temporal operators. In general, the proof of 
ompleteness is more 
ompli
ated.Fortunately, the 
ompleteness of our proof system 
an be derived from the 
ompleteness ofthe proof system presented in [LPZ85℄.
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onsider a temporal logi
 without indexing { in a
tual fa
t, a spe
ial 
ase of our logi
 {,we realize that it is isomorphi
 to the logi
 presented in [LPZ85℄. A 
omplete proof system forthis logi
 is also given in [LPZ85℄ and, as shown above, this proof system is in
luded in ourproof system. Moreover, sin
e indexing temporal operators does not in
rease the expressivepower of the language, ea
h indexed temporal formula 
an be transformed into an equivalentnon-indexed one, e.g.�M P � � (a
tive(M) ^ P )Let P be an indexed temporal formula and eP be its non-indexed form. Then we dedu
e:j= P implies j=lpz ePj=lpz eP implies `lpz eP (be
ause of the 
ompleteness of the proof system in [LPZ85℄)`lpz eP implies ` eP (be
ause our proof system in
ludes the system in [LPZ85℄)(j=lpz and `lpz respe
tively denote validity and derivability in the non-indexed temporal logi
).` eP entails ` P . Hen
e, we establish the 
ompleteness of our proof system.3.5 Proving Temporal Rules and TheoremsIn this se
tion, we apply the proof system presented in Se
tion 3.4 to derive some theoremsand rules. A wide variety of properties are satis�ed by the temporal operators: propertiesof duality, idempoten
y, distributivity, et
. Many of these laws have been investigated and(partially) proved for 
lassi
al temporal logi
 (see, e.g. [Kr�o87℄ and [MP91℄). In the following,we investigate some of these laws for the indexed version of temporal logi
.A proof of a theorem is presented as a sequen
e of lines, where ea
h line 
onsists of eitheran axiom (or proved theorem) or an appli
ation of a rule (or proved rule). Further, ea
h linein
ludes a justi�
ation indi
ating whi
h axiom or whi
h rule has been applied. A proof of arule may additionally in
lude lines whi
h list one of its premises. Furthermore, in our proofswe will use the following rule taken from 
lassi
al temporal logi
.(prop): P1 ^ P2 ^ ::: ^ Pn ) QP1; P2; :::; Pn ` QThis rule states that if P1 ^ P2 ^ ::: ^ Pn ) Q is a tautology in 
lassi
al propositionallogi
, then we take P1; P2; :::; Pn ` Q as a derivation rule. For example, the formula(P ) Q ^ P ) R) ) (P ) Q ^ R) is a tautology in 
lassi
al propositional logi
, so we
an apply the derivation rule P ) Q; P ) R ` P ) Q ^ R in our proofs.Monotoni
ity RulesAll our indexed unary and binary temporal operators are monotoni
.� �M is monotoni
,(�M -Mon): P ) Q�M P ) �M Q (�M -Mon'): P ,Q�M P ,�M Q



CHAPTER 3. TEMPORAL LOGIC 30In the following we derive (�M -Mon). (�M -Mon') follows immediately from (�M -Mon).Proof :1: P ) Q [ premise℄2: �M (P ) Q) [� -Gen℄3: �M (P ) Q) ) (�M P ) �M Q) [ FAx8℄4: �M P ) �M Q [mp℄� �M is monotoni
,(�M -Mon): P ) Q�M P ) �M Q (�M -Mon'): P ,Q�M P ,�M QProof of (�M -Mon):1: P ) Q [ premise℄2: :Q ) :P [ prop℄3: �M :Q ) �M :P [� -Mon℄4: :�M :P ) :�M :Q [ prop℄5: �M P ) �M Q [ FAx6℄� In the same way we 
an prove that all other temporal operators are monotoni
.Duality TheoremsEa
h of the unary operators has a dual.� 4+M and 4M are dual.(Dual1) : :4+M P ,4M :P (Dual1') : :4M P ,4+M :PProof of (Dual1):1: P ,:(:P ) [ prop℄2:4+M P ,4+M :(:P ) [4+M -Mon℄3: :4+M P ,:4+M :(:P ) [ prop℄4: :4+M P ,4M :P [ Ax2℄



CHAPTER 3. TEMPORAL LOGIC 31� Further, eÆM is dual to ÆM , �M is dual to �M , e�M is dual to �M , and �M is dualto �M , and vi
e versa. We have:(Dual2) : :eÆM P , ÆM :P (Dual2') : :ÆM P , eÆM :P(Dual3) : :�M P , �M :P (Dual3') : :�M P , �M :P(Dual4) : :e�M P , �M :P (Dual4') : :�M P , e�M :P(Dual5) : :�M P , �M :P (Dual5') : :�M P , �M :PIntrodu
tion RulesThe introdu
tion rules enable us to apply the prin
iple of indu
tion for proving temporalproperties. For example, the rule (�M -Int) states that in order to prove Q ) �M P , itsuÆ
es to derive Q ) 4M P and Q ) ÆM Q.� Introdu
tion Rule for �M :(�M -Int): Q ) 4M P; Q ) ÆM QQ ) �M PProof :1: Q ) ÆM Q [ premise℄2: � (Q ) ÆM Q) [� -Gen℄3: Q ) �M Q [mp, FAx9℄4: �M Q ) �M 4M P [ (�M -Mon), premise℄5: �M 4M P ) �M P [ Ax5℄6: Q ) �M P [ (mp)℄Note that Q ) �M P 
an also be proved if we have in the premises Q ) ÆQ insteadof Q ) ÆM Q.� Introdu
tion Rule for �M :(�M -Int): (4+M P _ eÆM Q) ) Q�M P ) QThis rule 
an be proved by duality to (�M -Int):� Introdu
tion Rule for ÆM :(ÆM -Int): Q ) Æ (4+M P _ (4M false ) Q))Q ) ÆM P� Introdu
tion Rule for MunlessN :(MunlessN -Int): R ) (4+N Q _ (4M P ^ ÆR))R ) P MunlessN Q



CHAPTER 3. TEMPORAL LOGIC 32� Similar introdu
tion rules 
an be given for �M ; �M , and �M .Idempoten
y TheoremsApart from the \next-time" and \previous" operators, all other unary temporal operatorsare idempotent. That is, applying an operator twi
e yields the same result as would a singleappli
ation.� Idempoten
e of �M :(�M -Idem): �M �M P ,�M PProof :1: �M P ) 4M P [ FAx7℄2: �M �M P ) �M (4M P ) [�M -Mon℄3: �M �M P ) �M P [ Ax5℄5: �M P ) ÆM �M P [ FAx7℄6: � (�M P ) ÆM �M P ) [� -Gen℄7: � (�M P ) ÆM �M P ) ) (�M P ) �M �M P ) [ FAx9℄8: �M P ) �M �M P [mp℄9: �M P ,�M �M P [ prop℄� Idempoten
e of �M :(�M -Idem): �M �M P ,�M PProof :1: �M :P ,�M �M :P [�M -Idem℄2: :�M :P,:�M �M :P [ prop℄3: �M P ,:�M (::�M :P ) [ Fax6℄4: �M P ,:�M :�M P5: �M P ,�M �M P� In the same way we 
an prove that 4M ; 4+M ; �M , and �M are idempotent.� Moreover, we 
an prove similar properties for the MuntilN operator, i.e. if we apply ittwi
e we end up with the original formula.(MuntilN -Idem): (P MuntilN Q)MuntilN Q,P MuntilN Q(MuntilN -Idem'): P MuntilN (P MuntilN Q),P MuntilN Q� Analogous theorems 
an be proven for Msin
eN .
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exibility TheoremsMost temporal logi
s 
onsider the present as part of both the future and the past; the re
ex-ibility law (�P ) P ) is often taken as an axiom. In our approa
h, we have the followingtheorems:� �M ; �M ; �M and �M are re
exive.(�M -Ref): �M P ) 4M P(�M -Ref): 4+M P ) �M P(�M -Ref): �M P ) 4M P(�M -Ref): 4+M P ) �M P(�M -Ref) and (�M -Ref) follow immediately from axioms (FAx) and (PAx), respe
-tively. (�M -Ref) and (�M -Ref) follow by duality.Expressibility TheoremsConsidering linear-time logi
, the temporal operators 
an be expressed in terms of two basi
operators (until and next-time). This is also the 
ase for indexed temporal operators.� For the future operators we have the following theorems:(Ex1): �M P , P Munless false(Ex2): �N P , true untilN P(Ex3): eÆM P , Æ (falseMuntilM P )(Ex4): ÆM P , Æ (falseMunlessM P )We prove (Ex1):Proof :1: P Munless false ) �M P [ Def of unless ℄2: �M P ) 4M P ^ ÆM �M P [ FAx7℄3: �M P ) 4+ false _ (4M P ^ ÆM �M P ) [ prop℄4: �M P ) P Munless false [ unless -Int℄5: �M P ,P Munless false� Similar theorems hold for the past operators.Re
ursion TheoremsThe following theorems give a \kind" of a re
ursive de�nition for the temporal operators. Forexample, (Re
1) is a formulation of the following informal representation:�M P ,4M P ^ ÆM P ^ ÆM ÆM P ^ ÆM ÆM ÆM P ^ : : :



CHAPTER 3. TEMPORAL LOGIC 34� For the future operators we have the following theorems:(Re
1): �M P ,4M P ^ ÆM �M P(Re
2): �M P ,4+M P _ eÆM �M P(Re
3): eÆM P ,Æ (4+M P _ (4M false ) eÆM P ))(Re
4): P MuntilN Q,4+M Q _ (4M P ^ Æ (P MuntilN Q))We prove (Re
1).Proof :Set Q = 4M P ^ ÆM �M P1: �M P ) Q [ FAx7℄2: Q ) 4M P [ prop℄3: ÆM �M P ) ÆM Q [ eÆM -Mon℄4: 4M P ^ ÆM �M P ) ÆM Q [ prop℄5: Q ) ÆM Q [ def℄6: Q ) 4M P ^ ÆM Q [ prop℄7: Q ) �M P [�M -Int℄8: Q,�M P(Re
2) 
an be proven by duality. (Re
3) and (Re
4) are axioms.� Analogous re
ursion theorems hold for the past operators �M ; �M ; e�M , andMsin
eN .Distributivity TheoremsThe always operator distributes over 
onjun
tion and impli
ation, but not over disjun
tion.The eventually operator, on the other hand, distributes over disjun
tion, but not over 
on-jun
tion. The next-time operators, in 
ontrast, distribute over all boolean 
onne
tions.� For future operators we have the following distributivity laws:(Dist1): 4+M (P ^ Q) , 4+M P ^ 4+M Q(Dist1): 4+M (P _ Q) , 4+M P _ 4+M Q(Dist2): 4M (P ^ Q) , 4M P ^ 4M Q(Dist3): 4M (P _ Q) , 4M P _ 4M Q(Dist4): �M (P ^ Q) , �M P ^ �M Q(Dist5): �M (P _ Q) , �M P _ �M Q(Dist6): eÆM (P ^ Q) , eÆM P ^ eÆM Q(Dist7): eÆM (P _ Q) , eÆM P _ eÆM Q(Dist8): ÆM (P ^ Q) , ÆM P ^ ÆM Q(Dist9): ÆM (P _ Q) , ÆM P _ ÆM Q(Dist10): (P ^ Q)MuntilN R,P MuntilN R ^ QMuntilN R



CHAPTER 3. TEMPORAL LOGIC 35We prove (Dist1):Proof :1: P ^ Q ) P [ Ax1℄2: �M (P ^ Q) ) �M P [�M -Mon℄3: P ^ Q ) Q [ Ax1℄4: �M (P ^ Q) ) �M Q [�M -Mon℄6: �M (P ^ Q) ) �M P ^ �M Q [ prop℄7: P ) (Q ) (P ^ Q)) [ Ax1℄8: �M P ) �M (Q ) (P ^ Q)) [�M -Mon℄9: �M P ) �M Q ) �M (P ^ Q) [�M -Mon℄10: �M P ^ �M Q ) �M (P ^ Q) [ prop℄12: �M P ^ �M Q,�M (P ^ Q) [ prop℄� However, only the following weak laws hold:(WDist1): �M P _ �M P ) �M (P _ Q)(WDist2): �M (P ^ Q) ) �M P ^ �M Q(WDist3): P MuntilN R _ QMuntilN R ) (P _ Q)MuntilN R� The same holds for past operators.Commutativity TheoremsExamples of 
ommutativity theorems:(Com1): �M ÆM P , ÆM �M P(Com2): �M eÆM P , eÆM �M P(Com3): �M �M P , �M �M P(Com4): �M �M P , �M �M PWe prove (Com1):Proof :Set Q = ÆM �M P1: Q ) 4M ÆM P [ FAx7℄2: Q ) ÆM Q [ FAx7℄3: Q ) �M ÆM P [�M -Int℄4: �M ÆM P ) (4M ÆM P ^ ÆM ÆM �M P ) [ FAx7℄5: �M ÆM P ) ÆM (4M P ^ ÆM �M P ) [ Dist3℄7: �M ÆM P ) ÆM �M P [ FAx7℄8: �M ÆM P ,ÆM �M P [ prop℄
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lusion Rules� The following rules de�ne a relationship between in
lusion of indi
es and the unarytemporal operators.(In
1): N �M ` 4M P ) 4N P espe
ially: P ) 4N P(In
2): N �M `4+N P ) 4+M P espe
ially: 4+N P ) P(In
3): N �M ` �M P ) �N P espe
ially: �P ) �M P(In
4): N �M ` �N P ) �M P espe
ially: �M P ) �PWe prove (In
1):Proof :1: N �M [ premise℄2: M [N =M [ Axiom℄3: 4M P ^ 4N P ,4M[N P [ Ax4℄4: 4M P ^ 4N P ,4M P5: 4M P ) 4N P [ prop℄We prove (In
3):Proof :1: N �M [ premise℄2: 4M P ) 4N P [ In
1℄3: � (4M )P ) � (4N P ) [� -Mon℄4: �M P ) �N P [ (IndE3) below℄The proofs of (In
2) and (In
4) ensue from duality theorems.� However, neither eÆN P ) eÆM P nor eÆM P ) eÆN P hold for the next-time operatorwhenever N is a subset of M . The same applies to Æ ,e�, and � .� Analogous theorems 
an be proven for until , sin
e , and past operators.Union Theorems� Considering the always operator, the union of the indi
es 
orresponds to a 
onjun
tionat the level of temporal formulas, whereas the union of the indi
es of the eventuallyoperator yields a disjun
tion.(Un1): �M[N P , �M P ^ �N P(Un2): �M[N P , �M P _ �N PProof of (Un1):Set Q = �M P ^ �N P



CHAPTER 3. TEMPORAL LOGIC 371: N � N [M [ Axiom℄2: M � N [M [ Axiom℄3: �M[N P ) �M P [ In
3℄4: �M[N P ) �N P [ In
3℄5: �M[N P ) �M P ^ �N P [ prop℄6: �M P ) ÆM �M P [ FAx7℄7: �M P ) Æ�M P [ (IndE3) below℄8: �N P ) Æ�N P9: �M P ^ �N P ) Æ�M P ^ Æ�N P [ prop℄10: �M P ^ �N P ) Æ (�M P ^ �N P ) [Æ -Dist℄11: Q ) ÆQ12: Q ) 4M P ^ 4N P [ Ax, prop℄13: Q ) 4M[N P [ Ax4℄14: Q ) �M[N P [� -Int℄15: �M[N P ,�M P ^ �N P [ prop℄
Elimination of Indi
esAs mentioned in Se
tion 3.3, ea
h indexed temporal formula 
an be transformed into its non-indexed equivalent. Note that the formula (4M P ) 
an always be repla
ed by the formula(a
tive(M) ) P ).� For future operators we have:(IndE1): �M P ,� (4M P )(IndE2): �M P ,� (4+M P )(IndE3): ÆM �M P ,Æ�M PProof (IndE1):1: �M P ) 4M P [ FAx7℄2: �M P ) 4 (4M P ) [ (In
1)℄3: �M P ) ÆM �M P [ FAx7℄4: �M P ) Æ�M P [ (IndE3) below℄5: �M P ) � (4M P ) [� -Int℄6: � (4M P ) ) 4M P [ FAx7℄7: � (4M P ) ) Æ� (4M P ) [ FAx7℄8: �M P ) �M ) P [� -Int℄9: �M P ,� (4M P ) [ prop℄



CHAPTER 3. TEMPORAL LOGIC 38Proof (IndE3):1: ÆM �M P ,Æ (4M �M P ^ (4M false ) ÆM �M P ) [ Ex3℄2: ÆM �M P ,Æ (�M P ^ (4M false ) ÆM �M P ) [ prop℄3: ÆM �M P ,Æ (4M P ^ ÆM �M P ^ (4M false ) ÆM �M P )) [ Re
1℄4: ÆM �M P ,Æ (4M P ^ ÆM �M P ) [ prop℄5: ÆM �M P ,Æ�M P [ Re
1℄� Analogous theorems hold for the past operators.Most of the theorems and rules presented in this se
tion stem from 
lassi
al temporal logi
.The 
lass of properties of temporal operators is very large, and the laws presented above
onstitute only a small part of this 
lass. Most of these properties also apply to the indexedversion of temporal logi
. However, there are properties whi
h are not preserved when tem-poral operators are indexed su
h as (�P ) �P ) and (�P ) ÆP ), be
ause �M P doesnot guarantee the o

urren
e of P in the future.Note that there is an interesting 
lass of temporal formulas whose meaning is not 
hanged byindexing, su
h as:�S [S xmtm℄,� [S xmtm℄�S [S xmtm℄,� [S xmtm℄�+S [S xmtm℄,�+ [S xmtm℄



Chapter 4Extending the Temporal Logi
In this 
hapter, we investigate the usefulness of the temporal logi
 de�ned in the pre
eding
hapter for the spe
i�
ation of 
ommuni
ation proto
ols. We will show that a large 
lassof properties 
annot be expressed within this logi
. The sour
e of the inadequa
y is theinability of temporal logi
 to uniquely identify messages on a stream. Consequently, one
annot 
ouple sent messages with re
eived ones. Thus, an extension of temporal logi
 isrequired in order to over
ome this la
k of expressiveness. In our approa
h, we introdu
e ame
hanism for uniquely identifying messages: ea
h message is assigned a 
olor. We will seethat a hierar
hy of equivalen
e 
lasses of 
olors is needed in order to express desired propertiesof 
ommuni
ation proto
ols.This 
hapter is organized as follows. The �rst se
tion presents some inexpressiveness results.In Se
tion 4.2, we introdu
e 
olors and show whi
h role they play in the spe
i�
ation ofproto
ols. Then, in Se
tions 4.3, 4.4, and 4.5 the logi
 is extended step by step. In Se
tion4.8, we illustrate the appli
ation of the extended model by the spe
i�
ation of some servi
esprovided by the Internet Proto
ol.4.1 The Inexpressiveness of Temporal Logi
The spe
i�
ation of 
ommuni
ation proto
ols is based on the des
ription of the behavior of theagents whi
h 
omprise the distributed system. As mentioned in Se
tion 2.1, an agent is viewedas a bla
k box whi
h re
eives and sends messages on its input and output 
hannels, without
onsidering the internal stru
ture; su
h agents are often 
alled message-passing systems.Many studies have established that there are some inexpressiveness problems when so-
alledmessage-passing systems are spe
i�ed using temporal logi
. Sistla et al. ([SCFG82℄ and[SCFM84℄) proved that is not possible to des
ribe unbounded bu�ers (these are parti
ularmessage-passing systems) with linear temporal logi
. In a study of message-passing systemsby Koymans ([Koy92℄), it has been found that the 
lass of transmission mediums that satisfythe properties(a) that the medium does not 
reate messages, neither by generating \new" messages, norby dupli
ating existing ones, and 39



CHAPTER 4. EXTENDING THE TEMPORAL LOGIC 40(b) that any re
eived message should be eventually sent,
annot be spe
i�ed by a �nite set of temporal formulas.Most analyses, su
h as [Koy92℄ and [Lam83b℄, show that the 
ause of this inexpressiveness isthat it is impossible to 
ouple ea
h message sent by an agent to a unique message re
eivedby that agent. This is be
ause messages 
annot be uniquely identi�ed on in�nite streams. Tomake this 
lear, 
onsider a medium A that should satisfy the property (a). It is desirable toformulate this property using the following simple formula whi
h 
laims that A only sendswhat it has re
eived. 8m : ([A sndm℄ ) � [A r
vm℄)Unfortunately, this formula does not 
orrespond to the property (a), be
ause it allows theagent A to send many 
opies of a re
eived message.Hen
e, it be
omes evident that me
hanisms for the unique identi�
ation of messages on astream are needed in order to over
ome this de�
ien
y. In this 
ontext, we 
an distinguishtwo approa
hes. In the �rst approa
h, messages are made impli
itly unique through theaddition of spe
ial auxiliary variables and operations on these variables; Hailpern [Hai82℄introdu
ed history variables to this end. In this approa
h, one reasons about agents usinginput and output histories instead of deta
hed messages. In the se
ond approa
h, uniqueidenti�
ation of messages is expli
itly assumed a priori by means of 
on
eptual time-stamps.That is, a message is assumed to be 
omposed of a data element, whi
h represents its 
ontent,and a time-stamp, whi
h makes it unique on a stream.In some works, su
h as [Pnu92℄, natural numbers are used for time-stamping; ea
h message ona stream is indexed by a natural number, whi
h serves as the unique identi�er for this message.For some appli
ations, this may be suÆ
ient for des
ribing the properties of the desiredsystems. However, for many appli
ations, taking natural numbers as unique identi�ers maylead to a number of diÆ
ulties, espe
ially when one 
onsiders the 
omposition of subsystems.For instan
e, one 
ould never link the output 
hannel of a transmission medium whi
h maydupli
ate messages to the input 
hannel of an agent whi
h expe
ts to re
eive distin
t messages.Our approa
h is based on the 
on
ept of time-stamping, the di�eren
e being that we use\
olor" to uniquely identify messages. So our messages are assumed to be 
olored dataelements. Further, we 
hara
terize the set of 
olors in a way that allows us, on the onehand, to des
ribe potential failures of agents, su
h as the possibility of messages being lost,dupli
ated, or permuted, and, on the other hand, to 
ompose subsystems. We will show thatwe need a hierar
hy of equivalen
e 
lasses of 
olors.4.2 Introdu
ing ColorsAs mentioned above, the unique identi�
ation of messages is expli
itly in
orporated in thespe
i�
ation of an agent. That is, in a spe
i�
ation we assume that re
eived and sent messagesare distin
t. Note that this assumption is not restri
tive, be
ause one 
an impose the dis-tin
tion of messages by means of abstra
t time-stamps. In doing so, we ensure that messagesare distin
t even when they have the same data 
ontent. This is why we introdu
e 
olorsas 
on
eptual time-stamps. From now on a message is viewed as a 
olored data element.



CHAPTER 4. EXTENDING THE TEMPORAL LOGIC 41Further, we assume the existen
e of enough 
olors to guarantee that ea
h data element 
anbe assigned an in�nite number of 
olors.It should be stressed that 
olors are introdu
ed only at the 
on
eptual level; we will never referexpli
itly to 
olors in a spe
i�
ation. This entails that they are entirely invisible for agents,i.e. the fun
tional behavior of an agent does not depend on how the in
oming messages are
olored. Indeed, the introdu
tion of 
olors at the synta
ti
al level depends on whether theproto
ol modules (in the implementation) need to test time-stamps or not.In order to reason about \
olored" messages, we introdu
e a relation � between messageswhi
h is de�ned as: m � m0 i� m and m0 have the same 
olor. The fa
t that a 
hannel Ctransmits only distin
tly 
olored messages 
an be expressed by the temporal formula:(Unq): [C xmtm℄ ^ �+ [C xmtm0℄ ) m 6� m0This formula says that if C transmits a message m and later another message m0, then m andm0 must be distin
tly 
olored. Obviously, the fa
t that m and m0 have distin
t 
olors ensuresthat they are distin
t, even if they have the same data 
ontent.In order to formulate proto
ol properties by a (�nite) set of temporal formulas, the formula(Unq) must be satis�ed by every 
hannel in
luded in the system we intend to spe
ify. As aresult, we take it as a general axiom in our spe
i�
ations. The ne
essity of this assumption
an be shown in the following example.Example 4.2.1 [Reliable Medium℄A transmission medium is modeled by an agent that re
eives and sends messages on its inputand output 
hannels, respe
tively.
  Transmission Medium

VUA transmission medium is said to be reliable if it satis�es the following properties:� Messages 
annot be 
reated, neither \new" messages nor dupli
ates of re
eived messages.� No message is lost.The �rst property is a safety property and 
an be spe
i�ed by[V xmtm℄ ) � [U xmtm℄This formula 
laims that the medium sends only what it has re
eived. However, without theproperty (Unq) on V , this formula does not ex
lude the possibility of dupli
ating messages.The se
ond property of the transmission medium is a liveness property, 
laiming that anyre
eived message will eventually be sent. This 
an be expressed by[U xmtm℄ ) � [V xmtm℄
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onsider the property that U transmits only distin
t 
olored messages,then the medium may send one message for many re
eived identi
al ones. Obviously, this willviolate the property of losing no messages.Another property that strongly depends on the assumption (Unq) is the property of preservingthe order of messages. That is, messages should be sent in the same order as they werere
eived. We would suggest formulating this property in the following way, whi
h also seemsto be the most natural way:(� [V xmtm℄ ^ [V xmt n℄) ) � (� [U xmtm℄ ^ [U xmt n℄)However, without the assumption of unique identi�
ation, the following sequen
e of events,where the order of messages is not preserved, would be an a

eptable 
omputation:(U; v1)(U; v2)(U; v1)(V; v2)(V; v1) : : : : : :As shown in this example, the spe
i�
ation of the transmission medium 
an ensure its properfun
tioning only if the uniqueness of messages on the streams U and V is assumed.4.3 Spe
i�
ation of FailuresThe properties of the transmission medium presented in the last se
tion are desirable, butthey are not always feasible. In the world of distributed systems, we also have to deal withunreliable systems due to physi
al failures. Generally, a transmission medium may 
reate,dupli
ate, lose, or permute messages. Hen
e, the spe
i�
ation language should allow thedes
ription of unreliable systems as well.In Se
tion 4.2, it has been shown how the assumption (Unq) is ne
essary in order to expressagent properties. However, if we want to spe
ify unreliable systems, we need a strongerassumption 
on
erning the 
olor of messages. In the following example, we dis
uss whatshould be added in order to be able to formulate properties of unreliable systems.Example 4.3.1 [Unreliable Medium℄We will spe
ify a transmission medium that may dupli
ate messages, but neither loses mes-sages nor 
reates \new" ones. Dupli
ation of messages means that the transmission mediummay send a re
eived message twi
e. This medium is modeled by the following agent Dupli
ate.
S R

DuplicateIf we assume that all messages re
eived on S are distin
tly 
olored, it is possible to formulatethe property of dupli
ating messages by allowing the 
hannel R to transmit messages of thesame 
olor, provided that ea
h 
olor o

urs at most twi
e. This 
an be formulated by thefollowing temporal formula:[R xmtm℄ ^ �+ ([R xmtm0℄ ^ �+ [R xmtm00℄) ) (m 6� m0 _ m 6�m00)
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onsistent with the assumption (Unq). Consequently, theremay be some 
ompli
ations when we 
ombine the agent Dupli
ate with the transmissionmedium spe
i�ed in Se
tion 4.2, whi
h expe
ts to re
eive only distin
tly 
olored messages.The problem to be solved is how to formulate the property of dupli
ating messages withoutviolating the uniqueness property (Unq) on the 
hannels S and R.The main idea is to use equivalen
e 
lasses of 
olors. One 
an imagine that ea
h 
olor builds a
lass. For example, the 
lass blue in
ludes the 
olors dark blue, light blue, and so on. Further,one 
an talk, for example, about the 
lass dark blue as in
luding all 
olors that 
an be derivedfrom dark blue. In this way, we obtain a hierar
hy of equivalen
e 
lasses of 
olors. We willsee later that su
h a hierar
hy is needed when we des
ribe proto
ols.For the moment, we assume only one equivalen
e relation on 
olors (apart from equality),be
ause this suÆ
es to formulate the properties of the medium we intend to spe
ify. Further,we assume that there is an in�nite number of 
lasses su
h that a 
hannel may transmit anin�nite number of nonequivalently 
olored messages. This leads to the following equivalen
erelations on the set of messages:m � m0 def= m and m0 have equivalent 
olorsm �= m0 def= m and m0 have equivalent 
olors and the same data elementNow, in order to formulate the properties of Dupli
ate, we �rst des
ribe how messages on thestreams S and R are 
olored. We assume that the messages on the stream S are pairwisenon-equivalently 
olored. This is formulated by[S xmtm℄ ^ �+ [S xmtm0℄ ) m 6� m0Obviously, this entails that messages on S are distin
tly 
olored.In order to allow dupli
ation of messages, we assume that R may transmit messages withequivalent (but di�erent by Unq) 
olors. However, at most two 
olors from ea
h 
lass areallowed to be transmitted on R. This is formulated by:[R xmtm℄ ^ �+ ([R xmtm0℄ ^ �+ [R xmtm00℄) ) (m 6� m0 _ m 6�m00)Following these two assumptions, the transmission medium Dupli
ate is spe
i�ed by[R xmtm℄ ) � [S xmt em℄[S xmtm℄ ) � [R xmt em℄where em denotes an arbitrary message that is �=-equivalent to m.The se
ond formula 
laims that R transmits one equivalent for every re
eived message. Be-
ause R may transmit messages with equivalent 
olors, Dupli
ate may send two �=-equivalentmessages for ea
h message re
eived. These are 
onsidered as two 
opies. If we now 
omparetwo streams of messages re
eived and sent on S and R, respe
tively, without 
onsidering
olors, we will observe that the stream R may 
ontain dupli
ates of data elements whi
ho

urred on the stream S.
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omposed of more than one 
omponent. Due to the 
omplexityof these systems, it is useful to have a spe
i�
ation language that supports modular de
ompo-sition. That is, a system 
omponent 
an be independently spe
i�ed, and the spe
i�
ation ofthe whole system 
an be derived from the spe
i�
ations of its 
omponents. The temporal logi
presented in Se
tion 3.3 supports su
h modular de
omposition, as was proved in [Jma95b℄.In our approa
h, the 
omposition of two networks is a
hieved by 
onne
ting some input
hannels of one network to some output 
hannels of the other in a one-to-one manner. Thisis done by identifying the names of the linked input and output 
hannels in the resultingnetwork. For example, in 
omposing the two agents Dupli
ate and Transmission Medium, weidentify the two 
hannels R and U to a 
hannel R.
Duplicate   Transmission Medium

S R VThanks to the 
ompositionality of our temporal logi
, the spe
i�
ation of this network isobtained by the 
onjun
tion of the spe
i�
ations of both agents, where in the spe
i�
ation ofthe transmission medium we substitute ea
h o

urren
e of U by R. This leads to the followingspe
i�
ation:[S xmtm℄ ^ �+ [S xmtm0℄ ) m 6� m0[R xmtm℄ ^ �+ ([R xmtm0℄ ^ �+ [R xmtm00℄) ) (m 6� m0 _ m 6� m00)[R xmtm℄ ^ �+ [R xmtm0℄ ) m 6� m0[V xmtm℄ ^ �+ [V xmtm0℄ ) m 6� m0[R xmtm℄ ) � [S xmt em℄[S xmtm℄ ) � [R xmt em℄[V xmtm℄ ) � [R xmtm℄[R xmtm℄ ) � [V xmtm℄As shown in this example, the 
omposition of agents entails a partitioning of the 
olors setinto equivalen
e 
lasses. The set of 
olors is partitioned in su
h a way that we obtain anin�nite number of equivalen
e 
lasses, where ea
h 
lass itself is in�nite. However, there aresome situations in whi
h we have to apply su
h partitioning several times re
ursively. Forexample, let us 
onsider the following 
omposition.
Duplicate Duplicate Duplicate Duplicate1 2 3 n

R R R R R R1 2 3 4 n n+1. . . .In this network, ea
h agent Dupli
atei has the same behavior properties as the agent Dupli
atealready spe
i�ed in Se
tion 4.3. We take as a spe
i�
ation for Dupli
aten the spe
i�
ationof Dupli
ate. This entails that Dupli
aten re
eives on Rn only messages that are 
oloredwith nonequivalent 
olors. In spe
ifying Dupli
aten�1, this restri
tion should be respe
ted;Dupli
aten�1 
an send only nonequivalently 
olored messages on Rn. On the other hand, wehave to ensure the proper fun
tioning of Dupli
aten�1 by allowing it to send messages twi
e.Obviously, we have the same situation as when we 
omposed Dupli
ate with the transmission
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olors again, adding a se
ond equivalen
e relation in away that ea
h equivalen
e 
lass w.r.t. to the se
ond relation in
ludes an in�nite number ofequivalen
e 
lasses w.r.t. the �rst. If we translate these two relations to the set of messages,we obtain in addition to � and �= the following relations:m �2 m0 def= m and m0 have equivalent 
olors w.r.t. the se
ond relationm �=2 m0 def= m and m0 are equivalent w.r.t. �2 and have the same data elementThe spe
i�
ation of Dupli
aten�1 is obtained from the spe
i�
ation of Dupli
ate (see Se
tion4.3) by substituting ea
h o

urren
e of S and R with Rn�1 and Rn, respe
tively, and repla
ingthe relations � and �= by �2 and �=2. This leads to the following spe
i�
ation:[Rn�1 xmtm℄ ^ �+ [Rn�1 xmtm0℄ ) m 6�2 m0[Rn xmtm℄ ^ �+ ([Rn xmtm0℄ ^ �+ [Rn xmtm00℄) ) (m 6�2 m0 _ m 6�2 m00)[Rn xmtm℄ ) � [Rn�1 xmt bm℄[Rn�1 xmtm℄ ) � [Rn xmt bm℄where bm denotes any message that is equivalent to m w.r.t. �=2.Now we have no problems if we assume that the messages on Rn have to be nonequivalentw.r.t. �. A

ordingly, the agents Dupli
aten and Dupli
aten�1 
an be 
ombined withoutdiÆ
ulty.In order to ensure the proper fun
tioning of ea
h agent in the network, we have to apply thepro
ess of partitioning to the set of 
olors su

essively until the whole system is spe
i�ed.Hen
e, we introdu
e n equivalen
e relations on the set of 
olors with the property that theserelations form an in
lusion 
hain, i.e. the i-th relation is in
luded in the (i+1)-th one, wherethe smallest relation is the equality on 
olors. Moreover, we assume that ea
h equivalen
e
lass w.r.t. the (i + 1)-th relation 
ontains in�nitely many 
lasses w.r.t. the i-th equivalen
erelation. If we translate these relations to the set of messages, as done in Se
tion 4.3, weobtain a hierar
hy of equivalen
e 
lasses on the set of messages. Using this hierar
hy, we areable to spe
ify any 
ombination of message-passing systems.4.5 Extending Operations w.r.t. ColorsAgents are a
tive system 
omponents whi
h, in addition to sending and re
eiving data, 
anperform internal operations on data. In the 
ontext of 
ommuni
ation proto
ols, an operationmay be the 
omposition of messages from individual pie
es, splitting pa
kets into frames,sele
ting fragments from messages, et
. A
tually, these operations are de�ned on data andnot on 
olored messages. Sin
e in our extended model we deal with agents that send andre
eive 
olored messages, we have to extend these operations to the set of 
olored messages.In our approa
h, it is not ne
essary to give a 
omplete de�nition of the extended operations,rather it suÆ
es to give the properties that they have to ful�ll. Su
h a 
hara
terizationenables us to spe
ify proto
ols in a purely temporal formalism.In the following example, we dis
uss the properties that should be satis�ed by the extendedoperations. For this purpose, we spe
ify an agent Split that re
eives pa
kets, splits ea
h of
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ket 
onse
u-tively.Example 4.5.1 [Split℄The agent Split is a transmission medium that performs a split operation (say sp) on re
eivedpa
kets before it sends them. This agent has an input 
hannel S and an output 
hannel R.
Split

S RThe unique requirement we pla
e on the behavior of Split is that the frames of a re
eivedpa
ket must eventually be sent 
onse
utively.Following the assumption (Unq) introdu
ed in Se
tion 4.2, the pa
kets on the stream S mustbe 
olored with pairwise di�erent 
olors. The problem that now arises is how to 
ouple sentframes to the pa
kets from whi
h they stem. Obviously, this will not be possible if we assumethat frames on the stream R are distin
tly 
olored. On the other hand, we 
annot assume thatframes from the same pa
ket have the same 
olor. A solution might be to use an equivalen
erelation on 
olors, as in the spe
i�
ation presented in Se
tion 4.4. A

ordingly, we assumethat S transmits only nonequivalently 
olored pa
kets, whereas R may transmit equivalently(but distin
tly) 
olored frames. These assumptions are formulated by:[S xmt p℄ ^ �+ [S xmt p0℄ ) p 6� p0[R xmt fr ℄ ^ �+ ([R xmt fr 0℄ ^ �+ [R xmt fr 00℄) ) (fr 6� fr 0 _ fr 6� fr 00)Under these assumptions, and if for any pa
ket p sp(p) = (sp1(p); sp2(p)), we formulate therequirement 
laiming that the frames of a re
eived pa
ket must eventually be sent 
onse
u-tively by:[S xmt p℄ ) � ([R xmt sp1(p)℄ ^ eÆR [R xmt sp2(p)℄)The above formula does not ensure unique 
orresponden
e between a pa
ket and its frames,be
ause it says nothing about the 
olors of sp1(p) and sp2(p). In order to mat
h a pa
ket toits frames, we have to assume that frames have equivalent 
olors to the 
olor of the pa
ketthey stem from.(sp1(p) � p) ^ (sp2(p) � p)This formula states that an (extended) operation should preserve the equivalen
e 
lass of itsarguments. In other words, the relation � should be a 
ongruen
e relation.Moreover, in order to avoid in
onsisten
y in our spe
i�
ations, we have to assume that theframes stemming from the same pa
ket have di�erent 
olors. This leads to the addition ofthe following property.sp1(p) 6� sp2(p)The most important requirement on the extension is that the image (by the original operation)of the 
ontent of a 
olored message is the same as the 
ontent of its image by the extendedoperation. These three properties are generalized in the next se
tion.
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ause we are aiming for spe
i�
ations that are purely temporal, and be
ause 
olors shouldbe hidden at the synta
ti
al level, the three properties elaborated above should be satis�edby the operations in the extended semanti
al model. In the following, we generalize themfor an arbitrary extended operation. First, we assume that for the spe
i�
ation of a systemwe have a set of n equivalen
e relations on the set of 
olored messages �1; �2; : : : ; �n, asde�ned in Se
tion 4.4, whi
h form the in
lusion 
hain �1��2� : : : ��n.Let g be an operation de�ned on the sets of data with the arity (l; k). For ea
h of theequivalen
e relations�i, we assign to the fun
tion g a fun
tion bgi de�ned on the 
orrespondingsets of 
olored data.Let a1; : : : ; al, b1; : : : ; bk be 
olored data with bgi(a1; : : : ; al) = (b1; : : : ; bk). Generally,the arguments a1; : : : ; al are messages re
eived on the input 
hannels (there may be onlyone 
hannel) of an agent, and the image 
omponents b1; : : : ; bk are messages to be sent onthe output 
hannels of that agent. The extension bgi should have the following properties:� In order to mat
h sent messages to re
eived messages, we expe
t that the 
omponentsof an image are equivalent w.r.t. �i with at least one argument, for example the �rst.k̂j=1 a1 �i bjNote that this property entails that �i is a 
ongruen
e relation on the set of messages.Hen
e we have(x1; : : : ; xl) �i (y1; : : : ; yl) ) bgi((x1; : : : ; xl)) �i bgi((y1; : : : ; yl))for all 
olored messages, x1; : : : ; xl and y1; : : : ; yl� The 
omponents of an image must be pairwise nonequivalent w.r.t. �i�1. Hen
e, weavoid in
onsisten
y in our spe
i�
ations; usually if we allow equivalen
e of messagesw.r.t. the relation �i, this is be
ause they must be pairwise nonequivalent w.r.t. �i�1.8m; j; 1 � m; j � k : (bj �i�1 bm) ) j = m� Restri
ted on the 
orresponding data sets bgi is equal to g.g(Content(a1); : : : ; Content(al)) = (Content(b1); : : : ; Content(bk))where Content is the fun
tion that extra
ts the data part from a 
olored message.Assuming the properties introdu
ed above, we 
an spe
ify our systems using the extension by
olors without any 
ompli
ations, preserving the 
onsisten
y of spe
i�
ations, and applyinga purely temporal formalism.Let M = (Alg; (E ; �)) be a semanti
 model. An extended model Mext obtained from M
onsists of a 
olored algebra and a sequen
e of events, where ea
h event is viewed as a pair
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ontaining a 
hannel name and a 
olored message. The 
olored algebra arises from the algebraAlg when the data elements are 
olored and the operations are extended to the 
orrespondingsets of 
olored data.Remark 4.6.1Coloring data elements with an in�nite number of 
olors would for
e us to dealwith in�nite sets of data, even if the original sets of data are �nite. This entailsthat quanti�
ation over �nite sets of data will be repla
ed by quanti�
ation overin�nite sets of data, and that �rst-order temporal logi
 must be used insteadof propositional temporal logi
. However, as long as 
olors do not in
uen
e thefun
tional behavior of agents, one 
an use propositional temporal formulas toprove properties stated over in�nite sets of 
olored messages, provided that theoriginal sets of data are �nite. This 
an be justi�ed by the results proved byWolper in [Wol86℄. He showed that under the assumption that the fun
tionalbehavior of agents does not depend on data, a large 
lass of properties stated overan in�nite number of data-values are equivalent to properties stated over a �niteset of data-values.4.7 The Predi
ate Cal
ulusOn the basis of our extended semanti
s we now present the predi
ate part of the proof systemgiven in Se
tion 3.4. Assuming we have n 
ongruen
e relations �1; : : : ; �n on the set of
olored messages, we then have the following rule and axioms:� Quanti�er RuleP ) Q ` P ) 8 x:Q if there are no free o

urren
es of x in P� Quanti�er AxiomsQAx1: :9 x:P ,8 x::PQAx2: 8 x:P (x) ) P (t) if t is substitutable for x in PQAx3: 8 x:ÆP ) Æ8x:PQAx4: 8 x:�P ) �8x:PWe say t is substitutable for x in P if its substitution for all free o

urren
es of x in Pdoes not introdu
e new bound o

urren
es of variables.� Equivalen
e AxiomsEAx1: t � t for any term t and for all � 2 f�1; : : : ; �ngEAx2: t1 � t2 ^ t2 � t3 ) t1 � t3 for all � 2 f�1; : : : ; �ngEAx3: t1 � t2 ) t2 � t1 for all � 2 f�1; : : : ; �ngEAx4: t1 �i t2 ) t1 �i+1 t2
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h of the �i is an equivalen
e relation. The axiomEAx4 states that the equivalen
e relations form an in
lusion 
hain.� Congruen
e AxiomsLet bf i be an extension of an operation f with the arity (m; l), and bf ij(t1; : : : ; tm) bethe j-th 
omponent of bf i(t1; : : : ; tm); we then have the following axioms:CAx1: lVk=1( bf ik(t1; : : : ; tm) �i t1)This axiom states that bf i preserves the equivalen
e 
lass of its arguments.CAx2: bf ik(t1; : : : ; tm) �i�1 bf ij(t1; : : : ; tm) ) j = kThe 
omponents of an image of bf i are not equivalent w.r.t. �i�1.CAx3: f(Content(t)) = Content( bf i(t))It 
an be shown that this proof system is sound.4.8 A Spe
i�
ation Example: The Internet Proto
olIn this se
tion we illustrate the appli
ation of our extended temporal logi
 for 
ommuni
ationproto
ols by spe
ifying some properties of the servi
e provided by the Internet Proto
ol (inshort IP). We will show that the model, based on the hierar
hy of 
olors, is suitable for thedes
ription of di�erent system properties, su
h as loss of messages, dupli
ation of messages,or preservation of ordering.The Internet Proto
ol is viewed as an unreliable transmission medium with a unique input
hannel S and output 
hannel R.
S RIPThe Internet Proto
ol has the following properties:� Messages may be lost, dupli
ated, or permuted, but they 
annot be 
reated.� The IP must not �lter out some spe
i�
 messages forever.The spe
i�
ation of the IP behavior requires the use of an equivalen
e relation on the set of
olors, be
ause the property of dupli
ating messages (see Se
tion 4.3) as well as the possibilityof re
eiving a message many times 
annot be spe
i�ed if the 
hannels S and R are supposed totransmit only di�erently 
olored messages. Thus, we assume the existen
e of an equivalen
erelation on the set of 
olors. We denote by em any message that has an equivalent 
olor to the
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olor of m and the same 
ontent. Following the assumption (Unq), the requirement 
laimingthat IP 
an only send what it has re
eived (no 
reation) is formulated by:[R xmtm℄ ) � [S xmt em℄Note that we have written [S xmt em℄ and not [S xmtm℄, otherwise IP 
ould send at most onemessage for ea
h re
eived message, and hen
e the property that IP may dupli
ate messageswould no longer be satis�ed.The next property we expe
t from IP is that it 
annot permanently �lter a spe
i�
 message;this means that if a message has been \in�nitely" often re
eived, it must eventually be sent. Amessage is 
onsidered to have been in�nitely often re
eived if an in�nite number of messagesfrom its equivalen
e 
lass have been re
eived. This property is formulated by:�� [S xmt em℄ ) � [R xmtm℄These two formulas ensure that messages 
an neither be 
reated nor permanently �ltered, butthey may be lost, dupli
ated, or permuted. If we want to prevent messages being permuted,we should add the following formula to the spe
i�
ation of IP:(� [R xmtm℄ ^ [R xmt n℄) ) � (� [S xmtm℄ ^ [S xmt n℄)Note that this spe
i�
ation 
annot be formulated without adding an equivalen
e relation on
olors as done before. We must, on the one hand, preserve the property of transmitting onlydistin
t messages on S and R to express the property of preserving the order of re
eivedmessages. On the other hand, we have to allow the transmission of identi
al messages on Sand R.



Chapter 5Development MethodologyThe task of software development is, given a requirements spe
i�
ation, to 
onstru
t anexe
utable program whi
h is a 
orre
t realization of the given spe
i�
ation, i.e. it meets allrequirements of the spe
i�
ation. In general, the development pro
ess of a software system
onsists of several phases, in
luding e.g. requirements engineering, development of designspe
i�
ations, and program implementations. A
tually, there is no universal strategy thatwould guarantee a 
orre
t implementation of a given spe
i�
ation. In general, one providesmethodologies and perhaps heuristi
s whi
h are oriented towards a spe
i�
 problem area.This 
hapter presents a methodology for 
onstru
ting design spe
i�
ations from requirementsspe
i�
ations of 
ommuni
ation proto
ols. It should be noted that requirements and designspe
i�
ations are represented in the same language.The development of design spe
i�
ations pro
eeds systemati
ally in a step-by-step fashion.In ea
h development step the original requirements spe
i�
ation is enri
hed with more detailsand design de
isions. One of the overall aims of using formal languages is to provide rigor-ous development rules that guarantee the 
orre
tness of the �nal produ
t w.r.t. the originalrequirements spe
i�
ation. In this 
ontext, it is very important to have a formalism that sup-ports hierar
hi
al development in a modular style. This redu
es the 
omplexity of verifyingdevelopment steps, be
ause one 
an de
ompose the system into several parts.We will show that the temporal logi
 presented here is suitable for hierar
hi
al developmentof proto
ols in a modular style. It supports 
omposition and re�nement of spe
i�
ations. Wegive a rule that justi�es the 
omposition of spe
i�
ations, proving that the logi
 is modular,and a rule for verifying re�nements. Moreover, we introdu
e a rule that demonstrates the
ompatibility between 
ompositions and re�nements. This enables us to develop system
omponents independently.This 
hapter is organized as follows. The �rst se
tion de�nes the notion of pro
esses and oper-ations on them. Further, we de�ne a satisfa
tion relation between pro
esses and spe
i�
ations.In Se
tion 5.2, we deal with the 
omposition of spe
i�
ations and present a 
omposition rule.Se
tion 5.3 handles re�nements of spe
i�
ations. Se
tion 5.4 des
ribes how we pro
eed whenwe develop a spe
i�
 proto
ol.
51



CHAPTER 5. DEVELOPMENT METHODOLOGY 525.1 Pro
esses and the Satisfa
tion RelationIn general, when dealing with the 
on
epts of 
ompositionality, modularity, and re�nementsin the development of systems, three levels of des
ription are 
onsidered: a spe
i�
ationlanguage for des
ribing properties of systems (e.g. temporal logi
), a language for representingpro
esses (su
h as CCS or CSP), and a semanti
 model whi
h is often a 
omputational model,e.g. transition systems or event stru
tures. Often, the semanti
 model de�nes the semanti
s ofpro
esses and serves for the interpretation of spe
i�
ations as well. Based on these domains,a satisfa
tion relation between pro
esses and spe
i�
ations is de�ned in the following way. Apro
ess P satis�es a spe
i�
ation S if every 
omputation of P is a model for S. Further, the
on
epts of 
ompositionality and modularity 
an be de�ned as follows. A formalism is said tobe 
ompositional if to ea
h de
omposition of the system (pro
ess) there is a 
orrespondingde
omposition of the spe
i�
ation. A formalism is modular if the spe
i�
ation of a system
an be derived from the spe
i�
ations of its 
omponents. Compositionality and modularityare ne
essary for top-down and bottom-up development styles [Zwi89℄.A

ording to the de�nitions given above, 
ompositionality and modularity mean that oper-ations that are available at the level of pro
esses 
orrespond to building operations on theset of spe
i�
ations. In the 
ontext of 
on
urrent and distributed systems, the most impor-tant operation on pro
esses is parallel 
omposition. In our approa
h, we do not spe
ify any
on
rete implementation language for agents, i.e. we do not give any syntax for pro
esses.However, we assume that the language of the pro
esses in question in
ludes the 
on
epts ofdata types and 
ommuni
ations, and allows the parallel 
omposition of pro
esses. A languagelike LOTOS or O

am 
an be taken as an implementation language for agents, be
ause on theone hand, it supports the 
on
epts listed above and, on the other hand, event-based semanti
sfor (LOTOS or O

am) pro
esses 
an be given in the semanti
 model presented in Se
tion2.4. The pro
esses dis
ussed below are 
onsidered to be programs written in su
h a language.Given a pro
ess P, the semanti
s of P, denoted as [[P℄℄ , 
onsists of a pair (Alg; V), where Algis an algebra de�ning the data types of P, and V is the set of all in�nite sequen
es of events� = e1 e2 e3 : : :
orresponding to the exe
utions that 
an be performed by P. An event is a pair (C; v), whereC is a 
hannel name and v is a data element. An event (C; v) in a sequen
e � 
orrespondsto the o

urren
e of a transmission of the value v on the 
hannel C. To ea
h pro
ess P weasso
iate a set �P of events in whi
h P 
an engage, and 
all it the alphabet of P.De�nition 5.1.1 [Parallel Composition℄Let P1 and P2 be pro
esses, with semanti
s (Alg1; V1) and (Alg2; V2), respe
tively.The parallel 
omposition of P1 and P2, denoted as P1kP2, yields a pro
ess withthe semanti
s (Alg; V), whi
h is de�ned as follows:Alg def= Alg1 [Alg2V def= f� 2 �(P1kP2)! j� # �P1 2 V1 ^ � # �P2 2 V2g�(P1kP2) def= �P1 [ �P2



CHAPTER 5. DEVELOPMENT METHODOLOGY 53Usually, the algebra Alg is obtained by the amalgamation (or sum, see [EM85℄) of Alg1 andAlg2 w.r.t. the algebra representing the data types used in both pro
esses, P1 and P2. It isrequired that the data types used in both P1 and P2 have same representation in Alg1 andAlg2. The amalgamation of Alg1 and Alg2 
orresponds to their union, that is, the union oftheir families of data sets and of their families of operations.An exe
ution of P1kP2 is an interleaving of an exe
ution of P1 and an exe
ution of P2, inwhi
h any a
tion in the interse
tion (�P1 \ �P2) is a 
ommon a
tion of both pro
esses.This de�nition 
orresponds to the tra
e semanti
s de�nition of the CSP parallel 
onstru
t in[Hoa85℄.De�nition 5.1.2 [Satisfa
tion Relation℄We say that a pro
ess P, with [[P℄℄ = (Alg; V), implements a spe
i�
ation S =hDspe
;Net;Pri, denoted as P satS, if Alg is a Dspe
-Algebra and for all � 2 Vwe have (Alg; �) j= Pr. That is, the temporal formulas in Pr are valid in everyexe
ution of P.Further, we de�ne the redu
t of a pro
ess on a signature. This is needed for de�ning re�ne-ments.De�nition 5.1.3Let P be a pro
ess whi
h implements the spe
i�
ation S = h(�; E); Net; Pri, andlet �0 be a signature with �0 � �. The redu
t of the pro
ess P on �0, written asPj�0 , is the same pro
ess as P, ex
ept that only 
ommuni
ations of sorts in �0 areobservable. Formally,[[Pj�0 ℄℄ def= (Algj�0 ; f�j�0 j � 2 Vg)where Algj�0 is exa
tly the same algebra as Alg, expe
t that it only in
ludes
arrier sets and fun
tions for sorts and operation symbols in �0. For a sequen
e� of events, �j�0 is obtained from � by deleting all events whose values are notin
luded in Algj�0 .5.2 CompositionIn this se
tion, we show that the indexed temporal logi
 de�ned in Se
tion 3.3 is modular.Moreover, we give a justi�
ation rule for 
omposing spe
i�
ations. In our approa
h, 
om-position is a
hieved by union, so the parallel 
omposition of two pro
esses P1 and P2 withspe
i�
ations S1 = hDspe
1; Net1;Pr1i and S2 = hDspe
2; Net2;Pr2i, respe
tively, yields apro
ess that satis�es the spe
i�
ation S1 � S2, whi
h we de�ne as follows:S1 � S2 def= hDspe
1 [Dspe
2; Net1 [Net2; Pr1 [ Pr2iThe 
omposition of data-spe
i�
ation parts is a
hieved by the union of both spe
i�
ations,whi
h 
orresponds to the union of the sorts, the operation symbols, and the equations. We



CHAPTER 5. DEVELOPMENT METHODOLOGY 54assume that the sorts and operation symbols to be identi�ed in the 
omposite spe
i�
ationhave the same names in both spe
i�
ations. A

ordingly, the union of the spe
i�
ations
orresponds to a pushout 
onstru
tion w.r.t. their interse
tion (see [EM85℄).The 
omposition of two networks is a
hieved by 
onne
ting some (external) input ports ofone network to some (external) output ports of the other in a one-to-one manner. This isdone by identifying the names of the linked input and output ports in the resulting network.For example, in 
omposing the two agents in Figure 5.1 to generate the network in Figure5.2, we identify the 
hannels R and U to a 
hannel R.
S R

Agent 1
U V

Agent 2Figure 5.1: Two Agents
V

Agent 2
S R

Agent 1Figure 5.2: The Composition of the Two AgentsIn 
ombining two networks, one has to de�ne the set of 
hannels that will be identi�ed inthe 
omposite system. This set of 
hannels 
an be de�ned impli
itly by assuming that the
hannels to be identi�ed have the same names in both networks. The temporal propertiesof the 
omposite system are then obtained through the 
onjun
tion of the properties of the
omponents. The identi�
ation of two distin
tly named 
hannels 
an be a
hieved trivially byrenaming one of them. In this 
ase, we have to substitute the new name for the old one inthe 
orresponding spe
i�
ation before 
ombining the spe
i�
ations. For instan
e, if Pr1 andPr2 are the sets of temporal properties of Agent1 and Agent2, respe
tively, then the set ofproperties 
orresponding to the network in Figure 5.2 is (Pr1 [ Pr2[UnR℄), where Pr2[UnR℄is obtained by substituting ea
h o

urren
e of U by R in Pr2.However, it is not always possible to 
ombine two networks. Obviously, two 
hannels 
anonly be identi�ed if one of them is an external input and the other an external output, andif they transmit data of the same type. Furthermore, we require that the networks to be
omposed have disjoint sets of agents. Formally, two networks Net1 = (Ag1; St1; Eq1) andNet2 = (Ag2; St2; Eq2) are said to be 
omposable if the following hold:� The networks have disjoint sets of agents, Ag1 \Ag2 = ;.� For ea
h S 2 St1 \ St2, the type of S in Net1 is the same as in Net2.� For ea
h S 2 St1 \ St2, S is an external input port in Net1 (or Net2) and an externaloutput port in Net2 (or Net1). That is, S o

urs in Eq1 (or Eq2) only on the left-handside, and in Eq2 (or Eq1) only on the right-hand side.If the above requirements hold, then the 
ombination of Net1 and Net2 
orresponds to theirunion:Net1 [Net2 def= (Ag1 [Ag2; St1 [ St2; Eq1 [Eq2)
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omposition rule states that the spe
i�
ation of a 
omposed system 
an be 
onstru
tedfrom the spe
i�
ations of its 
omponents by 
ombining the networks and joining the sets oftemporal properties.Composition RuleP1 satS1 ; P2 satS2P1kP2 sat S1 � S2 if Net1 and Net2 are 
omposable.Su
h a rule is often applied in a bottom-up development. In this development style, if the
omponents P1 and P2 are already 
onstru
ted, one aims to dedu
e properties of the 
omposi-tion of both pro
esses. The rule given above says (impli
itly) that every property that 
an bederived from the 
onjun
tion of the properties of the 
omponents should be a property of the
omposite system. In other words, the 
onjun
tion of the 
omponent properties representsan upper bound (w.r.t. strength) of the properties that 
an be satis�ed by P1kP2. However,su
h a rule 
annot be provided for most temporal logi
s, and espe
ially not for those whi
hin
lude the \next-time" operator. Moreover, 
ompared with 
omposition rules for (extended)temporal logi
s [AL89, BK83, BKP84℄, the above 
omposition rule is simpler and easier toapply. Be
ause our spe
i�
ation te
hnique is designed from the beginning for modular devel-opment, our 
omposition rule is almost trivial, in 
ontrast to some extended temporal logi
sin whi
h 
omposition rules are so 
omplex that they are nearly in
omprehensible.In the following, we sket
h the soundness of this rule. Let S1 = hDspe
1; Net1;Pr1i andS2 = hDspe
2; Net2;Pr2i be two spe
i�
ations, and let P1 and P2 be pro
esses with P1 satS1and P2 satS2.Now let (Alg1; V1), (Alg2; V2), and (Alg; V) be the semanti
s of P1, P2, and P1kP2, respe
-tively. In order to prove that (P1kP2 sat S1 � S2), we have to prove that Alg is an algebrawhi
h satis�es Dspe
1 [Dspe
2, and that every formula in Pr1 [ Pr2 is valid in every exe
u-tion of P1kP2. That the algebra (Alg = Alg1 [Alg2) is an algebra of Dspe
1 [Dspe
2 followsdire
tly from the amalgamation lemma (see [EM85℄).Let � 2 V be an exe
ution of P1kP2. A

ording to the de�nition of the parallel 
ompositiongiven in Se
tion 5.1, any exe
ution of P1kP2 restri
ted to the alphabet of P1 is an exe
utionof P1; thus we have: � # �P1 2 V1Let Q now be a temporal formula in
luded in the spe
i�
ation of the pro
ess P1. The validityof the temporal formula Q in any exe
ution sequen
e of P1kP2 depends only on the order ofthe events in
luded in �P1, be
ause all temporal operators in Q are indexed with 
hannelsof P1. It 
an be proved by indu
tion on the stru
ture of temporal formulas that the validityof a temporal formula in any sequen
e of events depends only on the order of events whi
ho

ured on the indi
es of this formula. That is, for any sequen
e of events � and any indexedtemporal formula F :(Alg; �) j= F i� (Alg; � # Index(F )) j= Fwhere Index(F ) is the set of events performed on the 
hannels that o

ur in F as indi
es.For example, the validity of the formula (�S [A r
vm℄) in a sequen
e � depends only on the
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e of events performed on S: (� # f(S; v) j for an arbitrary value vg).So we dedu
e that if Q is valid in � # �P1, then Q is also valid in �. Hen
e, the parallel
omposition P1kP2 satis�es Q for every Q in Pr1. Thus, we establish that P1kP2 satis�esthe spe
i�
ation Pr1. Analogously, we 
an show that P1kP2 satis�es the spe
i�
ation Pr2 aswell. Hen
e, the parallel 
omposition P1kP2 satis�es Pr1 [ Pr2. Therefore, the 
ompositionrule is sound.5.3 Re�nementIn this se
tion, we show how the temporal logi
 de�ned in Se
tion 3.3 also supports stepwisere�nement of distributed systems. It is widely believed that stepwise re�nement simpli�es thedevelopment of systems and guarantees a safe way to a
hieve the desired (
orre
t) system.During a development pro
ess whi
h starts from an abstra
t spe
i�
ation, a sequen
e of moreand more re�ned spe
i�
ations is 
onstru
ted. A spe
i�
ation in this sequen
e is 
onsidered asa re�nement of the earlier spe
i�
ations and, 
onversely, also as an abstra
tion of subsequentspe
i�
ations. At ea
h stage of the development pro
ess we are obliged to prove that thespe
i�
ation proposed is indeed a re�nement of its prede
essor. A re�nement step is said tobe 
orre
t if every implementation of the proposed spe
i�
ation is also an implementationof the pre
eding one. In this 
ontext, it is important that the formalism used o�ers thepossibility of proving the 
orre
tness of re�nement steps. We will introdu
e a rule for provingthat one spe
i�
ation re�nes another.Roughly speaking, a re�nement is a development step in whi
h one adds some details anddesign de
isions to the original spe
i�
ation. In our approa
h, we follow prin
iples su

essfullyapplied in the KORSO-methodology [PW94℄: we repla
e a spe
i�
ation with a more 
on
reteone that performs the same external behavior. In one step, a system re�nement is a
hievedby re�ning one of its agents. An agent is re�ned to a network whi
h should exhibit the sameexternal behavior. As an example for a system re�nement, we 
onsider a transmission mediumthat re
eives and sends messages. At a high level of abstra
tion, this system is viewed as asingle agent with an input and an output port.
MsgTrans

S RFigure 5.3: An Abstra
t Transmission MediumAt a lower level of abstra
tion, this transmission medium is des
ribed as a network madeup of three agents, as depi
ted in Figure 5.4. In general, development steps, and espe
iallyre�nements, are in
uen
ed by some spe
i�
 implementation requirements. In our example,in re�ning MsgTrans we should take into a

ount that the a
tual transmission medium 
antransmit only a spe
i�
 
lass of �xed length (small) messages, 
alled pa
kets. In order to realizea 
omplete message transmission over a pa
ket transmission medium, one has to introdu
e anagent MsgtoP
k, whi
h splits messages into pa
kets, and an agent P
ktoMsg, whi
h 
ombinespa
kets to make up messages.In a re�nement step, an agent is repla
ed by a network whose external input and output
hannels are the respe
tive input and output 
hannels of that agent. The repla
ement of an
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MsgtoPck PcktTrans PcktoMsg

S U V R

MsgTrans

Figure 5.4: A Re�nement of The Transmission Mediumagent by a network is formally des
ribed as follows.Let Net1 = (Ag1; St1; Eq1) be a network and A be an agent in Ag1 with A(S1; : : : ; Sn) =(R1; : : : ; Rm) 2 Eq1. The agent A 
an be repla
ed by Net = (Ag; St; Eq) in Net1, if thefollowing requirements hold:� Net1 and Net have disjun
t sets of agents, Ag1 \Ag = ;.� The 
hannels in
luded in both Net1 and Net are those of the agent A,St1 \ St = fS1; : : : ; Sng [ fR1; : : : ; Rmg� The external input and output ports in Net are S1; : : : ; Sn, and R1; : : : ; Rm, respe
-tively.Following these requirements, the repla
ement of the agent A by Net in Net1, denoted asRepl(Net; A; Net0), yields a network Net2, de�ned byAg2 def= (Ag1nfAg) [AgSt2 def= St1 [ StEq2 def= (Eq1nfA(S1; : : : ; Sn) = (R1; : : : ; Rm)g) [EqIn re�ning a spe
i�
ation, we do not reify data types, in the sense that we de�ne 
on
rete datatypes for abstra
t ones, rather the originals are enri
hed by new data types. This enri
hmentis brought about by the addition of new 
hannels whi
h may transmit data of new sorts.In the example above, we need to enri
h the spe
i�
ation of messages by a spe
i�
ation forpa
kets. Moreover, we have to add an operation for splitting messages into pa
kets and anoperation for re
ombining pa
kets.In ea
h re�nement step the property part of the original spe
i�
ation is enri
hed by theproperty part of the network introdu
ed. In order to a

omplish the development step, wehave to prove that the proposed spe
i�
ation is indeed a re�nement of the original one. So wehave to prove that every system whi
h implements the resulting spe
i�
ation also implementsthe original. Formally:De�nition 5.3.1 [Re�nement℄A spe
i�
ation S2 = h(�2; E2); Net2; P r2i is a re�nement1 of S1 =h(�1; E1); Net1; P r1i, denoted as S2 re�nesS1, if for every pro
ess P, P satS2implies Pj�1 satS2, where Pj�1 denotes the redu
t of P on the signature �1.1In the KORSO-methodology this is 
alled \realization".
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ult to perform a re�nement proof by reasoning about system be-havior. One should be able to perform a re�nement proof at the synta
ti
al level. In ourapproa
h, the proof of re�nement is based mainly on the proof system of temporal logi
; re-�nement is expressed by logi
al 
onsequen
e. The proof that a spe
i�
ation S2 is a re�nementof S1 is redu
ed to the proof that Dspe
2 is an enri
hment of Dspe
1, that Net2 is obtained byrepla
ing an agent A in Net1 by a network Net, and that Pr1 
an be derived from Pr2. Thisleads to the following rule:Re�nement RuleDspe
1 � Dspe
2 ; Net2 = Repl(Net1; A; Net) ; Pr2 ` Pr1hDspe
2; Net2; Pr2i re�nes hDspe
1; Net1; Pr1iA

ording to the rule given above, the addition of a temporal property to the original spe
i-�
ation is 
onsidered as a re�nement. This provides a reasonable way of developing systems,be
ause it is sometimes ne
essary to enri
h the spe
i�
ation by design de
isions (temporalproperties) without modifying the stru
ture of the system. Unfortunately, 
lassi
al temporallogi
s do not support hierar
hi
al development. In general, a temporal property with a next-time operator may lose its validity at a lower level: an a
tion that is performed in one stepat the highest level may be performed in several steps at a lower level.In the following, we sket
h the soundness of the re�nement rule.Let S1 = h(�1; E1); Net1; P r1i and S2 = h(�2; E2); Net2; P r2i be spe
i�
ations, with(�1; E1) � (�2; E2); Net2 = Repl(Net1; A; Net), and Pr2 ` Pr1. Further, let P be a pro
esswith [[P℄℄ = (Alg; V). Assume now that P satS2: this implies that Alg is a (�2; E2)-algebra.Be
ause (�1; E1) � (�2; E2), we have Algj�1 is a (�1; E1)-algebra. From Pr2 ` Pr1 it followsthat for all � 2 V(Alg; �) j= Pr2 implies (Algj�1 ; �j�0) j= Pr1This entails that Pj�1 satS1. We 
on
lude that S2 re�nesS1.In a stepwise development methodology, the development pro
ess 
an be viewed as a 
hainof spe
i�
ationsS0 re�nesS1 re�nesS2 : : : re�nesSnwhere S0 is the initial requirements spe
i�
ation and Sn the design spe
i�
ation, in
ludingthe details and the design de
isions needed to implement the desired system. At this stageof development the proof obligation is that Sn is a re�nement of S0. An indire
t way toprove this is to show that the re�nement relation is transitive, that is, if a spe
i�
ation S
an be re�ned to a spe
i�
ation S 0, whi
h 
an itself be re�ned to S 00, then S 
an be re�nedimmediately to S 00. This is the 
ontent of the following rule:



CHAPTER 5. DEVELOPMENT METHODOLOGY 59Transitivity RuleS2 re�nesS1 ; S3 re�nesS2S3 re�nesS1A re�nement relation that is transitive is termed verti
ally 
omposable [ZCdR92℄, be
ausetransitivity allows the 
omposition of 
onse
utive re�nements. Another important propertythat should be satis�ed by re�nements is horizontal 
omposability. A re�nement relation issaid to be horizontally 
omposable if it is 
ompatible with the building operations of spe
i�
a-tions. That is, if a system 
an be 
omposed into two subsystems, then re�ning the subsystemsyields a re�nement of the whole system.Compatibility RuleS1 re�nesS 01 ; S2 re�nesS 02S1 � S2 re�nesS 01 � S 02This rule is very useful for the development of distributed systems, be
ause it allows system
omponents to be developed independently.5.4 How to Develop Proto
olsGenerally, 
ommuni
ation proto
ols within distributed systems are organized in a hierar
hyof several layers. For example, the ISO-model for Open System Inter
onne
tion (OSI) 
onsistsof seven layers. In su
h a hierar
hy, ea
h layer provides servi
es to the next higher layer byusing the servi
es of the next lower layer. At ea
h layer one distinguishes between the servi
esprovided by this layer and the proto
ol (
ommuni
ation rules) used to ensure these servi
es.The spe
i�
ation of the layer 
orresponds to the des
ription of the servi
es whi
h are providedto the next higher layer, su
h as bidire
tional transmission of messages, establishment of
onne
tions, et
. The spe
i�
ation of the proto
ol des
ribes requirements on the behavior ofthe proto
ol entities su
h that they support the desired servi
es by using the servi
es o�eredby the next lower layer.In our methodology, we develop the spe
i�
ation of a layer proto
ol in the following way: westart with a spe
i�
ation of the servi
es provided by this layer. This spe
i�
ation representsthe requirements spe
i�
ation in the development pro
ess. At this stage the layer is 
onsideredas an agent whose servi
es are expressed by a set of temporal formulas. Su
h a spe
i�
ationhas the following form:
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ifi
ation Layer-i-Spe
ifi
ationimport � spe
i�
ations des
ribing the data transmitted by layer- i �signaturefun Layer-i : stream � stream ! stream � streamnetwork
Layer i

S R

UVproperties � temporal formulas des
ribing the behavior of the agent �Note that we evolve this kind of spe
i�
ation from an informal language, i.e. we translateinformal requirements to the temporal language. Be
ause there are no formal te
hniquesfor proving that informal and formal requirements spe
i�
ations mat
h, we follow generalprin
iples of requirements engineering (see, e.g. [Par91℄). In developing formal requirementsspe
i�
ations from informal ones, we take two aspe
ts of spe
i�
ations into a

ount: 
omplete-ness and 
onsisten
y. Completeness means that the formal spe
i�
ation re
e
ts all informalrequirements. Obviously, it is diÆ
ult to verify su
h a property formally. All we 
an do is
he
k that informal safety and liveness properties have been translated to safety and livenesstemporal formulas. Consisten
y means that there is no 
ontradi
tion within the formal spe
-i�
ation. In 
ontrast to 
ompleteness, 
onsisten
y 
an be formally veri�ed by showing thatat least one model satis�es the spe
i�
ation.Thereafter, we spe
ify the servi
es provided by the next lower layer in the same way, i.e.based on an informal des
ription. The main task to be a

omplished now is to spe
ify theproto
ol, i.e. how the servi
es provided 
an be realized based on the servi
es of the lowerlayer. This task 
orresponds to a re�nement step, as des
ribed in Se
tion 5.3. Usually,new agents whi
h 
orrespond to the proto
ol entities are added to the lower layer in su
h away that the properties of Layeri 
an be dedu
ed from the properties of the newly addedagents and the properties of the lower layer. The obtained proto
ol spe
i�
ation is, thus, are�nement (realization) of the initial spe
i�
ation. The following spe
i�
ation 
an be viewedas a re�nement of the layeri, in whi
h only two agents are added to the lower layer. This isa simple model; in general, a re�nement will be more 
ompli
ated.spe
ifi
ation Layer-i-Implementationimport � spe
i�
ations des
ribing the data transmitted by layer- i �import Layer-(i-1)-Spe
ifi
ationsignaturefun Agent-1 : stream� stream ! stream � streamfun Agent-2 : stream� stream ! stream � streamnetwork
S

V

R

U

X Y

T Z
Layer i-1 Agent-1  Agent-2properties � will be developed in performing the 
orre
tness proof �In 
ontrast to traditional methods, in our approa
h the spe
i�
ations of the added entities
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 pie
es of text, rather are developed step by step. We start with aspe
i�
ation that does not in
lude any requirement on the behavior of the newly introdu
edagents. Then, we try to perform the the 
orre
tness proof. We follow the usual pro
edurefor proving theorems: in performing the proofs we determine whi
h properties (about thebehavior of the new agents) are needed to 
omplete the proof. The spe
i�
ation of theproto
ol is then enri
hed by these properties. The proto
ol spe
i�
ation is 
onstru
ted whenall the properties of the original spe
i�
ation have been proved. The obtained spe
i�
ationis, therefore, 
orre
t.On
e a proto
ol spe
i�
ation has been developed, we pro
eed by repla
ing ea
h formula inwhi
h more than one agent o

urs with (equivalent) formulas, ea
h in
luding at most oneagent. For example, assume that we have in our spe
i�
ation the following formula, whi
hstates that the Agent1 (referring to the spe
i�
ation above) sends a message m until theAgent2 re
eives this message.(Non� Impl) : [Agent1 snd m℄ XuntilY [Agent2 r
v m℄This is a temporal formula in whi
h the behavior of Agent1 depends on some a
tion thatmay o

ur on Agent2's side. In order to be able to develop (implement) ea
h of the agentsindependently, we should have a spe
i�
ation that des
ribes ea
h of the agents individually.A

ordingly, we have to re�ne the properties referring to more that one agent to propertiesea
h of whi
h refers at most to one agent. In our example, it is ne
essary, in order to be ableto re�ne (Non� Impl), to provide a me
hanism that enables Agent1 to know whether Agent2has re
eived the transmitted message or not. This 
an be a
hieved by an a
knowledgmentme
hanism: the agent Agent2 a
knowledges ea
h re
eived message. This 
an be formulatedby: (Impl1) : 4+Y [Agent2 r
v m℄) �Z [Agent2 snd A
k(m)℄In so doing, the desired behavior 
an be realized if the agent Agent1 retransmits the messagem until it re
eives an a
knowledgment of this message from Agent2.(Impl2) : [Agent1 snd m℄ XuntilT [Agent1 r
v A
k(m)℄In 
ontrast to the initial formula, ea
h of the above two formulas refers to a single agent.On
e these formulas have been established, we in
lude them in our spe
i�
ation in pla
e ofthe original. In this way, we obtain the desired proto
ol spe
i�
ation in whi
h ea
h agentis des
ribed individually, i.e. an agent o

urs only in formulas that 
on
ern its individualbehavior. This is a very important property, given that the agents will be implemented inseparated lo
ations.Finally, we have to 
he
k the 
onsisten
y of the developed proto
ol spe
i�
ation. This 
anbe done by verifying that the spe
i�
ations of the individual agents are 
onsistent, and thatthere are no 
ontradi
tions in the properties of the 
ommonly used 
hannels. Nevertheless,the implementability of the proto
ol should be ensured, in the sense that there are \pra
ti
ally
omputable" realizations of the agents. For example, we have to show that the behavior ofagents 
an be realized with bounded memory.



Chapter 6Appli
ationsIn this 
hapter, we demonstrate the appli
ation of the theory presented here by spe
ifyingthree 
ommuni
ation proto
ols. First, we spe
ify a widely known 
lassi
al proto
ol, namelythe Alternating Bit proto
ol. Then, we spe
ify a modern proto
ol used in lo
al area networks,the CSMA/CD proto
ol. We 
on
lude this 
hapter with the spe
i�
ation of the Three-WayHandshake, a proto
ol for establishing 
onne
tions between transmission entities1.6.1 The Alternating Bit Proto
olThe Alternating Bit (AB) proto
ol is widely known among resear
hers. Be
ause of its sim-pli
ity, it has been used often in order to illustrate new methods in the area of proto
olspe
i�
ation [Hai82, SMSV83, Lam83a℄. The AB proto
ol guarantees a reliable bidire
tionaldata transmission between two nodes in a distributed system. The servi
es provided are basedon an unreliable transmission medium whi
h may 
orrupt messages or dupli
ate them, but
an neither 
reate nor permute them. Be
ause the messages 
ome in the 
orre
t order andbe
ause an appropriate me
hanism for dete
ting 
orrupted messages is used, the reliability ofdata transmission is ensured by repeating transmission of a message until it is a
knowledged.By adding an alternating 
ontrol bit to ea
h message sent, the re
eiver will be able to re
overdupli
ated transmissions. This solution (alternating bit) has been proposed by Bartlett et al.in [BSW69℄.In this se
tion we develop an algebrai
-temporal spe
i�
ation of the AB proto
ol. First, wegive a spe
i�
ation of the servi
es provided by the proto
ol. Then, we spe
ify the transmissionmedium. Based on these two spe
i�
ations, we develop temporal properties of the AB proto
olstep by step.6.1.1 Spe
i�
ation of the AB Proto
olIn this se
tion, we des
ribe the servi
es provided by the AB proto
ol. Although this proto
ola
tually provides bidire
tional data transmission, for simpli
ity's sake we 
onsider only uni-1In this 
hapter we usually try to work with the most general form of temporal axioms and theorems. Thisentails in parti
ular that we try to minimize the number of indexed operators.62
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tional transmission. This simpli�
ation does not signi�
ally 
hange the problem, but itmakes the proofs easier to understand. So we 
onsider the system as an agent (AB) that pro-vides reliable transmission of messages. Reliable transmission is 
hara
terized by the followingthree properties:� messages are not 
reated, i.e. every message sent must have been previously re
eived,� messages are not lost, i.e. every message re
eived will eventually be sent,� messages are sent in the same order as they were re
eived.The �rst and the third properties are safety properties, whereas the se
ond des
ribes a live-ness property. These properties are translated into the temporal formulas AB1, AB2, and AB3 inthe following spe
i�
ation. The spe
i�
ation mainly des
ribes the behavioral aspe
ts of thesystem, whereas the 
on
epts 
on
erning the message layout are treated in another spe
i�-
ation (Message). Su
h an algebrai
 spe
i�
ation des
ribes the type of messages transmittedover the 
hannels S and R. From this spe
i�
ation we need only import the sort msg.spe
ifi
ation AB-Spe
ifi
ationimport Messages only msgsignaturefun AB : stream[msg℄ ! stream[msg℄network -S AB -Rproperties 8 x ; y : msgaxm (AB1) : [R xmt x℄) � [S xmt x℄axm (AB2) : [S xmt x℄ ) � [R xmt x℄axm (AB3) : (� [R xmt x℄ ^ [R xmt y℄) ) � (� [S xmt x℄ ^ [S xmt y℄)A

ording to the dis
ussion in Chapter 4, this spe
i�
ation 
orresponds to the propertieslisted above only under the assumption that the messages on the streams are distin
t (seeSe
tion 4.2). A

ordingly, we assume that the messages on the streams S and R are 
oloredwith distin
t 
olors.6.1.2 Spe
i�
ation of the Transmission MediumThe transmission medium is viewed as an agent that provides unreliable transmission ofmessages. Data may be 
orrupted or dupli
ated, but they are neither 
reated nor permuted.We assume that dete
ting 
orrupted messages is a task that should be a

omplished by thelower layer; that is, a 
orrupted message will be dis
arded and 
onsidered lost. However,we assume that a message 
annot get lost in�nitely many times. Hen
e, if a message isentered into the medium an in�nite number of times, then it will eventually 
ome throughthe medium.The following spe
i�
ation des
ribes the behavior of the transmission medium:



CHAPTER 6. APPLICATIONS 64� Axiom (Med1) is a safety property whi
h states that legal messages 
annot be 
reated.� Axiom (Med2) is a liveness property. It states that a message 
annot be lost forever.� Axiom (Med3)2 states that messages are not permuted, i.e. the order of delivery is theorder in whi
h they are read.spe
ifi
ation Mediumimport Message only msgsignaturefun Med : stream[msg℄ ! stream[msg℄network -U Med -Vproperties 8 x ; y : msgaxm (Med1) : [Med snd x℄ ) � [Med r
v x℄axm (Med2) : �� [Med r
v x℄ ) � [Med snd x℄axm (Med3) : (� [Med snd x℄ ^ [Med snd y℄) ) � (� [Med r
v x℄ ^ [Med r
v y℄)As we will see in the next se
tion, these 
onditions are suÆ
ient to ensure a proper fun
tioningof the AB proto
ol.6.1.3 Formal Derivation of the AB Proto
olIn Se
tion 6.1.1, we presented a spe
i�
ation of the servi
es to be provided by the AB proto-
ol, without giving any details des
ribing the internal stru
ture of the system. In this se
tion,we develop a more detailed spe
i�
ation, whi
h des
ribes how the AB proto
ol provides itsservi
es based on the mu
h weaker servi
es of the transmission medium. This developmentstep 
orresponds to a re�nement step, as des
ribed in Se
tion 5.3. Hen
e, we add to theoriginal system, whi
h 
onsists of the unreliable medium Med, two agents A and B, 
orrespond-ing to the proto
ol entities of the AB proto
ol. The main task to a

omplish is to designthe behavior of the agents A and B su
h that externally we a
hieve reliable transmission ofmessages. We pro
eed as follows: we try to perform the 
orre
tness proof, and while doingso we determine whi
h properties (about the behavior of the new agents) are needed in orderto perform the proof.The proof obligations are the above properties (AB1); (AB2), and (AB3). We start with thefollowing spe
i�
ation, whi
h does not in
lude any requirements on the behavior of the newagents A and B, but in
ludes all requirements made on the behavior of the medium:spe
ifi
ation AB-Implementationimport Medium only Med msgsignature2In order to illustrate di�erent styles, we use here the other variant based on snd and r
v a
tions insteadof xmt.



CHAPTER 6. APPLICATIONS 65fun A : stream[msg℄ ! stream[msg℄fun B : stream[msg℄ ! stream[msg℄network -S A -U Med -V B -RAB
properties � will be developed later �This spe
i�
ation will be enri
hed by properties about the behavior of the agents A and B untilthe 
orre
tness proof is performed. The resulting �nal spe
i�
ation is then an implementationof the spe
i�
ation presented in Se
tion 6.1.1.Step 1: Establishing the Safety Property AB1In the following, we prove the safety property AB1. In order to perform this proof, we needtwo axioms (A1) and (B1) for the agents A and B. Note that the 
hoi
e of these properties is
ompletely up to us.Proof of (AB1):[R xmt x℄) e�V [V xmt x℄ [by axiom B1 below℄) e�V � [U xmt x℄ [by Med1℄) e�V � e�S [S xmt x℄ [by axiom A1 below℄) � [S xmt x℄ [by temporal logi
℄q.e.d.So it is ne
essary to extend the property part of the spe
i�
ation AB-Implementation by twoaxioms whi
h state that A and B will only send what they have re
eived.enri
h AB-Implementation byproperties 8 x : msgaxm (A1) : [A snd x℄ ) e�S [A r
v x℄axm (B1) : [B snd x℄ ) e�V [B r
v x℄Note that the axiom A1 requires that the agent A 
an send only the last message re
eived onthe 
hannel S. However, a weak version of this axiom, su
h as [A snd x℄) �S [A r
v x℄, wouldbe suÆ
ient to perform the proof of the safety property. We have 
hosen the strong versionfor two reasons. On the one hand, the property A1 guarantees that the order of messagesis preserved by A. On the other hand, in 
onne
tion with axiom A3 (see Se
tion 6.1.3), weensure that the agent A 
an only start the transmission of a new message if the arrival of theprevious message has been a
knowledged.Moreover, taking [A snd x℄) �S [A r
v x℄ instead of the axiom A1 would allow the agent A tobe always ready to a

ept messages, whi
h would be stored until they have been delivered.
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ause it is not foreseeable how long it might take the agent A to get a frame through themedium, it would be ne
essary to have an unbounded amount of memory. Axiom A1, in
ontrast, ensures that the agent A only needs a memory of size one.Step 2: Establishing the Liveness Property AB2The proof of the liveness property is more intri
ate than the proof of the safety property AB1.It turns out that we have to use strong design de
isions in order to establish this property.To make the proof more stru
tured, we start by proving the following liveness lemma, statingthat everything sent by A rea
hes B.thm (Live1) : [A snd x℄) �� [B r
v x℄Proof of (Live1):We perform this proof by 
ontradi
tion. We start from the two assumptions:(�) [A snd x℄(��) :(�� [B r
v x℄)Then we 
an perform the following dedu
tion:(�� [B r
v x℄) [by (��)℄) ��:[B r
v x℄ [by temporal logi
℄) �� [A snd x℄ [by (�) and FeedBa
k below℄) �� [Med r
v x℄ [by temporal logi
℄) � [Med snd x℄ [by Med2℄) � [B r
v x℄ [by temporal logi
℄
ontradi
tion!q.e.d.The proof of the property (Live1) depends on the following lemma, whi
h states that theagent A should in�nitely often retransmit a message this message does not rea
h B. Formethodologi
al reasons, we 
hara
terize this lemma as a theorem, be
ause we intend to baseit on more fundamental (implementable) properties.enri
h AB-Implementation byproperties 8 x : msgthm (FeedBa
k) : [A snd x℄ ^ ��:[B r
v x℄ ) ��U [A snd x℄Clearly, this property presents a problem, be
ause it makes the behavior of the agent Adependent on something happening to B. This requires the introdu
tion of some feedba
kwhi
h enables the agent B to send a
knowledgements to A. This ne
essitates repla
ing the netof AB� Implementation with the following net
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A-S -U Med -V B -RX�����	 Med �����IY

None of the theorems we have had so far is violated by this extension (thanks to the 
ompo-sitionality of our logi
). Based on this design we 
an now repla
e the property FeedBa
k byimplementable properties whi
h des
ribes the individual behavior of agents separately. Wedetermine these properties in performing the following proof:Proof of (FeedBa
k):[A snd x℄ ^ ��:[B r
v x℄) [A snd x℄ ^ ���:[B snd x℄ [by temporal logi
℄) [A snd x℄ ^ ��:� [B snd x℄ [by temporal logi
℄) [A snd x℄ ^ ��:4+X [B snd x℄ [by B2 below℄) [A snd x℄ ^ �:�X [B snd x℄ [by temporal logi
℄) [A snd x℄ ^ �Y :[Med snd x℄ [by Med1 ℄) [A snd x℄ ^ �Y :[A r
v x℄ [by temporal logi
℄) �� [A snd x℄ [by A3 below℄q.e.d.Together with two further properties of A and B, we thus obtain a proof for our theorem AB2.[S xmt x℄) � [A snd x℄ [by A2 below℄) �� [B r
v x℄ [by Live1℄) �� [R xmt x℄ [by B3 below℄) � [R xmt x℄ [by Unq ℄q.e.d.The last two proofs are based on the following properties for A and B. The �rst one states thatA sends everything it re
eives on the input stream S. The se
ond one states that A repeatsa message forever, if it is not a
knowledged. The third one states that B a
knowledges onlywhat it has re
eived. And, �nally, the fourth one says that B passes all messages through atleast on
e.enri
h AB-Implementation byproperties 8 x : msgaxm (A2) : 4+S [A r
v x℄) �U [A snd x℄axm (A3) : [A snd x℄ ^ �Y :[A r
v x℄ ) �� [A snd x℄axm (B2) : 4+X [B snd x℄ ) � [B r
v x℄axm (B3) : [B r
v x℄) ��R [B snd x℄Ensuring the liveness of the whole system: The properties established above ensurethat every message sent by A rea
hes B, but they do not guarantee that A eventually re
eives an
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knowledgment from B, be
ause none of them 
laims that B a
knowledges re
eived messages.A

ording to property (A3), the agent A will retransmit an una
knowledged message forever.This entails that A would never be ready to a

ept a new message on S, be
ause followingproperty (A1), A 
annot re
eive a new message before the old one has been a
knowledged.Therefore, in order to guarantee the liveness of the whole system, we have to add the followingproperty saying that every message sent will eventually be a
knowledged.thm (Live2) : [A snd x℄) �Y [A r
v x℄Proof of Live2:We also perform this proof by 
ontradi
tion, that is, we start from the two assumptions:(�) [A snd x℄(��) :(�Y [A r
v x℄)Then we 
an perform the following dedu
tion::(�Y [A r
v x℄) [by (**)℄) �Y :[A r
v x℄ [by temporal logi
℄) �� [A snd x℄ [by (�) and A3℄) ��� [A snd x℄ [by temporal logi
℄) �� [B r
v x℄ [by Med2℄) ��X [B snd x℄ [by B4 below℄) � [A r
v x℄ [by Med2℄
ontradi
tion!q.e.d.So it is ne
essary to augment the spe
i�
ation AB� Implementation with the following axiom,whi
h states that B will eventually a
knowledge the re
eipt of a message by sending it ba
k.enri
h AB-Implementation byproperties 8 x : msgaxm (B4) : [B r
v x℄) �X [B snd x℄A
tually, the property (live2) does not belong to the proof obligations. However, we thinkthat this is a design de
ision that should be added in order to ensure the liveness of the wholesystem.Step 3: Establishing the Safety Property AB3Ea
h of the agents A, B, and Med preserves the order of messages. Therefore, we dedu
eimmediately that the whole system satis�es the property of preserving the order of messages:Proof of (AB3):� [R xmt x℄ ^ [R xmt y℄) �R [B snd x℄ ^ 4+R [B snd y℄ [by temporal logi
℄) � (�V [B r
v x℄ ^ 4+V [B r
v y℄) [by OrderB below℄
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v x℄ ^ 4+U [Med r
v y℄) [by Med3℄) � (�S [A r
v x℄ ^ 4+S [A r
v y℄) [by OrderA below℄) � (� [S xmt x℄ ^ [S xmt y℄)q.e.d.In the following, we prove the property that the agent B preserves the order of the re
eivedmessages:thm (OrderB) : (4+R [B snd x℄ ^ �R [B snd y℄)) � (4+V [B r
v x℄ ^ �V [B r
v y℄)�R [B snd x℄ ^ 4+R [B snd y℄) � e�V [B r
v x℄ ^ e�V [B r
v y℄ [by B1℄) e�V (peventiV [B r
v x℄ ^ [B r
v y℄) [by temporal logi
℄) � (�V [B r
v x℄ ^ 4+V [B r
v y℄) [by temporal logi
℄q.e.d.The proof of (OrderA) pro
eeds in the same way.Step 4: Ensuring ImplementabilityA ne
essary 
ondition for the implementability of the agents A and B is the 
onsisten
y oftheir spe
i�
ations. The properties (A1){ (A3) do not present any diÆ
ulties: one 
an triviallydevelop an implementation whi
h meets all these properties. However, the spe
i�
ation ofthe agent B is a the slightly more 
ompli
ated situation. Due to the fa
t that the transmis-sion medium may dupli
ate messages, and be
ause the agent B 
annot distinguish betweendupli
ated messages and new ones, the agent B may send a message on R several times. Thismeans that B may send messages with the same 
olor on R, whi
h 
ontradi
ts the assumptionthat messages on R are distin
tly 
olored.Therefore, it is ne
essary to introdu
e a me
hanism that enables the agent B to dete
t dupli
atemessages. We adopt the idea of alternating bits suggested in [BSW69℄, that is we index themessages on S alternately with 0 and 1.3 Thus we enri
h the spe
i�
ation AB�Implementationwith the following property 
laiming that two messages whi
h are 
onse
utively transmittedon S have inverted indi
es.enri
h AB-Implementation byimport Bitproperties 8 x ; y : msg ; 8 
 ; d : bitaxm (S1) : [S xmt x
℄ ^ eÆS [S xmt yd℄) d = �
where Bit is the spe
i�
ation of indi
es:spe
ifi
ation Bitsignaturesort bitfun 0 ; 1 : bit3This 
an be done by adding an agent whi
h indexes in
oming messages alternately with 0 and 1 and sendsthem on S.



CHAPTER 6. APPLICATIONS 70fun � : bit ! bitpropertiesaxm : �1 = 0axm : �0 = 1Following the properties (A1) and (A3), if A initiates the transmission of a 
ertain message, itretransmits that message until it is a
knowledged. Moreover, A 
an only initiate the trans-mission of a new message if the old one has been a
knowledged. Hen
e, the index of messagessent by A 
hanges i� the transmission of a new message is initiated. Be
ause the order ofmessages is preserved by the transmission medium, dupli
ate messages 
ome to B 
onse
u-tively and with the same index, i.e. a 
hange of the index means the arrival of a new message.A

ordingly, in order not to dupli
ate messages, the agent B has to remember the index ofthe last re
eived message and should behave as follows. If a re
eived message has the sameindex as the last one re
eived, then this is a dupli
ate and should be dis
arded. If the re
eivedmessage has a distin
t index, this means that this is a new message and should immediatelybe sent on R. All we need to prove is that messages sent on R are distin
tly 
olored.thm (Cons) : 8 
; d : bit 4+R [B snd x
℄ ^ �+R [B snd yd℄) x 6� yWe distinguish two 
ases:1. Case: 
 6= d4+R [B snd x
℄ ^ �+R [B snd yd℄) e�V [B r
v x
℄ ^ �+R e�V [B r
v yd℄ [by axiom B1℄) e�V ([B r
v x
℄ ^ �+ [B r
v yd℄) [by temporal logi
, (
 6= d)℄) e�V (x 6� y) [by Med4 below℄2. Case: 
 = d4+R [B snd x
℄ ^ �+R [B snd y
℄) 9z : 4+R [B snd x
℄ ^ �+R ([B snd z�
℄ ^ �+R [B snd y
℄) [by B5 below℄) 9z : e�V [B r
v x
℄ ^ �+ (e�V ([B r
v z�
℄ ^ �+ [B r
v y
℄)) [by axiom B1℄) 9z : e�V ([B r
v x
℄ ^ �+ ([B r
v z�
℄ ^ �+ [B r
v y
℄)) [by temporal logi
℄) (x 6� z) [by Med4 below ℄) (x 6� y) [by Med5 below ℄q.e.d.In performing the proof of (Cons), we assumed the lemmas (B5), (Med4), and (Med5). Theproperty (B5) states that between two messages with same index on R there is always a thirdone whi
h has an inverted index. The se
ond lemma requires that two messages transmitted onV with distin
t indi
es must also be distin
tly 
olored. Finally, (Med5) states that the mediumnever transmits a distin
tly 
olored message between two equivalently 
olored messages.thm (B5) : 4+R [B snd x
℄ ^ �+R [B snd y
℄ )9 z : 4+R [B snd x
℄ ^ �+R ([B snd z�
℄ ^ �+R [B snd y
℄)thm (Med4) : [Med snd x
℄ ^ �+ [Med snd yd℄ ^ 
 6= d ) x 6� ythm (Med5) : [Med snd x℄ ^ �+ ([Med snd y℄ ^ �+ [Med snd z℄) ^ x 6� y) x 6� z
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hment of the spe
i�
ation, whereas theproperties (Med4) and (Med5) 
an be dire
tly dedu
ed from the property of preserving theorder of messages (Med3).Proof of (B5):4+R [B snd x
℄ ^ �+R [B snd y
℄) 4+R [B snd x
℄ ^ eÆR � [B snd y
℄ [by Def. of �+ ℄) 9 z :4+R [B snd x
℄ ^ eÆR [B snd z�
℄ ^ eÆR � [B snd y
℄ [by axiom B6 below℄) 9 z :4+R [B snd x
℄ ^ eÆR [B snd z�
℄ ^ eÆR �+ [B snd y
℄ [by temporal logi
℄) 9 z :4+R [B snd x
℄ ^ eÆR ([B snd z�
℄ ^ �+ [B snd y
℄) [by temporal logi
℄) 9 z :4+R [B snd x
℄ ^ �+R ([B snd z�
℄ ^ �+R [B snd y
℄) [by temporal logi
℄q.e.d.The proof of (B5) requires that the agent B sends messages with alternating bits. So it isne
essary to augment the spe
i�
ation AB� implementation with the following axiom.enri
h AB-Implementation byproperties 8 x ; y : msg ; 8 
 ; d : bitaxm (B6) : 4+R [B snd x
℄ ^ eÆR [B snd yd℄) d = �
This 
ompletes the re�nement of the AB proto
ol.Taking Reality into A

ountIn our spe
i�
ation, we assumed that the transmission medium 
annot �lter out a messageforever:axm (Med2) : �� [Med r
v x℄) � [Med snd x℄A

ordingly, if ne
essary, the agent A would send a message in�nitely many times in order toget it through the medium. Obviously, this is not a realisti
 assumption, be
ause no agent
an base its fun
tioning on an in�nite number of attempts. In pra
ti
e, one uses a time-outstrategy: after a 
ertain amount of time or a 
ertain number of attempts the transmission isabandoned and the next higher layer is noti�ed that the transmission has failed.Theoreti
ally speaking, we merely a
hieve a \weak implementation", that is, an implementa-tion whi
h either meets the requirements or at least returns an error indi
ation.6.2 The CSMA/CD Proto
olThe CSMA/CD (Carrier Sense, Multiple A

ess with Collision Dete
tion) proto
ol providesa medium a

ess method intended for use in lo
al area networks. Generally speaking, lo-
al area networks may present an a

ess 
on
i
t when transmitting frames on the physi
almedium, be
ause all 
onne
ted stations share a 
ommon transmission line. Before initiatinga transmission, a station asks whether the medium is free or not; if the medium is free, aframe transmission is initiated, otherwise the transmission is delayed. However, two stationsmay test the medium at the same time, and 
onsequently they may transmit frames simul-



CHAPTER 6. APPLICATIONS 72taneously. If two stations attempt to transmit frames at the same time, then these frames
ollide on the transmission line and, as a result, are (partially) lost. The main task of theCSMA/CD proto
ol is to enable reliable transmission of frames between the stations of alo
al area network.The spe
i�
ation presented here is based on the standard de�nition [Ame85℄. An overview ofthe proto
ol stru
ture and its relationship to the OSI referen
e model is given in Figure 6.1.Following the standard de�nition, the fun
tion intended for the data-link layer is a

omplishedby two sublayers, the Logi
al Link Control (LLC) and the Media A

ess Control (MAC). In
onsidering the CSMA/CD proto
ol, the MAC sublayer plays the most important role inproviding the fa
ilities for sending and re
eiving frames. Nevertheless, the servi
es providedby the physi
al layer are the basis for the MAC sublayer to a

omplish its fun
tion. Hen
e, inour development, we 
on
entrate on the behavior of these two layers. First, we give separatespe
i�
ations to ea
h layer. Then, we develop a spe
i�
ation whi
h des
ribes how the MACsublayer realizes its servi
es with regard to the servi
es provided by the physi
al layer.
OSI Reference Model

Application

Data Link

Physical

Presentation

Session

Transport

Network

Higher Layers

Media Access Control

Physical Signaling

Medium Attachment Unit

Logical Link Control

Medium

IEEE 802 LAN

CSMA/CD

Figure 6.1: LAN Standard Relationship to the OSI Model6.2.1 Spe
i�
ation of the CSMA/CD Proto
olIn this se
tion, we des
ribe the servi
es provided by the CSMA/CD MAC sublayer, that is,the servi
es provided at the interfa
es between the LLC and MAC sublayers. For simpli
ity,we 
onsider a lo
al area network with two stations. Following the standard de�nition, theMAC layers together with the lower layers and the physi
al medium enable bidire
tionaltransmission of messages4 to the LLC entities. In pra
ti
e, the transmission of frames is notalways su

essful; after a transmission request the LLC sublayer is informed as to whether itsdata have been su

essfully transmitted or not. Moreover, the MAC sublayer may also passillegal data to the LLC, whi
h may 
onsist of 
orrupted or in
omplete messages. However,we do not 
onsider failures in our spe
i�
ations, rather investigate an idealized 
ase in whi
hthe transmission is error-free. Hen
e, we view the system as an agent (CSMA/CD) thatprovides reliable bidire
tional transmission of messages between the LLC entities. Reliable4Messages 
orrespond to the data passed from the LLC sublayer to the MAC sublayer.
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hara
terized by the following three properties (just like in the requirementsspe
i�
ation of the AB proto
ol):� messages are not 
reated, i.e. every message sent must have been previously re
eived,� messages are not lost, i.e. every message re
eived will eventually be sent,� messages are sent in the same order as they were re
eived.These properties are formulated in the following spe
i�
ation by the formulas Prop1, Prop2,and Prop3. The spe
i�
ation mainly des
ribes the behavioral aspe
ts of the system, whereasthe 
on
epts 
on
erning the message layout are treated in another spe
i�
ation, Message. Thisalgebrai
 spe
i�
ation des
ribes the type of messages ex
hanged at the interfa
es between theLLC and the MAC layers; it in
ludes the des
ription of legal as well as in
omplete and
orrupted messages. From this spe
i�
ation we need only import the sort of legal messages,msg.spe
ifi
ation CSMA=CDimport Message only msgsignaturefun CSMA=CD : stream[msg℄� stream[msg℄ ! stream[msg℄� stream[msg℄network
CSMA/CD

S R

V Uproperties 8 m ; n : msgaxm (Prop1) : [R xmt m℄) � [S xmt m℄axm (Prop2) : [S xmt m℄) � [R xmt m℄axm (Prop3) : � [R xmt m℄ ^ [R xmt n℄ ) � (� [S xmt m℄ ^ [S xmt n℄)analogously for U and VWe should stress here again that this spe
i�
ation 
orresponds to the properties listed aboveonly under the assumption that the messages on the streams are distin
t (see Se
tion 4.2).A

ordingly, we assume that the messages on ea
h of the streams S; R; U, and V are distin
tly
olored.6.2.2 Spe
i�
ation of the Transmission MediumThe transmission medium 
onsists of the physi
al layer together with the a
tual physi
almedium. It is seen as an agent (M) that provides unreliable bidire
tional transmission offrames between the MAC entities. The unreliability is 
aused by the possibility of messagesbeing destroyed whenever they 
ollide. A 
ollision arises if two frames are introdu
ed to themedium simultaneously. In our linear-time logi
, simultaneous o

urren
e of two a
tions ismodeled by a nondeterministi
 interleaving. Thus, a 
ollision arises if a frame is re
eived bythe medium before another frame previously re
eived has been sent. A

ordingly, we de�ne
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ate Collision as an abbreviation for the following temporal formula, whi
h expressthat a 
ollision has arisen.Collision def= [M r
v ℄ ^ e�M [M r
v ℄The messages passed at the interfa
e between the physi
al layer and the MAC sublayer are
alled frames. Apart from a data �eld, a frame 
ontains �elds 
on
erning e.g. destinationand sour
e addresses, frame length, and frame 
he
k sequen
e, whi
h is needed to verifythe validity of a frame. All these 
an, of 
ourse, be spe
i�ed algebrai
ally. We assume theexisten
e of a spe
i�
ation, Frame, des
ribing the layout of frames. For the des
ription of thebehavioral aspe
ts of the medium, we import the sorts of legal frames (frame). Additionally,we import the 
onstant symbol 
oll, whi
h is used to indi
ate the o

urren
e of a 
ollision,and the symbol a
kn, needed to 
on�rm su

essful transmission of a frame. In pra
ti
e,transmission of a frame is automati
ally a
knowledged if the 
ollision-dete
t signal remainsuna
tivated during the transmission of the frame.The following spe
i�
ation des
ribes the servi
e provided by the transmission medium tothe MAC entities. Based on the standard de�nition, the medium should ful�ll the followingproperties:- A 
hara
teristi
 property of the underlying network (Bus-System) is that if a frameenters the medium, then either it 
omes through undamaged or it 
ollides with anotherframe. This property is formulated by the temporal formula M1.- One of the main tasks of the medium is to dete
t a 
ollision and to signal it immediatelyby sending the 
oll signal to the parti
ipating users. Hen
e, the property M2 states thatif a 
ollision has o

urred, then the 
onstant 
oll is sent on the 
hannels b and d.- Legal frames may be lost but they should not be 
reated. Hen
e, the property M3 statesthat the medium 
an only send what it has re
eived.- The property M4 ensures that the medium 
annot 
on�rm a frame before it has beensu

essfully delivered, whereas property M5 states that a su

essful transmission is a
-knowledged immediately after a frame has been delivered.spe
ifi
ation Mediumimport Frame only frame 
oll a
knsignaturefun M : stream[frame℄� stream[frame℄ ! stream[frame℄� stream[frame℄network
a

d

b

c
 Mproperties 8 p ; q : frame nf
oll ; a
kngaxm (M1) : 4+a [M r
v p℄) Collision _ eÆb [M snd p℄axm (M2) : Collision) eÆb [M snd 
oll℄ ^ eÆd [M snd 
oll℄



CHAPTER 6. APPLICATIONS 75axm (M3) : 4+b [M snd p℄) e�a [M r
v p℄axm (M4) : 4+d [M snd a
kn℄) [M r
v p℄ abeforeb [M snd p℄axm (M5) : 4+b [M snd p℄) [M snd a
kn℄ dbeforeb [M snd q℄analogously for dire
tion 
 ! dThis spe
i�
ation des
ribes the transmission of frames from the 
hannel a to the 
hannel b.The transmission from 
 to d works in the same way. Therefore, we should add to the abovespe
i�
ation similar axioms to M1; M3; M4, and M5 referring to the 
hannels 
 and d. All weneed to do is repla
e in these axioms the o

urren
es of a; b, and d by 
; d, and b, respe
tively.6.2.3 Formal Derivation of the Proto
ol Spe
i�
ationIn Se
tion 6.2.1, we presented a spe
i�
ation that des
ribes the servi
es provided by theCSMA/CD proto
ol, without giving any internal details of the system. In this se
tion we willtake some design de
isions and show how these servi
es are provided, based on the servi
esof the transmission medium.On
e we de
ide to implement the CSMA/CD proto
ol, we have to turn our attention to theunreliability of the transmission medium. Thus, the main task we have to a

omplish is toaugment the original system 
onsisting of the unreliable medium su
h that externally we getreliable transmission of messages. Therefore, we add to the medium two agents A and B whi
h
orrespond to the proto
ol entities of the MAC sublayers. The next, even more important,step is to design the behavior of the newly introdu
ed agents. We pro
eed as follows: we tryto perform the 
orre
tness proof, and while doing so we determine whi
h properties (aboutthe behavior of the new agents) are needed in order to perform the proof.The proof obligations are (Prop1); (Prop2), and (Prop3) from the spe
i�
ation presented inSe
tion 6.2.1. We start with the following spe
i�
ation, whi
h does not in
lude any require-ments on the behavior of the new agents A and B, but in
ludes all requirements made on thebehavior of the medium:spe
ifi
ation CSMA=CD-Implementationimport Medium only frame 
oll a
kn Mimport Message only msgsignaturefun A : stream[msg℄� stream[frame℄ ! stream[msg℄� stream[frame℄fun B : stream[msg℄� stream[frame℄ ! stream[msg℄� stream[frame℄network
 A BM

S R

UV

a b

cd

CSMA/CD

properties � will be developed later �
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i�
ation will be enri
hed by properties about the behavior of the agents A and B untilthe 
orre
tness proof is performed. The resulting �nal spe
i�
ation is then an implementationof the spe
i�
ation presented in Se
tion 6.2.1.In 
ommuni
ating with the transmission medium, the agents A and B have to deal with frames,whereas in 
ommuni
ating with the external world they ex
hange messages. Thus, messagesmust be transformed into frames, and vi
e versa. The transformations are internal routinesthat should be performed by both agents A and B. For simpli
ity we assume that a message isen
apsulated within one frame, and that a frame is de
apsulated to one message. So, we addto the system spe
i�
ation the operation f, for transforming messages into frames, and theoperation g, for transforming frames into messages. The main property we are interested inis that en
apsulating a message and then de
apsulating it yields the original message. Hen
e,we extend the system spe
i�
ation in the following way:enri
h CSMA=CD-Implementation bysignaturefun f : msg ! framefun g : frame ! msgproperties 8 m : msgaxm : g(f(m)) = mIn order to ensure the 
onsisten
y of our spe
i�
ations, we have to assume that the fun
tionsf and g preserve the 
olor of their arguments (see Se
tion 4.5).Step 1: Proof of the Safety Property: Prop1We want to establish the safety property saying that frames 
annot be 
reated. It turns outthat we need to add requirements to the agents A and B whi
h guarantee that they only sendwhat they have re
eived.Proof of : [R xmtm℄) � [S xmtm℄[R xmtm℄) e�b [B r
v f(m)℄ [by axiom B1 below℄) �b [M snd f(m)℄ [by temporal logi
℄) �b e�a [M r
v f(m)℄ [by axiom M3℄) �b e�a [A snd f(m)℄ [by temporal logi
℄) �b e�a e�S [A r
v g(f(m))℄ [by axiom A1 below℄) � [S xmtm℄ [by temporal logi
℄q.e.d.We have to extend the property part of CSMA=CD�Implementation by the following two axioms:enri
h CSMA=CD-Implementation byproperties 8 p : frame ; m : msgaxm : (A1) 4+a [A snd p℄) e�S [A r
v g(p)℄axm : (B1) 4+R [B snd m℄) e�b [B r
v f(m)℄



CHAPTER 6. APPLICATIONS 77Step 2: Proof of the Liveness Property: Prop2In this se
tion we deal with the proof of the property Prop2, whi
h is a liveness propertystating that every frame on S will eventually be delivered on the stream R. In 
onsidering thetransmission from S to R, the realization of this behavior is entirely the responsibility of theagent A, whi
h should repeat the transmission of a frame until it has been delivered to B.Proof of : [S xmtm℄) � [R xmtm℄[S xmtm℄�a [A snd f(m)℄ [by axiom A2 below℄) �a ([A snd (f(m)℄ ^ :Collision) [by theorem no
oll below℄) �a eÆb [M snd f(m)℄ [by axiom M1℄) �b [M snd f(m)℄ [by temporal logi
℄) �b � [R xmt g(f(m)℄ [by axiom B2 below℄) � [R xmtm℄ [by temporal logi
℄q.e.d.This proof requires the extension of the spe
i�
ation CSMA=CD�Implementation by the livenessproperties A2 and B2; these state that the agents A and B should eventually send what theyhave re
eived.enri
h CSMA=CD-Implementation byproperties 8 p : frame ; m : msgaxm : A2 [S xmt m℄) �a [A snd f(m)℄axm : B2 4+b [B r
v p℄) � [R xmt g(p)℄Further, we have to prove the property no
oll, stating that if the agent A starts the trans-mission of a frame, then eventually it rea
hes a state where no 
ollision o

urs. This entailsthat the frame will be delivered inta
t.thm (no
oll) : 4+a [A snd p℄) �a ([A snd p℄ ^ :Collision)Proof of: no
ollWe perform this proof by 
ontradi
tion, beginning with the following assumption:(�) : [A sndm℄ ^ �a ([A sndm℄) Collision)Then we 
an perform the following dedu
tion:[A snd p℄ ^ �a ([A snd p℄) Collision) [by (*)℄) [A snd p℄ ^ Collision ^ �a ([A snd p℄) Collision) [by temporal logi
℄) [A snd p℄ ^ eÆd [M snd 
oll℄ ^ �a ([A snd p℄) Collision) [by axiom M2℄) [A snd p℄ ^ eÆa [A snd p℄ ^ �a ([A snd p℄) Collision) [by axiom A3 below℄) �a [A snd p℄ ^ �a ([A snd p℄) Collision) [by temporal logi
℄) �a Collision [by temporal logi
℄This 
ontradi
ts axiom A4 below!q.e.d.The proof of this property requires that the agent A retransmits a frame whenever it re
eivesthe 
onstant 
oll indi
ating the o

urren
e of a 
ollision. Furthermore, it is required that a



CHAPTER 6. APPLICATIONS 78
ollision 
annot o

ur 
ontinuously (as will be dis
ussed in a moment). So it is ne
essary toaugment the spe
i�
ation CSMA=CD� Implementation with the following axioms:enri
h CSMA=CD-Implementation byproperties 8 p : frameaxm (A3) : 4+a [A snd p℄ ^ eÆd [A r
v 
oll℄) eÆa [A snd p℄axm (A4) : : �a CollisionAxiom (A4) needs an assessment w.r.t. its feasibility: Theoreti
ally, it is possible for a 
ollisionto o

ur in�nitely often, su
h that one 
annot get frames through the medium. In order toestablish the liveness property, it is therefore ne
essary to �rst assume that a 
ollision 
annoto

ur 
ontinuously. In pra
ti
e, after a maximal number of attempts the transmission isabandoned and the LLC layer is informed that the transmission of its data has failed.Step 3: Proof of the Safety Property: Prop3The property M2 ensures that the transmission medium delivers frames in the same order asthey have been re
eived. On the other hand, the property of preserving the order of framesis also satis�ed by both agents A and B. Therefore, we dedu
e immediately that the wholesystem satis�es this property.Proof of: � [R xmtm℄ ^ [R xmt n℄) � (� [S xmtm℄ ^ [S xmt n℄)� [R xmtm℄ ^ [R xmt n℄) �R [B sndm℄ ^ 4+R [B snd n℄ [by temporal logi
℄) � (�b [M snd g(m)℄ ^ 4+b [M snd g(n)℄) [by OrderB below℄) �� (�a [A snd g(m)℄ ^ 4+a [M snd g(n)℄) [by OrderM below℄) ��� (� [S xmt f(g(m))℄ ^ [S xmt f(g(n))℄) [by OrderA below℄) � (� [S xmtm℄ ^ [S xmt n℄) [by temporal logi
℄q.e.d.In the following, we prove the property stating that the agent B preserves the order of there
eived messages:thm (OrderB) : (4+R [B snd m℄ ^ �R [B snd n℄)) � (4+b [B r
v g(m)℄ ^ �b [B r
v g(n)℄)�R [B sndm℄ ^ 4+R [B snd n℄) � e�b [B r
v g(n)℄ ^ e�b [B r
v g(n)℄ [by axiom B1℄) e�b (�b [B r
v g(m)℄ ^ [B r
v g(n)℄) [by temporal logi
℄) � (�b [B r
v g(m)℄ ^ 4+b [B r
v g(n)℄) [by temporal logi
℄q.e.d.The properties OrderA and OrderM 
an be formulated and proved in a similar way.Step 4: Ensuring Consisten
yA ne
essary 
ondition for the implementability of the agents A and B is the 
onsisten
y oftheir spe
i�
ations. This is no problem for A1 � A4; we 
an easily develop an implementationthat meets all these requirements. The 
ase is slightly di�erent for the spe
i�
ation of B.
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ording to the assumption 
laiming that messages on the stream R are all distin
t, theproper fun
tioning of the agent B 
an only be guaranteed if the medium M does not dupli
ateframes on the stream b. Otherwise we may obtain the following situation, where M sends adupli
ate of a frame whi
h has already been transmitted on R. Then we dedu
e:9p :4+R [B snd g(p)℄ ^ �+b [M snd p℄) 9p :4+R [B snd g(p)℄ ^ �+R [B snd g(p)℄ [by axiom B2℄) 9p : g(p) 6� g(p) [by Unq℄) 9p : p 6� pContradi
tion!q.e.d.For this reason, we should ensure that the medium does not dupli
ate frames. Re
alling theproperties M2, M4, and M5, we 
an dedu
e that the medium 
annot dupli
ate frames, as long asthe agent A stops the retransmission of a frame on
e its transmission has been a
knowledged.However, the properties A1 � A4 allow the agent A to 
ontinue retransmitting a frame, even ifit has already been delivered to B. This may result in a frame being delivered several times.Hen
e, we have to establish the following property stating that the frames on the stream bare distin
tly 
olored.thm (M6) : 4+b [M snd p℄ ^ �+b [M snd q℄) p 6� qProof of unq:4+b [M snd p℄ ^ �+b [M snd q℄) 4+b [M snd p℄ ^ �+d ([M snd a
kn℄ ^ �+b [M snd q℄) [by axiom M5℄) 4+b [M snd p℄ ^ �+d ([M snd a
kn℄ ^ �+a [M r
v q℄) [by axiom M4℄) e�a [M r
v p℄ ^ �+d ([M snd a
kn℄ ^ �+a [M r
v q℄ [by axiom M3℄) � (�a [A snd p℄ ^ [A r
v a
kn℄ ^ �+a [A snd q℄) [by temporal logi
℄) � (p 6� q) [by axiom A5 below℄) p 6� qq.e.d.This leads to the extension of the properties part of the spe
i�
ation CSMA=CD�Implementationby the following axiom; it 
laims that the agent A never retransmits a 
ertain frame on
e it hasre
eived an a
knowledgment frame indi
ating that the frame has been delivered to B inta
t.enri
h CSMA=CD-Implementation byproperties 8 p ; q : frameaxm (A5) : �a [A snd p℄ ^ [A r
v a
kn℄ ^ �+a [A snd q℄) p 6� qThis 
ompletes the re�nement of the CSMA/CD proto
ol.6.2.4 Considering FailuresIn order to present an easily 
omprehensible spe
i�
ation, we have made some simpli�
a-tions. We have 
onsidered a system with only two stations and unidire
tional 
ommuni
ation,whereas the proto
ol is designed to be used with an arbitrary number of stations and bidi-re
tional 
ommuni
ation. Moreover, we have investigated an ideal situation where all agents
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tly. However, in the real world we have to deal with the possibility of the systemfailing, e.g. the network itself or the re
eiver breaking down. This would mean that a frame
annot always be su

essfully transmitted. In order to model the eventuality of failure in ourspe
i�
ation, we have to modify the original CSMA=CD spe
i�
ation by repla
ing the livenessproperty Prop2 by the following formula; it states that a frame is either eventually deliveredor a failure is reported to the next higher layer:[S xmtm℄) (� [R xmtm℄ xor � [V xmt fail(m)℄)where fail(m) is a data element indi
ating the 
ause of failure in transmitting the message m.This 
an, of 
ourse, be spe
i�ed algebrai
ally.6.3 A Transport Proto
olTransport proto
ols are designed to provide reliable 
ommuni
ation between pro
esses whi
hmust 
ommuni
ate over a less reliable medium, su
h as a pa
ket-swit
hing network, whi
hmay 
orrupt, lose, or dupli
ate pa
kets, or deliver them in the wrong order. Apart from a datatransfer proto
ol, a transport proto
ol in
ludes a 
onne
tion 
ontrol proto
ol, whi
h is neededto establish a 
onne
tion if data have to be transmitted, and to terminate it after ensuringthat all user data have been properly ex
hanged. In this se
tion, we present a 
ompletespe
i�
ation of a transport proto
ol, in
luding a data-transfer proto
ol and a 
onne
tion-establishment proto
ol.6.3.1 Spe
i�
ation of the Transport Proto
olA transport proto
ol provides reliable bidire
tional transmission of pa
kets over an unreliablenetwork. For simpli
ity, we 
onsider 
ommuni
ation only in one dire
tion. So the system isviewed as an agent that neither 
reates, loses, nor permutes pa
kets (see Se
tion 6.1).The following spe
i�
ation is similar to the one presented in Se
tion 6.1.1 des
ribing theservi
es provided by the AB proto
ol. The main di�eren
e is that we assume, for te
hni
alreasons (see Se
tion 6.3.5), that pa
kets on the streams S and R are 
olored with nonequivalent
olors, rather than distin
t 
olors.([S xmt x℄ ^ �+ [S xmt y℄) x 6� y) and ([R xmt x℄ ^ �+ [R xmt y℄) x 6� y)Note that this modi�
ation does not 
hange the a
tual behavior of the system. So thefollowing spe
i�
ation is equivalent to the spe
i�
ation presented in Se
tion 6.1.1: the twospe
i�
ations are represented by the same 
lass of models.spe
ifi
ation TP-Spe
ifi
ationimport Messages only msgsignaturefun Transport : stream[msg℄ ! stream[msg℄network



CHAPTER 6. APPLICATIONS 81-S Transport -Rproperties 8 x ; y : msgaxm (TP1) : [R xmt x℄) � [S xmtex℄axm (TP2) : [S xmt x℄ ) � [R xmt ex℄axm (TP3) : ([R xmt x℄ ^ eÆR [R xmt y℄) ) � ([S xmt ex℄ ^ eÆS [S xmtey℄)The property (TP1) is a safety property stating that messages 
annot be 
reated: the agent
an only send what it has re
eived. The se
ond property (TP2) is a liveness property. Itensures that every re
eived message will eventually be sent. The property (TP3) is a safetyproperty whi
h states that messages will be delivered in the same order as they were re
eived.6.3.2 Spe
i�
ation of the Transmission MediumThe network used by the transport proto
ol may be the sour
e of a variety of errors. A pa
ketmay be lost, 
orrupted, or dupli
ated. In addition, the network may permute pa
kets. Weassume the existen
e of a me
hanism for dete
ting 
orrupted pa
kets, in order to make theproto
ol not responsible for dealing with them; so 
orrupted messages will be dis
arded and
onsidered lost.We model the network by a transmission medium that satis�es the following properties:� Messages may be lost, dupli
ated, or permuted, but they 
annot be 
reated. Hen
e, theproperty (Net1) below states that the net 
an only send what it has re
eived.� The se
ond property (Net2) states that messages 
annot be �ltered forever: if a messageis entered into the medium in�nitely many times then it will eventually pass through.spe
ifi
ation Networkimport Message only msgsignaturefun Net : stream[msg℄ ! stream[msg℄network -U Net -Vproperties 8 x ; y : msgaxm (Net1) : [Net snd x℄) � [Net r
v ex℄axm (Net2) : �� [Net r
v ex℄) � [Net snd x℄We assume that the messages on the streams U and V may have equivalent 
olors. In this
ase, the properties (Net1) and (Net2) are respe
tively equivalent to the properties (Med1) and(Med2) in the spe
i�
ation Medium presented in Se
tion 6.1.2.



CHAPTER 6. APPLICATIONS 826.3.3 Formal Derivation of the Transport Proto
olIn this se
tion, we deal with the data-transfer part of the proto
ol: we 
on
entrate on thespe
i�
ation of the proto
ol behavior after a 
onne
tion has been established. Based on thespe
i�
ation TP-Spe
ifi
ation, we develop a more detailed spe
i�
ation des
ribing how thetransport proto
ol provides its servi
es using the servi
es o�ered by the network. In ourdevelopment step, we �rst add to the network two agents A and B, whi
h represent theproto
ol entities; then we design the behavior of these agents su
h that externally we getreliable transmission of messages. So we try to perform the proofs of (TP1), (TP2), and (TP3),taking the properties (Net1) and (Net2) as axioms. In this way, we determine the properties(
on
erning the behavior of A and B, needed to 
omplete the proofs.The proofs of the properties (TP1) and (TP2) pro
eed in the same way as the proofs of theproperties (AB1) and (AB2) performed in Se
tion 6.1.3, be
ause their proofs do not depend onwhether the transmission medium preserves the order of messages or not. For this reason, weimport the properties (about the behavior of A and B, and the design de
isions establishedwhile proving the properties (AB1) and (AB2): we start from the following spe
i�
ation:spe
ifi
ation TP-Implementationimport Network only Net msgsignaturefun A : stream[msg℄ ! stream[msg℄fun B : stream[msg℄ ! stream[msg℄network
S R

A BNet

Net

U V

XYproperties 8 x : msgaxm (A1) : [A snd x℄ ) e�S [A r
v ex℄axm (A2) : 4+S [A r
v x℄) �U [A snd ex℄axm (A3) : [A snd x℄ ^ �Y :[A r
v ex℄ ) �� [A snd ex℄axm (B1) : 4+R [B snd x℄ ) e�V [B r
v ex℄axm (B2) : 4+X [B snd x℄ ) � [B r
v ex℄axm (B3) : [B r
v x℄) ��R [B snd ex℄axm (B4) : [B r
v x℄) �X [B snd ex℄Now it remains to prove the property (TP3) 
laiming that messages will be delivered in thesame order as they were re
eived. Obviously, the behavior of the agents A and B, whi
hare responsible for putting the messages in the right order, depends on whether the networkpermutes messages or not. Be
ause the network used does not preserve the order of messages,the retrieval the order of the messages should follow other dis
iplines than those of the ABproto
ol. This will be dis
ussed in the next se
tion.



CHAPTER 6. APPLICATIONS 836.3.4 Preserving the Order of MessagesIn this se
tion, we will show that the behavior of the agents A and B 
an be arranged insu
h a way that the order of messages is retained during transmission. A network that maydupli
ate messages, lose them, or permute them o�ers no possibility of re
onstru
ting on there
eiver side the original order of messages, unless the re
eiver 
an at least re
ognize whetherof two given messages one is the su

essor of the other or not.Introdu
ing Sequen
e NumbersGenerally, transport proto
ols 
ope with this problem by introdu
ing so-
alled \sequen
enumbers" (see, e.g. [Ste76℄), and des
riptions of the proto
ol usually treat this aspe
t byindi
ating on whi
h bit positions these sequen
e numbers are stored in the messages, andhow long they are, and how they are a

essed, modi�ed, and set by the parti
ipating agents.But, following our overall prin
iples, we 
onsider su
h an approa
h to be at mu
h too low-leveland mu
h too detailed. Therefore, we present a more abstra
t view (retaining, of 
ourse, thebasi
 ideas of the solution), whi
h is more amenable to our algebrai
 framework: we indexour messages with natural numbers.Further, we introdu
e the following predi
ates for sequen
e numbers i:- [A snd xi℄ means that A sends a message x that has the sequen
e number i. Analogouslyfor [B r
v xi℄ and for [S xmt xi℄.- [A seq i℄ means that the agent A is still transmitting a message with index i whi
h hasnot yet been a
knowledged.- [B exp i℄ means that the agent B expe
ts messages with sequen
e number i.Intuitive ExplanationBefore we begin with the formal derivations, we should get an intuitive feeling for the workingof the proto
ol. The transmission of messages by the agents A and B now obeys the followingrules (based on the network in Figure 6.2 below):
A1

A2

B1

B2

S R
Net

NetFigure 6.2:� A is (repeatedly) sending messages with a sequen
e number expe
ted by B (A maintainsa window of size one). Consequently, the sub-agent B2 is still a
knowledging the previoussequen
e number.
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eived the expe
ted message, it passes it on to its output stream R. Nowthe sub-agent B1 is expe
ting messages with the next sequen
e number and B2 startsto a
knowledge the sequen
e number of the message just re
eived.� Eventually A will re
eive an a
knowledgment for the messages it is still sending, whi
h
auses it to swit
h to the next sequen
e number. This enables A to re
eive the nextmessage from its input stream S, and the game starts all over again.A
tually, we assume in this game that the messages on the input stream S are indexed inthe right order, and that we output them to R also in indexed form. But, we 
ould equallywell 
onsider the messages on these two streams without sequen
e numbers; adding sequen
enumbers is then a 
ompletely internal a�air, be
ause A adds numbers to the messages and Bremoves them. (Adding sequen
e numbers to the overall system is again a matter of algebrai
data spe
i�
ations.)Formal DerivationBased on the intuitive explanation above, we 
an now relatively easily express the ne
essaryproperties and perform the pertinent proofs. First of all, we assume that the sequen
e numberssimply express the sequen
e of the messages on the input stream S:enri
h TP-Implementation byimport Seq-Number only < su
properties 8 i ; j : Seq-Number ; 8 x ; y : msgaxm (S1) : [S xmt xi℄ ^ eÆS [S xmt yj℄ ) j = su
(i)This implies immediately the following property:thm (Order) : (j = su
(i) ^ � [S xmt xi℄ ^ � [S xmt yj℄),� ([S xmt xi℄ ^ eÆS [S xmt yj℄)Preservation of the order 
an be proved if the messages on the stream R obey the propertyOrder. This property follows immediately from the following theorem:thm (R1) : [R xmt xi℄ ^ eÆR [R xmt yj℄) j = su
(i)Based on this lemma, we 
an now easily prove the property of order preservation (TP3).Proof of (TP3):[R xmt xi℄ ^ eÆR [R xmt yj℄) � ([R xmt xi℄ ^ eÆR [R xmt yj℄) [by temporal logi
℄) j = su
(i) ^ � [R xmt xi℄ ^ � [R xmt yj℄ [by Order℄) j = su
(i) ^ � [S xmt exi℄ ^ � [S xmt eyj℄ [by TP1℄) � ([S xmt exi℄ ^ eÆS [S xmt eyj℄) [by Order℄q.e.d.In the following, we prove the property (R1):



CHAPTER 6. APPLICATIONS 85Proof of (R1):[R xmt xi℄ ^ eÆR [R xmt yj℄) [B exp su
(i)℄ ^ eÆR [R xmt yj℄ [by axiom B5 below℄) [B exp su
(i)℄ unless [B1 snd xsu
(i)℄ ^ eÆR [R xmt yj℄ [by Inv below℄) [B exp su
(i)℄ until [B1 snd yj℄ [by temporal logi
℄) � ([B exp su
(i)℄ ^ [B exp j℄) [by axiom B5 below℄) j = su
(i)q.e.d.The property Inv below states that the agent B should retain its expe
ted sequen
e numberuntil it sends a message indexed with this number. This property follows immediately fromthe axiom (B6) below.thm (Inv) : [B exp i℄) [B exp i℄ unless [R xmt xi℄This leads to the enri
hment of the spe
i�
ation TCP-Implementation by the following twoaxioms. The �rst states that B immediately swit
hes to the next sequen
e number aftersending the message with the expe
ted number. The se
ond axiom 
laims that the expe
tednumber is the su

essor of the number of the message previously delivered on R.enri
h TP-Implementation bypropertiesaxm (B5) : [B1 snd xi℄) [B exp su
(i)℄ ^ e�B [B exp i℄axm (B6) : [B exp su
(i)℄) [R xmt xi℄ _ e�R [R xmt xi℄This essentially 
on
ludes the derivation: we have set up spe
i�
ations for our agents A andB that ensure the desired behavior of the overall network. What remains to be done is to
he
k whether these spe
i�
ations are feasible.Ensuring ImplementabilityThe �rst issue to be 
onsidered about the spe
i�
ations of A and B is their 
onsisten
y. Thisis no problem for the properties (A1) � (A3) and (B1) � (B6); one 
an easily 
he
k that thereare models for these spe
i�
ations. Another important 
onstraint that we have to 
he
k isthe boundness of the memories of both A and B.The properties (A1) and (A3) guarantee that the agent A 
an a

ept a new message from itsinput stream S only if the previous message has already been a
knowledged. This meansthat the agent A maintains a window of size one and needs to store only the last messagere
eived. On the other side, the agent B needs only to remember the expe
ted sequen
enumber, be
ause, if the agent B re
eives a message xi, then either i is less than the expe
tedsequen
e number, i.e. xi has already been re
eived and delivered, or i is the expe
ted sequen
enumber. It is impossible for i to be greater than the expe
ted sequen
e number, be
ause themessage xi 
annot have been sent by A if B is still expe
ting a message with index i.Moreover, it is ne
essary, for the proper fun
tioning of the data-transfer proto
ol, that theagents A and B initially agree on the same sequen
e number, that is A starts to send messageswith the sequen
e number expe
ted by B. To a
hieve this, we need the so-
alled three-way
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ol.Summary of the Stenning Proto
olSumming up, we obtain the following spe
i�
ation for the agents A and B, whi
h together
onstitute the so-
alled Stenning proto
ol [Ste76℄. In this spe
i�
ation, we have already in-
luded a little optimization: for the a
knowledgment it is 
learly suÆ
ient for the sequen
enumber, and not the whole message, to be sent ba
k. (We have marked those properties thatfollow the other properties with an asterisk).spe
ifi
ation TP-Implementation...propertiesaxm (S1) : [S xmt xi℄ ^ eÆS [S xmt yj℄ ) j = su
(i)axm (A1) : [A snd xi℄ ) e�S [A r
v exi℄axm (A2) : 4+S [A r
v xi℄) �U [A snd exi℄axm (A�3) : [A snd xi℄ ^ �Y :[A r
v i℄ ) �� [A snd exi℄axm (B1) : 4+R [B snd xi℄ ) e�V [B r
v exi℄axm (B�2) : 4+X [B snd i℄ ) � [B r
v xi℄axm (B3) : [B r
v xi℄) ��R [B snd exi℄axm (B�4) : [B r
v xi℄) �X [B snd i℄axm (B5) : [B1 snd xi℄) [B exp su
(i)℄ ^ e�B [B exp i℄axm (B6) : [B exp su
(i)℄) [R xmt xi℄ _ e�R [R xmt xi℄Here, we have provided here a very rigorous spe
i�
ation, whi
h makes an in�nite numberof attempts in the 
ase of failure. In pra
ti
e, one has a variant of this spe
i�
ation, whi
hworks with a timeout me
hanism. That is, after a 
ertain number of retransmissions withouta
knowledgments a failure is reported to the sender.6.3.5 The Three-Way HandshakeGenerally, in 
omputer networks, 
onne
tions between proto
ol entities are not maintainedpermanently, rather a 
onne
tion will be established whenever the entities have data to ex-
hange, and will be 
losed if all user data have been properly transmitted. The purpose ofthis se
tion is the spe
i�
ation of the 
onne
tion-establishment proto
ol. One of the primaryfun
tions of this proto
ol is to ensure that the agents A and B initially agree on the samesequen
e number. Unfortunately, this initial agreement also has to be established via theunreliable medium Net, whi
h slightly 
ompli
ates the pro
ess. In short, we need a doublea
knowledgment in order to guarantee that an agreement has indeed been rea
hed.



CHAPTER 6. APPLICATIONS 87Intuitive ExplanationLet us again illustrate the working of the proto
ol on intuitive grounds, before we 
ommen
ewith formal derivations and proofs. Under normal 
ir
umstan
es, the 
onne
tion establish-ment pro
eeds as follows:� The sender A initiates the establishment of a 
onne
tion by sending a spe
ial message(\Init"), indi
ating A's initial sequen
e number (Figure 6.3).
xi

InitiA1

A2

B1

B2
Net

NetFigure 6.3:� As long as the re
eiver B is not 
onne
ted to A, every re
eived message ex
ept aninitiating one will be dis
arded. Intuitively speaking, if B re
eives an initiating message,it adopts its sequen
e number and a
knowledges the re
eipt of the initiating message.Unfortunately, this does not always work, due to the unreliability of the mediumNet. A failuremay arise if the agent B re
eives an old initiating message while A is trying to establisha new 
onne
tion. This may lead to the following situation: immediately after re
eivingan old initiating message, the agent B re
eives an old message with the expe
ted number.A

ordingly, B will deliver this message, although is obviously a dupli
ate of one whi
h hasalready been delivered.It is therefore very important for B to be able to distinguish between an old and a newinitiating message. Hen
e, if B is not 
onne
ted to A and re
eives an initiating message, itmust �rst �nd out whether it is a left-over or not. We propose the following establishmentpro
ess, based on proto
ols presented in [Tom75℄ and [SD78℄:� If B is not 
onne
ted and re
eives an initiating message with the sequen
e number i,then B adopts this number and sele
ts a se
ond number j (its own), whi
h it has neverused before, i.e. B retains a pair of sequen
e numbers. From now on, B a
knowledgesthe re
eipt of the initiating message by sending the pair (ijj) until a message indexedwith this 
ombination arrives; this is 
learly a new message, be
ause j is unique.� When A re
eives the a
knowledgment (ijj), it set its sequen
e number to (ijj) and thenormal transmission (as des
ribed earlier) 
an start, with the ex
eption that in the startphase A sends the messages whi
h were originally indexed with i with the 
ombinationindex (ijj).� If B re
eives a message indexed with (ijj), it delivers the message, swit
hes to thesu

essor of i, and a
knowledges i. From this point on, the transmission pro
eedsexa
tly as des
ribed in Se
tion 6.3.4.



CHAPTER 6. APPLICATIONS 88The greatest potential danger in this arrangement arises when, during the set-up pro
ess, Ba
knowledges { due to delays in the network { an earlier 
onne
tion establishment. Then ween
ounter a situation of the following kind:� During the set-up phase, the sender A re
eives a wrong a
knowledgment from B, whi
htries to 
on�rm an outdated 
onne
tion message.� A rea
ts to su
h erroneous messages by sending a \Reinit" message, 
arrying a number
ombination of the number that B apparently is looking for and the original sequen
enumber sele
ted by A. And B simply ignores the initiation attempts from A, be
ause itis not yet 
onne
ted.� Upon re
eipt of the \Reinit" message (with the 
orre
t sequen
e number), B adopts thenew number 
ombination, be
ause it is 
arrying the number that B has newly 
hosen.Hen
e, we establish the \normal" situation des
ribed above.The \Init" messages will be repla
ed by the \Reinit" messages. The di�eren
e between themis that \Init" messages are indexed with a single sequen
e number, the \Reinit" messageswith a pair of numbers.Formal DerivationBased on this intuitive understanding, we may now start with the formal derivation. This shallin parti
ular 
larify the exa
t requirements needed for the agents A and B, thus providing asuÆ
iently pre
ise spe
i�
ation of their behavior. The goal we have to establish is the propertystating that when the sender A initiates a 
onne
tion and the re
eiver B is not 
onne
ted([B exp ?℄), then both agents will eventually agree on the \same" sequen
e number; that isthm (TP4) : [A snd Initi℄ ^ [B exp ?℄) 9 j : � ([A seq ijj℄ ^ [B exp ijj℄)This is a liveness property; its derivation therefore depends on the feedba
k fa
ility. But,of 
ourse, we 
an take advantage of the properties that have already been demonstrated inprevious se
tions.Proof of (TP4): We have to distinguish two 
ases, viz. a non
onne
ted agent B (i.e. B is notexpe
ting any sequen
e number) and an already 
onne
ted agent B.� Case1: Init i is delivered to B without any delay, that is before any old initiatingmessage arrives at B. In this 
ase Init i rea
hes B when B is not 
onne
ted. Hen
e, wehave [A snd Init i℄ ^ [B exp ?℄) [A snd Init i℄ ^ � ([B exp ?℄ ^ [B r
v Init i℄) [by TP1℄) [A snd Init i℄ ^ � (9 j : [B exp ijj℄) [by axiom B7 below℄) 9 j : � ([A seq ijj℄ ^ [B exp ijj℄) [by Conne
t below℄� Case2: An old initiating message Initk rea
hes B before Init i. We dedu
e:



CHAPTER 6. APPLICATIONS 89� [A snd xk℄ ^ � ([B exp ?℄ ^ [B r
v Initk℄)) � [B exp kjj℄ ^ � [A snd xk℄ [by axiom B7 below℄) � [B exp kjj℄ ^ �:[A snd xkjj℄ [by Unique below℄) � ([B exp kjj℄ ^ �:[B r
v xkjj℄) [by temporal logi
℄) � (�� [B2 snd kjj℄ ^ [B exp jjk℄) [by axiom B8 below℄) � (�� [A2 r
v kjj℄ ^ [B exp kjj℄) [by Thm2℄) � (�� [A1 snd Reinit ijj℄ ^ [B exp kjj℄) [by axioms A4, A5 below℄) � (� [B r
v Reinit ijj ℄ ^ [B exp kjj℄) [by IP1℄) � ([B r
v Reinit ijj℄ ^ [B exp kjj℄) [by axiom B5℄) � [B exp ijj℄ [by axiom B9 below℄) � ([A seq ijj℄ ^ [B exp ijj℄) [by Conne
t below℄q.e.d.This leads to the enri
hment of the spe
i�
ation TP-Implementation with the followingaxioms. Axiom (A4) states that if the agent A is trying to establish a 
onne
tion, then A
ontinues to do so until it re
eives an a
knowledgment of its 
onne
tion request. Axiom (A5)
laims that if A re
eives an unexpe
ted a
knowledgment, it rea
ts immediately by sendinga \Reinit" message. Axiom (B7) states that if B is not 
onne
ted and re
eives an \Init"message, then B adopts the sequen
e number of this message. Axiom (B8) ensures that Ba
knowledges the pair (ijj) until it re
eives a message indexed with this pair. And, �nally,axiom (B9) states that if B re
eives a \Reinit" message whose se
ond index is expe
ted by B,then B adopts the pair of sequen
e numbers arriving with the \Reinit" message.enri
h TP-Implementation bypropertiesaxm (A4) : [A seq Initi℄ ^ � : [A r
v ijj℄ ) � [A seq Initi℄axm (A5) : [A seq Initi℄ ^ [A2 r
v kjj℄ ) � [A1 snd Reinitijj℄axm (B7) : [B exp ?℄ ^ [B r
v Initi℄ ) 9 j : � [B exp ijj℄axm (B8) : [B exp ijj℄ ^ �: [B1 r
v xijj℄) �� [B2 snd ijj℄axm (B9) : [B r
v Reinitijj℄ ^ [B exp kjj℄) � [B exp ijj℄Further, we have to prove the following property (Conne
t):thm (Conne
t) : [A snd Initi℄ ^ � [B exp ijj℄) � ([A seq ijj℄ ^ [B exp ijj℄)The theorem (Conne
t) is a property a

ording to whi
h the behavior of the agent A de-pends on some events that will happen on the re
eiver side B. Following our prin
iples ofdevelopment, we have to re�ne this property to individual properties.Proof of (Conne
t):[A snd Init i℄ ^ � [B exp ijj℄) � [B exp ijj℄ ^ � [A r
v ijj℄ [by TP2℄) � [B exp ijj℄ ^ � [A seq ijj℄ [by A6 below℄) � ([B exp ijj℄ until [B r
v xijj℄) ^ � ([A seq ijj℄ until [A2 r
v i℄) [by B5 and A3℄) � ([B exp ijj℄ until [B r
v xijj℄) ^ � ([A seq ijj℄ until [B r
v xijj℄) [by TL℄



CHAPTER 6. APPLICATIONS 90) � (([B exp ijj℄ ^ [A seq ijj℄) until [B r
v xijj℄) [by temporal logi
℄fsin
e [B r
v xijj℄) � [A seq ijj℄g) � ([B exp ijj℄ ^ [A seq i℄)q.e.d.Consequently, we have to enri
h the proto
ol spe
i�
ation with the following axiom statingthat the agent A adopts the sequen
e numbers of the a
knowledgement of its 
onne
tionrequest.enri
h TP-Implementation bypropertiesaxm (A6) : [A seq Initi℄ ^ � [A2 r
v ijj℄ ) � [A seq ijj℄To �nish, we have to establish the following property:thm (Unique) : [A snd Initi℄ ^ � ([A snd xk℄ _ [A snd xkjj℄)) �:[A snd xkjj℄A
tually, the property above 
on
erns only the behavior of the agent A. However, its realiza-tion depends strongly on the behavior of B: if the agent B always 
hooses a se
ond sequen
enumber whi
h it has never 
hosen before, then the above property is satis�ed without addingany property referring to the behavior of A. Therefore, we add the following axiom to thespe
i�
ation of the agent B:enri
h TP-Implementation bypropertiesaxm (B10) : [B2 snd ijj℄ ^ � [B2 snd kjl℄ ^ i 6= k ) j 6= lThis �nishes the proof that agreement between the agent A and B will eventually be rea
hed.As a 
onsequen
e, the data-transfer proto
ol has to be slightly modi�ed su
h that just afterestablishing a 
onne
tion both agents have to deal with pairs of sequen
e numbers insteadof one number. This again is an internal arrangement, be
ause the agent A adds a se
ondsequen
e number to the messages re
eived on the stream S and, on the other side, the agentB deletes this number before delivering a message on the stream R.Ensuring ImplementabilityAs shown in the previous se
tion, sequen
e numbers are relevant in the arrangement of mes-sages in the right order. Based on the network properties (Net1) and (Net2), the properfun
tioning of the proto
ol 
an only be assured if the set of sequen
e numbers is in�nite.However, as soon as we de
ide to implement the proto
ol, we must 
onsider a �nite set ofsequen
e numbers, be
ause we have to deal with a bounded memory.Finite Sequen
e Numbers: In our development, we have 
onsidered a network in whi
hmessages may be delayed inde�nitely. In pra
ti
e, however, a message may not be storedin the network beyond a maximum lifetime L. That is, if a message is introdu
ed into thenetwork at a time T , then if it has not been delivered to its destination by the time (T + L)it is lost and will never be delivered. In order to a
hieve the proper fun
tioning of the
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ol with a �nite set of sequen
e numbers, we have to take this lifetime property intoa

ount. Therefore, we add a real-time property to the spe
i�
ation of the network, statingthat a pa
ket 
annot reside longer than L time units in the network. Obviously, this requiresquantitative reasoning.In order to be able to express su
h a property, we introdu
e a metri
 d on the set of 
olors(abstra
t time-stamps). We denote by d(x; y) the time interval between the transmissions ofx and y. We enri
h the spe
i�
ation Network with the following property:enri
h Network bypropertiesaxm (Net3) : [Net r
v xi℄ ^ � [Net snd exi℄ ) d(x; ex) < LThis property says that the time interval between introdu
ing a message into the network anddelivering it 
annot ex
eed L time units. A

ording to this extension, some modi�
ations inthe TCP-implementation are needed in order to adapt it to the new property of the underlyingnet. However, the properties of the agent A are not a�e
ted by this modi�
ation. All weneed to do is modify the axiom B10:enri
h TP-Implementation bypropertiesaxm (B010) : [B2 snd ijj℄ ^ � [B2 snd kjpred(j)℄ ) d(i; k) > LAssuming that sequen
e numbers are also 
olored, this property guarantees that the agentB 
annot sele
t the same sequen
e number in a time interval whi
h does not ex
eed L timeunits. Note that from now on the agents A and B use a 
y
li
 set of sequen
e numbers.Consequently, we add the following properties to the spe
i�
ation of sequen
e numbers:enri
h Seq-Numbersignaturefun Max-Num ; Min-Num : Seq-Numberpropertiesaxm su
(Max-Num) = Min-Numaxm pred(Min-Num) = Max-NumBe
ause the safety property (TP1) and the liveness property (TP2) do not depend on sequen
enumbers, their proofs are a�e
ted by these modi�
ations, whereas the property of preservingthe order of messages (TP3) must be veri�ed again.Keeping the Order of Messages: In Se
tion 6.3.4, we proved that the whole system
an preserve the order of messages using sequen
e numbers. This result is based on theassumption that we have an in�nite set of numbers at our disposal. Be
ause we now haveonly a �nite set of numbers, the property of preserving the order of messages (TP3) has to beveri�ed again. So we have to modify the behavior of the agents A and B in su
h a way thatthe order of messages will be preserved, even if we use a �nite set of sequen
e numbers.



CHAPTER 6. APPLICATIONS 92Proof of TP3:Assuming that [R xmt xi℄ ^ eÆR [R xmt yj℄, we distinguish by axiom (B5) and (B9) two 
ases:� Case1: There was no 
onne
tion release between the a

eptan
e of xi and yj by theagent B. So in this 
ase j is the su

essor of i and we dedu
e:� ([B r
v xi℄ ^ [B exp su
(i)℄ until [B r
v ysu
(i)℄)) � ([A snd exi℄ ^�+ [A snd eysu
(i)℄ ^ [A1 snd exi℄ until [A1 snd eysu
(i)℄) [by Thm9; 9℄) � ([A snd exi℄ ^ eÆU [A snd eysu
(i)℄) [by TL℄) � ([S xmt eexi℄ ^ eÆS [S xmt eeysu
(i)℄) [by axiom A1℄) � ([S xmt exi℄ ^ eÆS [S xmt eysu
(i)℄)� Case2: A 
onne
tion release and establishment o

urred between the re
eipt of xi andyj by B. We obtain the following situation:[B r
v xi℄ ^ �+ ([B exp ?℄ ^ [B r
v Init jjk℄ ^ [B r
v yjjk℄))The proof pro
eeds similarly to 
ase1 above.The proof of (TP3) is based on the properties (Thma) and (Thmb), in whi
h both agents Aand B o

ur. Following our development prin
iples, these properties should be repla
ed byindividual properties. The �rst theorem states that if the agent B re
eives two messages with
onse
utive sequen
e numbers, then they have been on
e sent by A in the same order as theyrea
hed B.thm (Thma) : ([B r
v xi℄ ^ � [B r
v ysu
(i)℄)) � ([A snd exi℄ ^ �+ [A snd eysu
(i)℄)Proof of Thma:We perform this proof by 
ontradi
tion. We start from the two assumptions:(�) ([B r
v xi℄ ^ � [B r
v ysu
(i)℄)(��) :� ([A snd exi℄ ^ �+ [A snd eysu
(i)℄)Then we dedu
e) � [A snd exi℄ ^ � [A snd eysu
(i)℄ [by (�) and Net2℄) � ([A snd eysu
(i)℄ ^ �+ [A snd exi℄ ^ :[A snd eysu
(i)℄until [B r
v xi℄) [by (��) and TL℄) d(ey; ex) > L ^ d(y; ey) = d(ey; ex) + d(ex; y) [by axiom A7℄) d(y; ey) > Lfby Net3 we have d(y; ey) < Lg
ontradi
tion!q.e.d.This leads to the addition of the following property to the spe
i�
ation of the behavior of A.This property states that whenever the agent A sends a message with sequen
e number i andlater a message with the prede
essor of i, then the time interval between their transmissionsmust be greater that L time units. Note that this reasonning is based on the property (S0,)whi
h now means that messages on the stream S are indexed with 
y
li
 sequen
e numbers.Moreover, we assume that the set of sequen
e numbers in
ludes at least two elements.
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h TCP-Implementation bypropertiesaxm (A7) : [A snd xi℄ ^ � [A snd ypred(i)℄ ) d(x; y) > LThe following theorem 
laims that if the agent B remains 
onne
ted between the a

eptan
esof two messages with 
onse
utive sequen
e numbers, then the agent A was also 
onne
tedduring the transmission of these messages.thm (Thmb) :([B r
v xi℄ ^ [B exp su
(i)℄ until [B r
v ysu
(i)℄)) � ([A1 snd exi℄ until [A1 snd eysu
(i)℄)Proof of Thmb:We perform proof of (Thmb) by 
ontradi
tion. We start from the two assumptions:(�) � ([B r
v xi℄ ^ [B exp su
(i)℄ until [B r
v ysu
(i)℄)(��) :([A1 snd exi℄ until [A1 snd eysu
(i)℄)Then we dedu
e� ([A snd exi℄ ^ [A snd eysu
(i)℄) [by (�), Thma ℄) 9zj : � ([A snd exi℄ ^ �+ ([A snd zj ℄ ^ �+ [A snd eysu
(i)℄)) [by (��), TL℄) � ([A snd exi℄ ^ �+ ([A snd zj ℄ until [A2 r
v j℄)) [by axiom A4℄) � ([A snd exi℄ ^ �+ ([A snd zj ℄ until ([B exp j℄ ^ [B r
v zj ℄))) [by TL℄) � ([A snd exi℄ ^ �+ ([A snd zj ℄ until ([B exp j℄ ^ [B r
v zj ℄))) [by (�), TL℄) � ([A snd exi℄ ^ �+ ([A snd zj ℄ until [B r
v ysu
(i)℄)) [by (�),TL℄) � (� [A snd ysu
(i)℄ ^ [A snd exi℄ ^ :[A snd eysu
(i)℄until [B r
v ysu
(i)℄)) d(ey; ex) > L ^ d(y; ey) = d(ey; ex) + d(ex; y) [by axiom A7℄) d(y; ey) > Lfby Net3 we have d(y; ey) < Lg
ontradi
tion!q.e.d.The proof of 
ase2 (TP3) pro
eeds similarly to the proof of 
ase1. However, we have to add tothe spe
i�
ation of the agent A a similar axiom to (A7) dealing with \Init"-messages. Thus,we enri
h the TP-implementation by the following axiom, whi
h states that if the agent Asends a message with the sequen
e number i and later it sends an \Init"-message with thisnumber, then the time interval between these two transmissions should be greater than Ltime units.enri
h TCP-Implementation bypropertiesaxm (A8) : [A snd xi℄ ^ � [A snd Initi℄ ) d(x; Init) > LThis 
ompletes the spe
i�
ation of the transport proto
ol.



Chapter 7Con
lusions and Related WorksWe believe that the approa
h presented in this work is a valuable 
ontribution to the formaldevelopment of 
ommuni
ation proto
ols. It provides a formalism based on a 
ombinationof algebrai
 spe
i�
ations and temporal logi
. This 
ombination results in a formal languagefor des
ribing data aspe
ts and behavioral aspe
ts in a uni�ed framework. Many attemptshave been made to 
ombine pro
ess des
ription and data-type spe
i�
ation te
hniques indeveloping 
on
urrent and distributed systems. One of the most important examples is thespe
i�
ation language LOTOS [Inf87℄, whi
h is based on the 
ombination of CCS and thealgebrai
 spe
i�
ation language ACT ONE [EM85℄. LOTOS has been applied to the spe
-i�
ation of proto
ol standards. From a pra
ti
al point of view, the spe
i�
ation languagepresented here 
an be applied to verify properties of proto
ol standards written in LOTOS,be
ause it 
an des
ribe proto
ols at a more abstra
t level. Another interesting approa
h is theintrodu
tion of temporal logi
 in Z notation (see e.g. [DS89℄and [Fid92℄). Although temporallogi
 does not in
rease the expressive power of the notation, the uni�
ation of Z and temporallogi
 provides an elegant way for reasoning about 
on
urrent and distributed systems [DS89℄.Just as interesting is the uni�
ation of algebrai
 spe
i�
ations and Petri nets, as suggestedin [Vau86℄. In this 
ombination, data elements are used instead of tokens, so that the size of
lassi
al Petri nets 
an be redu
ed and they be
ome more manageable [EPR93℄.One of the main obje
tives of our work is the extension of temporal logi
, by indexing tem-poral operators, in order to a
hieve modularity. The obtained logi
 gives rise to a formal-ism that supports hierar
hi
al development of 
ommuni
ation proto
ols in a modular style.Furthermore, a justi�
ation rule for 
omposing spe
i�
ations and a proof rule for verifyingre�nements are given. In our approa
h, the 
omposition of temporal spe
i�
ations is madeby 
onjun
tion, and re�nements are veri�ed by logi
al 
onsequen
es. Moreover, re�nementsmeet the requirements of [ZCdR92℄, whi
h state that transformations should be verti
allyas well as horizontally 
omposable. This was shown in Se
tion 5.3. Verti
al and horizontal
omposability enable us to develop system 
omponents independently.Many attempts have been made to a
hieve 
ompositionality and modularity of temporallogi
. One important approa
h uses the notion of \stuttering", whi
h was introdu
ed byLamport [Lam83
℄. In this approa
h, the behavior of a system is 
onsidered to be 
losedunder stuttering, i.e. �nite repetition of states in sequen
es. In [AL89℄ Abadi and Lamportproved that 
omposition of relay/guarantee temporal spe
i�
ations is made by 
onjun
tion94
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losed under stuttering. The idea of stuttering has also been applied to theTLA (temporal logi
 of a
tions) proposed in [Lam94℄. In 
ontrast to other temporal logi
s,a
tion formulas refer to a pair of states instead of to a single state. Su
h an a
tion formulades
ribes the a
tion that transforms the �rst states into the se
ond in one step. In orderto a
hieve 
ompositionality, a
tion formulas are indexed with program variables, allowingthe modi�
ation of these variables to be delayed. In this 
ontext, it is ne
essary to add tothe spe
i�
ation an assertion whi
h ensures that the a
tion should not be in�nitely delayed.Composition of spe
i�
ations is then made by 
onjun
tion, and re�nement by impli
ation.In the approa
h presented in [BKP84℄, modularity is a
hieved for temporal logi
 in thatpropositions whi
h distinguish between transitions e�e
ted by a module and those performedby the environment are introdu
ed. It should be noted that our proof rules are simpler andeasier to apply than 
omparable proof rules based on state-transition models, e.g. [BK83,MP83, BKP84℄. In our opinion, indexing of temporal operators is an elegant way to a
hievemodularity and 
ompositionality of temporal logi
.Apart from the extension made to a
hieve modularity, we had to extend our temporal logi
in order to be able to express desired properties of 
ommuni
ation proto
ols. It has beenshown that a large 
lass of proto
ol properties 
annot be expressed in linear temporal logi
.This inexpressiveness problem is 
aused by the inability of temporal logi
 to uniquely identifymessages on an in�nite stream. Most attempts, e.g. [Koy92℄ and [Pnu92℄, over
ome thisproblem by assuming that messages transmitted on 
hannels are pairwise distin
t. In otherapproa
hes, su
h as [NGO86℄ and [Hai82℄, unique identi�
ation of messages is made impli
itlyby reasoning about histories instead of deta
hed messages. In our approa
h, we have extendedour semanti
al model by introdu
ing 
olors, whi
h serve as unique identi�ers for messageson streams. In the 
ourse of the investigation, it be
ame 
lear that we need a hierar
hyof equivalen
e 
lasses of 
olors in order to be able to des
ribe both reliable and unreliablesystems. This extension does a
tually in
rease the expressive power of the logi
, while not
ompli
ating the des
ription of proto
ol properties. It should be stressed that 
olors were
onsidered only at the 
on
eptual level, and they do not in
uen
e in any fashion the properfun
tioning of agents. In fa
t, their introdu
tion at the synta
ti
al level depends on whetheragents may test 
olors or not.Chapter 6 served to demonstrate that the methodology 
an be applied to problems thatapproa
h real-world 
omplexity. One important point is that a proto
ol spe
i�
ation is de-veloped step by step, starting from a requirements spe
i�
ation whi
h des
ribes the servi
esprovided by the proto
ol. Another point is that in the �nal produ
t, whi
h is a re�nementof the requirements spe
i�
ation, the properties of the individual proto
ol entities are statedin isolation: an agent o

urs only in the formulas that 
on
ern its individual behavior. Thisis very important in the 
ontext of distributed systems, be
ause the proto
ol entities will beimplemented in separate lo
ations. Although the Alternating-Bit proto
ol, the CSMA/CDproto
ol, and the Three-Way Handshake are relatively simple, we feel that the methodology
ould be applied in the development of more 
omplex proto
ols.A limitation of our formalism is its unsuitability for reasoning about real-time properties ofproto
ols, su
h as time-out and performan
e. The temporal operators used here are suit-able for reasoning about qualitative properties, but 
annot deal with quantitative temporalrequirements. However, this does not 
ause any diÆ
ulties, be
ause our methodology 
analso be applied when using a formalism that 
an express real-time properties instead of linear
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. A
tually, su
h a formalism is no more that a slightly extended version of thetemporal logi
 used here. Among many 
andidates, we 
ite the TPTL introdu
ed in [AH89℄,the real-time temporal logi
 de�ned in [Ost87℄, and the metri
 temporal logi
 proposed in[Koy92℄.
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