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Abstract—We present in this paper a solution that increases card service. The error handling is performed through applying
the dependability of a Java Card Grid platform by improving  a passive replication strategy at card services level and through
the grid service availability and continuity. Our solution is based extending this strategy with the possibility to substitute the

on fault prevention and fault tolerance. It mainly tolerates failed d ice b it foth d . Th
material faults, communication faults, and faults related to the alled card service by a composiuon of other card services. The

easy mobility of a smart card. Fault tolerance assures that the recovery by composition is possible when the abundance and
grid provides the appropriate answer to the client despite the the diversity of services, held in the grid, allow composition of
failure of the active card service. It is implemented by applying a card services having varied complexity degrees. We preserve
passive replication strategy at card services level as well as by the ot the nassive replication strategy the aspects of replication
possibility to substitute the failed card service by a composition o - - o
of other card services. Fault prevention permits to prevent the and passivity of rEp“Ca_S' As card services we deal W'_th In
use of an unavailable card service in order to avoid the need this work are stateless, it becomes useless to synchronize the
for a recovery. The evaluation of execution times shows that the duplicates. The possibility to substitute a failed card service
overhead of the added software layer is relatively acceptable by a composition of services permits to tolerate the fault even
either when there is no fault or when the recovery is made 4 secondary replicas are unavailable (failed, retired of the
by replication. However, the overhead is much bigger when the . . . R
recovery is made by composition. grid, or alr_e_ady active). It also allows,_lf the duplication is
only intensified at elementary card services level, to favor the
recovery by composition of services.
l. INTRODUCTION The fault tolerance layer that we designed and implemented
An inherent problem of distributed systems is their dependhcludes three software components: the recovery manager,
ability [4], [16]. Indeed, the dependability is the propertyhe global service registry, and the message monitor. The
that allows system users to grant a justified confidence itderaction between these components is transparent to the
the delivered service. It answers to several requirements suder and assures a fault tolerant execution of his application
as the reliability, the availability, the maintainability, and then the JCG platform. Also, it was designed in such a way that
security of the system. permits to deal with the possible faults that can occur during
The Java Card Grid platform (JCG) [3], [7], [10] is a disthe handling of a previous error. In addition, we improved
tributed platform that is particularly secured since it is baseble global service registry architecture in order to prevent the
on the Java Card technology [12], [17]. However, it doesnitse of an unavailable card service. We implemented some
consider the handling of faults related to cards and thgirevention mechanisms such as monitoring of events and
readers such as a dysfunction of the card or its reader, or thegcess in mutual exclusion.
extraction in inattentive or malicious way. These faults, whe@ur evaluation tests show that our approach minimizes the
they occur at execution time, affect the grid state and lead égecution time overhead when there is no fault, and keeps
the omission failure of the JCG platform that becomes unaldeproportionally acceptable execution time compared to the
to answer to the client’s request. Even when they occur whildtial one when the recovery is based on replication. However,
cards are inactive, they may affect the service availability the recovery by composition, although it is not expensive from
the grid. the resources replication perspective, seems to be costly from
The JCG platform dependability was seen only from thihe execution time perspective.
security angle [3], [7], [9], [10], [15] and in our knowledgeThis paper is organized as follows. We describe in section
no prior work treated reliability and availability issues i?2 the JCG platform that we deployed. In section 3, we
a JCG. In this paper, we present a solution that increasmsumerate the faults that we tolerate in the JCG and present
the dependability of a JCG platform by improving the gridhe fault tolerance layer. In section 4, we present the faults to
service availability and continuity. Our solution is based oprevent and the different prevention procedures. Then, section
fault prevention and fault tolerance. It takes the fault handlirig discusses the evaluation results of our approach. Section 6
into account by preventing the reuse of a failed service. ptesents next the related works and the necessary background.
also handles the error by assuring that the grid provides tié finally conclude and present perspectives of our work.
appropriate answer to the client despite the failure of the active



II. THE JAVA CARD GRID PLATFORM IIl. FAULT TOLERANCE IN THEJCG

We set up a Java Card Grid [3], [7], [10] at small scale |n our approach, error handling can be either by replication
constituted from a set of Java cards (in our case 4 Java car@\s})y card service composition.
and card readers. A photo of the grid is shown in figure 1 anghe recovery by replication is a JCG recovery in which
the corresponding hardware architecture is presented in figeig occurred error is handled using a passive replication. A
2. The software infrastructure is made of two layers: a lowgplica corresponds to the couple: card service, smart card. The
level layer that manages communications between clients ai¢ondary service may not be an identical copy of the primary
cards. The second layer, can be considered high-level, has ggfy service. In fact, the java card grid platform has service
vice oriented architecture and includes phases of publicatigf¥iented architecture with many possible service providers.
diSCOVery, invocation, and CompOSition of services. A Carﬂ]e recovery by Composition iS a JCG recovery in Wthh the
service represents an applet installed in the card and contaiggurred error is handled by substituting the failed service
methods that can be invoked through APDdommands. py a composition of other card services. This composition is
Every card service has a descriptor so that it can be publishggnantically equivalent to the failed service.
by a service provider, discovered and invoked by a distaphe recovery manager, the global service registry, and the
client. The service descriptor [10] is an XML file describing'nessage monitor are the Software Components we developed

the interface of the applet that implements the service. We order to tolerate faults occurring in the JCG.
also developed the necessary tools for the composition of

card services on client side: a description language that is
XML-based and dedicated for card service composition, the Faults to tolerate in the JCG
orchestration engine that interprets this language, and a graphic

tool that facilitates the discovery, the invocation and the The faults that we tolerate in the JCG platform are mainly
composition of services in the JCG platform [5]. material faults, communication faults, and faults related to the

easy mobility of a smart card. Material faults include any
¥ dysfunction of the card or its reader. This dysfunction can
be, for example, the result of some problems in the electrical
alimentation of the card (or the reader). We also distinguish
the case where the card is saturated, that means it reaches the
maximal number of writing cycles on the card memory.The
smart card then becomes useless. Communication faults occur
when there is not any more connection with the card. We are
interested in the case where the connection between the card
reader and the grid server is failed.
The smart card portability and mobility motivate us to think
about faults related to the removal of a card (or its reader)
inattentively or even intentionally.

Fig. 1. The Java Card Grid platform.
B. The recovery manager

The recovery manager is composed of two main entities:
the recovery engine and the support modules. The recovery
engine executes the recovery logic. Available recovery actions
! are published via the manager interface.

! According to the architecture shown in figure 3, the recovery

! engine does not perform the recovery actions directly but,

! instead, uses a set of support modules. This implies that its
.I ! recovery capabilities depend on the functionalities provided by
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ond the used modules. The advantage of this solution is that the
single recovery modules can be updated, added or removed
easily and without having to implement the whole recovery

<> Secured channel

Physical links engine every time.
i The cryptographic protocol used for securing the communica-
| NETWORK tion between the client and the grid [15] requires the use of
session keys that must be shared only between the client and
Fig. 2. The JCG hardware architecture. the card (the grid server is not considered as a trusted entity).

Thus, only the client entity can construct secured requests and
send them to grid cards. In order to maintain secure execution,
LApplication Protocol Data Unit, protocol of communication with the cardthe recovery manager is implemented on the client side.
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Fig. 3. The architecture of the recovery engine.
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1) Recovery by replicationWe consider that each active Global services registry
service (i.e. service that is invoked by a client) in the JCG
is a primary service. Other equivalent services are secondary
services (even if they are activated by other clients). When the _ _ _

. L . . . - Fig. 4. The architecture of the global registry of services.
primary replica is failed, this module allows its substitution by
a secondary repllca_. The fa|le_d APDU Com".‘a_”d will be sent 1) Service classificationService classification consists in
back to the new primary service. The remaining commands

athering the equivalent services in only one group. In the

g:rs(;lr;i(:\/itgethe failed service, will be redirected to the negéme way equivalent service compositions are gathered in only

. . . one group since several different compositions can lead to the
2) Recovery by compositiorithis module permits to sub- group P

. . . " . me result. At the server starting, the card service manager
stitute the failed service by a composition of card serwces.j? g g

i ) : xplores the grid in order to catch descriptors of all available
exploits _the orchest_ranon engine [5.] developed for_ t_he p'atf"f rvices and to detect the localization of every service. Then,

roups.

module launches the orchestration engine to generate Greover, the classification module of the service compo-

;i_[r)]proprlate '.A,EPDU ctomtm_an:jhs and sendsi ihzm_ to tthgDr ions manager discovers all compositions description files
€ composition output 1S then encapsulated Iin an ocked in the server and creates the corresponding composi-

answer that will be returned to the calling application. Thﬁon groups

remaining commands, destined to the failed service, will bez) Interrogation of the global service registryThe inter-

alsgo ?:St'ttu:.e d .bg/ the t_same tﬁomp_osmon of dstehrwces. q rogation module allows querying the global service registry
). ap a!on. ometimes he primary and e Secondary, ;+ the existence of a secondary card service or a com-
services don’t have exactly the same description interfa

. . S fsition of services that can substitute a failed service. The
This could imply that the recovery by replication modul

is not able to communicate with the new service because, flority, while searching, is for secondary card services.
o . ; E)metimes, a service included in a found composition is
cannot recognize its messages. The adaptation module hi

the diff bet the two d otors by t formi 6C available. In this case, it is necessary to look for, if it
€ diiierences between the two descriptors by trans Orm'@%sts, another composition; otherwise to look for another
the exchanged messages.

. . . . service (or another composition) semantically equivalent to the
4) Sgrwce .search:Thls module prqwdes operatlon.s. Yy pavailable service. The priority is granted to the composition

dyna_\mlcally dlscover_a SeCOF‘daTy service or a composmqn iﬂriplicating the smallest number of services.

services when an active service is failed. Service composition

are previously described [5] and stocked in the grid server. In )

order to facilitate the service search functionality, we impld2- The message monitor

mented, on the server side, a global service registry containing=rror detection is essential to trigger the recovery process.

all necessary information about available card services in tberring the communication with a card service, any failed

grid as well as their possible compositions. APDU command provokes the generation of a server level

exception. It is theCardProxythat raises this exception when

the connection with the card becomes impossible and no

_ _ APDU answer is gotten. We chose, in our JCG platform,
A special Java Card applet must be present in every caffh jpcSE API to communicate with a Java card. This API

in the.JCG. It represen_ts a Ipcal serv_ice registry tha_t conFai_@§eS thePCSCExceptiorclass for PCSC1] related errors.

descr|pto_rs of al! services installed in the card. Since it Bvery exception has a symbolic representation expressing its

possible in the grid that a card moves from a reader to anothgfassage, reason code plus symbolic representation of reason

a service descriptor cannot contain any information about thg4e  The following table shows two examples of these

localization of this service. The secondary replicas cannot Q?mbolic representations. We then added to the software layer,
therefore defined in a static way. Having a global service

registry (see figure 4) gathering all the descriptors of available?a JNI (Java Native Interface) wrapper for PC/SC

C. The global service registry



TABLE |

Interaction 5:when the global service registry answer requires
EXAMPLES OF SYMBOLIC REPRESENTATIONS OF AN EXCEPTION IN THE

a recovery by replication, the recovery manager sends back

JPCSC API . )
the APDU command that has just been memorized toward the
secondary replica. Interactions 1 and 2 are then going to be

= : : . repeated. We emphasis this recursion in order to treat faults
ault symbolic representation of the exception X X X .
Card removal during acommunication SCardTransmit(): 0x8010002f, General error | that can eventually occur during the communication with the
Reader removal during acommunication with its . . .
inserted card SCardTransmit(): Ox11, General error secondary service. So we can have recursive recoveries when

a fault occurs during the handling of a previous error.
Interaction 5’: if a recovery by composition is required, the

. . recovery manager executes the composition of services using
responsible for fault tolerance in the platform, a module th - ; )
. - . - _.the JCG platform composition layer. Since the orchestration
supervises the communication between the client application

and the grid. This module that we catliessage monitatetects engine e_xecute_s the involved invoca tions through the pard
.service invocation layer, the handling of faults occurring

and recognizes any exception related to a fault occurnr&%. - L
. . . ring the composition execution is always assured.
during the communication with a Java card. Thessage

monitor must afterwards send back the exception toward the

: T IV. FAULT PREVENTION
client application in order to start the recovery process.

A. Faults to prevent

The main fault that we aim to prevent is the use of a failed

o . ) or unavailable card service. Indeed, the user can inattentively
If any service invocation is fault tolerant in the JCG, thg, ke a non-existent service in the grid, i.e. the card holding

user application involving several card services is necessatilys service is removed from the grid either during a previous
fault tolerant too. When a fault is happening, the different faulty ,munication with it or while it was inactive.
tolerance layer entities must interact all together in order 4§s yser can also choose to invoke, without knowing, an
detect the error and to ensure a correct service invocation. Westent but failed service, for example when the card holding
detail this interaction while commenting figure 5. is dead.
Interaction 1: before sending a request to the server, thfe simultaneous access of users to different services installed
in the same card is also a fault that could lead to an inconsistent

E. Interaction between Fault tolerance layer entities

IaJ[aJ[i‘ - — 5 service invocation. In fact, the virtual Java Card machine
ela)| & @ | Composition of services doesn’t support Java threads [17]. So at a time, only one applet
E]]%E S g Invocation of a card service can be executed in the virtual machine.
= = All these faults can be also committed by the fault tolerance
% % Q ® ® layer during the use of service (s) for the recovery process.
p = ; Besides, this layer can make mistakes related to descriptions
; @ @ 24 files of the service compositions such as using a description
5 ;:{ Recovery manager ] file that is not saved anymore in the server.
o H 1
ICG | Server @;@ Client B. Prevention procedures
In order to avoid the signaled faults, we characterized every
Fig. 5. Fault tolerant service invocation. card service object recorded in the global service registry by a

state that can be "available” or "unavailable”, and we improved
invocation layer keeps the request historic (APDU commanithe registry architecture by adding modules controlling the
name and localization of the card service ) in the recoveexistence of services in the grid as well as their states (see
manager. figure 6).
Interaction 2:the CardProxy sends, in turn, the request to the service having the "unavailable” state is a service that
considered service and waits for an APDU answer. The Jaasists in the grid but it is active or failed. The client entity
card holding the service is then active in the grid and if n@espectively the global registry interrogation module) must
fault occurs, the card service sends back its APDU answenverify the service state before choosing it for an invocation
the CardProxy which relays it to the invocation layer. (respectively for a recovery).
Interaction 3: if, during the communication, a fault occurs 1) Events monitoring in the JCG platfornithe updating
and no APDU answer is returned, the CardProxy raises amodule of the card service manager listens, through the
exception. The message monitor recognizes this exception dBentListener” module, any event occurring at the grid level.
notifies the problem to the recovery manager in order to trigg€hen, the events listener gives this information to tBen-
the recovery process. tAnalyser” module that does the appropriate actions to each
Interaction 4: the recovery engine starts recovery processnd of event.
execution by interrogating the global service registry about tiRarticularly, if a card is removed from its reader or a reader
existence of a secondary service or a composition of serviamntaining a card is removed, the events analyzer deletes,
to substitute the failed service. from the global registry, all services objects associated to the
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reserved (failed, inexistent, or already active), the reservation
module uses the interrogation module in order to find services
that can substitute the unavailable one and it proposes them
to the calling entity. This improves card service availability.
Every card service reservation or liberation must be followed
by an updating of the service state in the global registry, as
well as by a natification to clients so that they update their
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V. PERFORMANCEEVALUATION

We deployed a set of arithmetic services in the JCG and we
evaluated the service execution time in the grid with improved
dependability, compared to the service execution time in the
services held in this card. Next, it signals to the notificatioariginal grid. We also evaluated the cost of tolerating a fault
module to inform the client applications about the occurredlring the service execution. We didn’t take into account
event. The service list displayed on users’ side is then updategither the cost of the distant access to the grid nor the
in order to avoid that users invoke a card service alreadgst of securing the communication with the card services.
removed from the grid. We used a computer with a Pentium 4 processor 2.66 GHz,
The updating module of the service compositions manad@ving 256Mo size of memory, and IBM JCOP20 [2] cards.
also controls any suppression or storage of a compositidfe consider the service execution time the period separating
description file in order to update the compositions grouplse service invocation time and the result obtaining time.
in the global registry of services. We evaluated the execution time increase due to the improve-

2) Fault notification to the global service registry\e can ment of the JCG dependability, varying the service invocation
avoid the reuse of a failed service by updating the servieize (number of APDU commands sent to this service) and
state. The only component that can notify the service failutke number of clients connected to the grid. We invoked only
to the global registry is the message monitor. This correspormige time, then 10 times and 25 times the method adding
to the action 3’ in figure 7. The fault notification to the clientswo integers of the card servidgasicCount For invocations
can be through the global service registry, or directly througiontaining more than an APDU command, we used the service
the message monitor. The client entity will therefore proceeghmposition tool of the platform. We noticed that the resulting
to update the service list displayed to users, for example byerhead is very small (about 12%). This shows that the
coloring in red the failed services. Avoiding the reuse of service reservation and liberation operations, added by the
fault prevention layer, are very inexpensive. In fact, the invo-
cation layer liberates the invoked service only after obtaining

Fig. 6. Improved architecture of the global service registry.
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the invocation result. So, the time needed for the service
liberation isn’t included in its execution time. We also noticed
that the overhead is inversely proportional to the invocation

size. Since the service reservation is done only one time
during the invocation process, more the invocation execution
time increases more the influence of the time needed for the
service reservation becomes less considerable. In addition, we
remarked that increasing the number of clients connected to
| : the grid didn't increase the execution time overhead. This
: : ' result was expected since the naotification to clients of a service
IG | server d s Client reservation is made after sending the reservation result to the
concerned client. Hence, the necessary time for the notification
is not included in the service reservation time. Besides, on the
server side, clients’ requests to reserve services, to send APDU
commands, or to search services for recovery have always
failed card service can also be seen as a handling of a previpusrity with regard to the notification tasks.
fault in order to prevent it from happening again. In order to evaluate the fault tolerance cost, we invoked the
3) Access in mutual exclusion to the grid cards: order methodshort recurrentseries(short rankpf the card service
to avoid the fault of the simultaneous access to differeBeriesand we provoked a fault during this service execution.
services in the same card, we allow only mutually excludéthe method calculates the term having the rank entered as
accesses to the different grid cards. This enables to enspagameter, of the serie§,, .1 = (U, + U,—1) div 2 with
more secure and fast card service invocation. The accégs= 32766 andU; = 1. We measured the service execution
in mutual exclusion is applied by a mechanism of servideane while varying factors that may influence the recovery
reservation and liberation. If a card service is not ready to lbest such as the invocation execution time (by varying the
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Fig. 7. Fault notification to the global service registry.



data size and the invocation size), the fault instant, and tBependability [4], [16] is made using four techniques: fault
recovery nature. prevention, fault removal, fault forecasting, and fault tolerance.
The results, when the recovery is by replication, showékhe three first techniques aim to assure fault avoidance. Since
that the overhead is not very small but in our opinion there exist unavoidable faults, fault tolerance technique [13]
is generally acceptable. In fact, we noticed that, for thems to deliver correct service despite the presence of these
invocation containing only one APDU command, the recoveffaults. Fault tolerance is generally implemented using error
cost is more important when the fault occurs at the end of tdetection and subsequent system recovery which consists in
service execution. This is for the reason that after substitutidault handling and error handling. Fault handling prevents a
the service execution is not continued on the new card; itliscated fault from being activated again and error handling
rather triggered again on this card. For invocations containipgevents an error from leading to service failure. Error han-
more than one APDU command, the overhead values aliing is usually achieved by using a replication of the system
smaller. A fault provoked at the end of the invocation cacomponents or services. Two main replication policies are
induce a relatively weak recovery cost because on the clierged: active replication [19], [20] and passive replication [6],
side, the recovery concerns only the failed APDU commarjii4]. In the active replication (also called ttstate machine
independently of the previous commands. replication), the client's request is received and processed
When the recovery is by composition, the failed servidey all replicas. Then, each replica sends a response to the
is substituted by the composition of the two card servicedient. This technique ensures a fast recovery. However, it uses
BasicCountand Division implied by their respective methodsprocessing resources heavily.
short sum (short,shortiand short divide(short,short) The In the passive replication (also called tipgimary-backup
evaluation results showed a very big overhead especially wheplication), only the primary replica handles the client’s re-
the two card services are held separately in two differeqtiest and provides a response, while the other secondary repli-
cards. The fact that the cost of a recovery by compositimas are synchronized with the primary, usidgeckpointing
is higher than the cost of a recovery by replication is expectéstate transfer mechanisms). This technique uses less resources
since the failed APDU command is going to be replacatian active replication does. However, error handling is slower
by several commands, and because of the time needed dmice it needs a new primary replica reelection and sometimes
the code generation from the composition description file. the request reprocessing by this new primary replica. For this
the case where the new services are held in the same caedson, active replication is often considered a better choice
every APDU command sent to a service must be precededfby most real-time systems, and passive replication for most
sending a Select command. Whereas, in the case where aatbler cases [21].
service is installed in a Java card, selection commands are
necessary only one time during the composition execution.
This explains the fact that the recovery by composition of
services held separately in different cards is more expensivdn this paper, we proposed a solution to improve Java Card
than the recovery by composition of services held in the sar@Geid dependability, based on fault prevention and fault toler-
card. ance techniques. Fault tolerance is implemented by applying
a passive replication strategy at card services level. Moreover,
when a recovery by replication is impossible, our approach
exploits possible compositions of card services with varied
The Java Card Grid Project (JCGP) [8], [11] focused otomplexity degrees to substitute the failed service by a com-
the security aspects of the JCG. In fact, using Java cardspasition of other card services. Fault tolerance is transparent
the computing units on which applications and services ai® the user and supports a recurrent recovery that allows to
executed makes the grid a highly secured platform [3], [7deal with eventual faults occurring during the handling of a
[10]. These Java cards provide secure data storage as welp@vious error. Fault prevention procedures permit to prevent
secure code storage and execution. The JCGP also proposttaise of an unavailable card service so that they minimize a
solution that improves the JCG storage capacity, still insurimgcovery necessity. Thus, our solution ensures the grid service
a high security level [9]. In addition, communication securityavailability and continuity despite the presence of many faults
in the grid is realized by establishing a secure channel betwebat may occur in a JCG like platform.
the client application and the card service as well as betweEhe evaluation of execution times shows that the overhead
the cards themselves. To achieve this goal, JCGP membeirsthe added software layer is relatively acceptable either
designed their own cryptographic protocol [15]. It is clear thathen there is no fault or when the recovery is by replication.
all these works focused only on one attribute of the dependewever, the overhead is much bigger when the recovery is
ability which is the security attribute. Our work deals withy composition.
other dependability attributes particularly service continuitifor this fact, one of the perspectives of this work is to study
and availability. In our knowledge, no prior work dealt withthe reasons of the recovery by composition cost increase and
such dependability aspects in a JCG. Here, we proposetanfind solutions improving this kind of recovery. We also
approach that preserves the security characteristics of the J&@ to enrich the service card descriptor so that it contains
and improves its dependability by fault tolerance and fauhdications about the quality of the service (execution time,
prevention techniques. reliability,). So, some more precise criteria may be defined to

VIl. CONCLUSION

VI. RELATED WORK & BACKGROUND



better select card services for the recovery. Finally, we plan to
generalize our approach to deal with faults related to stateful
card services.
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